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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 2499
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 892
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 45
41.96.27.171 Ageria 147.237.77. 216 dover.idf.il SINHood full table drop 19
172. 98. 67. 85 147.237.77. 216 dover.idf.il SINHood full table drop 7
46.19. 85. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
46.121. 115. 248 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 6
46.19. 85. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
109. 65. 189. 102 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3

54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SINHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
167.114. 82. 227 Canada 147.237.76. 86 navy.idf.il ock_Udp All _Nets drop 1
176. 13. 22. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count
41.96.27.171 Ageria 147.237.77. 216 dover.idf.il 5670: HITP. SQ Injection (SELECT) ock 1
198. 20. 69. 74 Lhited Sates 147.237.76. 176 test.ncore.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.96.27.171 147.237.77.216|A geria dover.idf.il SQ Injection - Select From 8
41.96.27.171 147.237.77.216|A geria dover.idf.il ET VBB SERVER Possible SQL Injection Attenpt UNON SELECT |6
41.96.27.171 147.237.77. 216 |A geria dover.idf.il ET VEB SERVER WYSQL SELECT COONCAT S(L Injection Attenpt |6
41.96.27.171 147.237.77.216|A geria dover.idf.il S use of concat function with select - likely SQ injection|6
41.96.27.171 147.237.77.216|A geria dover.idf.il ET WEB SERVER Possible SQL Injection Attenpt SHECT FROM |6
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 6
union sel ect - possible sgl injection attenpt - GET
41.96.27.171 147.237.77. 216 |A geria dover.idf.il A P q ) P 6
par aret er
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 67. 13 147.237.72. 166 |Whited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 6 147.237.72. 166 |Lhited Sates aka. idf.il ET SCAN NVAP -sA (2) 2
112.171.173.85 |147.237.77.227 ok‘f’rea RepUbliC o ponaz. i i ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77. 216 Okfrea’ Republ i yover i il ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77. 205 ok‘f’rea RepUBIIC i oha i i ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77.176 Okfrea’ RepUbL i€ ot pash. i i ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77.121 ok‘f’rea Republic o vy idf il ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77.19 Okfrea’ RepULiC et orumi of i ET SCAN Potential SSH Scan 1
182. 254. 149. 138|147. 237.8.50 |Chi na e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.171.173.85 |147.237.77. 234 Okfrea' Republic ) agidh il ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77. 226 Efrea’ Republic |y chamat 2. aka i of . i1 |[ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77. 212 Okfrea' Republic o Gover idf.il ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77.179 Efrea’ Republic o i i il ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77.170 Okfrea' Republic o achot. i df il ET SCAN Potential SSH Scan 1
112.171.173.85 |147.237.77.61 Efrea’ Republic o cogat . idf il ET SCAN Potential SSH Scan 1
89.248.172.78 |147.237.8.45 [Netherl ands eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
188.138.9.51 147. 237. 77. 178 |Ger many e. mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
112.171.173.85 |147.237.77.235 ok‘f’rea Republic | ivaidh il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 329
2.54.22.168 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 244
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 155
24.22.209.148 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 102
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 75
212.199. 182. 150|l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 56
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 55
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 55
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 51
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 41
213.57.37.229 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 40
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 40
213.151.56. 128 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 36
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 35
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 27
172.98. 67. 85 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
64.233.172.155 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
109. 65.194.99 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 21
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
186. 204. 246. 30 |Brazil 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 21
66.249.65.238 |Wnited Sates 147. 237, 77. 216 |dover i i [ €M NG Engine: TCP Invalid — inval i d segnent retransmssi on drop 20
Ret r ansni ssi on Packet dr opped.
37.26.149. 176 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 20
188. 161. 9. 176 glcisgiig;a” Territory 147, 237. 7. 216 |dover. i of . i |dr op First packet isn't SIN drop 19
109. 200. 30. 154 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 18
46. 19. 85. 154 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 17
157.55.39. 145 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 17
40.77.167. 2 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 16
157.55.39.1 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 15
79.177.234.125 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 14
54.244.22. 103 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
109. 66. 157. 44 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
41.96.27.171 Ageria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 12
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10
188. 165. 15. 14  |France 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 9
46. 19. 86. 243 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 9
79.178.191. 239 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
84.228.236.15 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 9
66.249. 65. 231 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 9
220. 255. 145. 82 |4 ngapore 147 23777, 216 |dover i o i[> ' €A™ NG ENgi ne: TCP | nvalid finvalid segnent retransnission. drop 9
Ret r ansm ssi on Packet dr opped.
80. 246. 130. 167 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8
2.52.48.57 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 8
40.77. 167. 67 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 8
157.55.39. 175 |lWhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8
46.121. 206. 231 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 7
41.33.231. 90 Egypt 147.237.77. 216 |dover . i df .i|dr op SAMrule drop 7
209. 6. 148. 106 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 7
109. 67.31. 201 |lIsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 7
208. 69.40.101 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 7
77.126.82.121 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 6
40.77.167.9 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
104.131.239.54 |Uhited Sates 147.237.76.42 |refuah.idf.il Mil tipl e Wauthorized URL Access from 104. 131. 239. 54 B ock 3
. . Unhaut hori zed Met hod HEAD f or
213.57.176.5 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 2
50.115.122. 188 [lhited Sates 147.237.77.74 [lawidf.il PHP At t enpt B ock
188.138.17. 205 |France 147.237.72. 167 |i shuri maka. i df . ijunaut hori zed URL Access to 147.237.72. 167/ B ock
. . D stributed Uhaut hori zed URL Access on
66.249. 67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
50. 115. 122. 188 |lLited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
31.13.102.102 |[ireland 147.237.77. 216 |dover.i df .i | Ostributed Wnaut hori zed URL Access on waw idf.il/qr/ B ock 1
197.115. 197. 208|A geria 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waww i df.il/qr/ B ock 1
66. 249. 69. 41 I srael 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77. 170/ B ock 1
. . Uhaut hori zed URL Access to
66.249.64.51  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 9699- he/ r ef uah. aspx Bl ock 1
: . . Uhaut hori zed URL Access to
104.131. 239. 54 |United Sates 147.237.76.42 |refuah.idf.il refua. atal .idf.il/shared usercontrol s/ header upper/ B ock !
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
37.26.149.176  |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
: . . Uhaut hori zed URL Access to
199. 59. 148. 210 |Uhited Sates 147.237.77.216|dover. i df .i | v i i1/ p storagel i1 es/ 7/ si ze220x0/ 17487 | pg B ock 1
} . . Uhaut hori zed URL Access to
68.180.228.175 |lhited Sates  |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9827- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.56 I srael 147.237.76.42 [refuah.idf il 147.237.76. 42/ si p_storage/ il es/ 1/ si ze100x0/ 243L.  pg Bl ock !
162.243.188.75 |Uited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to / B ock 1
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
50.115.122. 188 [lhited Sates 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from50. 115. 122, 188 B ock 1
68.180.230.29 |United Sates  |147.237.77.176|matpash.idf .| [T ameter Type Volation Pagellmin B ock 1
wanw cogat . i df . i | / 1043- he/ cogat . aspx
. . Uhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p. st or age/ i | es/ 2/ 2962. pcf B ock 1
31.13.100.115 |ireland 147.237.77.216|dover. i df . i | Dstributed Uhaut hori zed URL Access on wanidf.il/qr/ B ock 1
172.56.31.100 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
217.69. 136. 207 stﬁ::ﬂ on 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to ww i df . il/newsitel novi es/ yassin7. B ock 1
87.69. 81. 241 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut horized LRL Access on waw i df.il/https:/wanidf.il/ [B ock 1
. . Uhaut hori zed URL Access to
66.249.64.113 [Israel 147.237.77.74 [lawidf.il 147.237. 77. 741 i p_storagel f1 1 es/ 5 775. pf B ock 1
31.13.100.117 [ireland 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/qr B ock 1
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