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|Top Attackers | n DDoS- Def ence |

Attacker Target :
Attacker Countr Signature
Address y Address 9
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2706
66. 249, 67. 6 Wited Sates 147.237.72.166  |akaidf.il :;J; handshake violation, first packet mot |, ., 720
66. 249. 64. 186 Lhited Sates 147.237.77.74 lawidf.il ;?; handshake violation, first packet mot |, 121
66. 249. 64. 181 Wited Sates 147.237.77.74 lawiof i :;J; handshake violation, first packet mot |, ., 53
79. 183. 15. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
46.121. 115. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
213.57.34.70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5.29. 3.102 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
70. 183. 14. 239 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
109. 64. 39. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
146. 255. 134, 222 Bosni a and 147.237.77. 216 dover. i df il SWNFAood full table drop 3
Her zegovi na
176. 13. 23. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
176.12.144.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 65. 176. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.12.144.9 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 2
115. 239, 228. 8 Chi na 147.237.0.17 Im"y' kosher-kravi Tdf.i |\ ger Attack Con Htp drop 2
61.233.104. 12 Chi na 147.237. 0. 200 . i df . i | Frk _Under Attack Con Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
41. 251. 220. 219 Mor occo 147.237.77. 216 dover.idf.il SYNHood full table drop 2
123.195. 126. 138 Tai wan 147.237. 76. 148 gocenter. aka. idf.il JLM Under Attack_Con_Tcp drop 2
115. 197. 190. 57 Chi na 147.237. 76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
124.77.161. 138 Chi na 147.237. 76. 42 refuah.idf.il B ock_Udp All _Nets dr op 1
115. 239. 228. 8 Chi na 147.237.0.17 Im”y' kosher-kravi . idf.i |0y ol con Linit Hitp drop 1
82.221.105. 6 I cel and 147.237. 76. 30 hi nush. i df . i | Bl ock_UWp Al _Nets drop 1
58. 42. 43. 83 Chi na 147.237. 76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
111. 225. 23. 154 Chi na 147.237. 76. 42 refuah.idf.il B ock_Udp All _Nets dr op 1
41.233.239. 126 Egypt 147.237.77. 216 dover.idf.il SYNHood full table drop 1
89. 201. 191. 136 Qoatia 147. 237. 76. 199 e.nakchal .idf.i| Bl ock Udp All Nets drop 1
112.118. 67. 35 Hong Kong 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
1

182. 34. 152. 201 Chi na 147.237. 76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site ‘Sgnaiure Devi ce Action |Count |

195. 154. 216. 164  |France 147.237.77.216 |dover.idf.il|9221: HTTP: PUT Method Execution over HTTP/ VbDAV Bl ock 1




11-08-2015-01:04:04 to 11-08-2015-02:04:04

|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220|147.237.0. 16  |Sweden ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

_ _ o ET SCAN Behavi oral Uhusual |y fast Ternminal Server Traffic,
104. 197. 108. 188|147.237.0.19 |lhited Sates |nadimatal.idf.il ) ) 1
Potential Scan or Infection
94.102.49.218 |147.237.0.17 |Netherl ands mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
93.95.100.192 |147. 237. 72. 156 g{j;:lnim aman. i df . ET SCAN NVAP -sS wi ndow 1024 1
31.184.242.17 |147.237.77.216 ?ézz;;”im dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
193. 105. 134. 220(147.237.0.19  [Sweden nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
112.123.155. 12 |147.237.0.16 |Chi kosher-kravi .idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
. . . . . 0. I na - - . . . .
v Qonnections, Potential Scan or Brute Force

94.102.49.218 |147.237.0.19 [Netherl ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
93.95.100.192 |147. 237.72. 167 gj::;”ion i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 187
154.121.5.227 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 63
68.180.228. 112 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 63
70.183.14.239 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 61
209. 6.148.106 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 56
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 48
31. 85. 226. 148 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 45
176.13.2.91 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 44
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 36
17.142.152.110 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 36
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
66.249.93.196 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 30
66.249.93.200 |Lhited States [147.237.77.216(|dover.idf.il |drop First packet isn't SYN drop 29
66. 249. 88. 91 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 29
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
17.142.152.94 |hited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 28
63.249.66.212 |Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
17.142.152.81 |thited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 26
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
66.249.93.192 |Lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 25
46.19.86.8 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
46. 121. 115. 248 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
66.249.65.238 |United Sates |147,237. 77, 216 |dover.icr. i1 |2L" €@M NG Engine: TCP Invalid Invalid segnent retransmssion drop 20
Ret r ansm ssi on Packet dr opped.
66.249.88.101 |Lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 19
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
157.55.39.1 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 18
17.142.152.68 |hited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 18
157. 55. 39. 89 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 18
17.142.152.85 |[lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 18
66.249.65.231 |Uited Sates |147. 237, 77. 216 |dover iar.i1 | S2M NG Engine: TGP | nvalid Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
17.142.152.89 |thited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 16
60. 241. 13. 40 Australia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
40.77. 167. 67 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 16
66. 249. 88. 81 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 15
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 15
109. 160. 135. 67 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
2.54.0.50 I srael 147, 237.76. 200 |ei tan. aka i of | .| @M NG Bngine: TCP Invalid Invalid segnent retransmssion drop 15
Ret ransm ssi on Packet dr opped.
17.142.152.86 |hited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 14
17.142.152. 72 |wnited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 14
72.93.58. 22 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 14
17.142.145. 3 Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 14
157.55.39.145 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 13
198.58.102.96 |[lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
66.249. 65,224 |Uited Sates [147. 237 77. 216 |dover iar.i1 | S2M NG Engine: TGP | nvalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
40.77.167. 35 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
198.58.102. 117 [thited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
157.55. 39. 31 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 10
188. 165. 15. 14  [France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10




11-08-2015-01:04:04 to 11-08-2015-02:04:04

|Top Attackers In V\AF|

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
213.57.182.42 | srael 147.237.0.19 |nadimatal .idf.j[[°0 M of the Sane Response Code (404) in Session from B ock 493
213.57.182. 42

213.57.182.42 [ srael 147.237.0.19 |nadimatal .idf.il Eg’ '\Eg'?ylg’; de Sane Response (bde (403) in Session from Bl ock 270
213.57.182.42 |lsrael 147.237.0.19 |madimatal .idf.i||Suspici ous Response Code Bl ock 107
213.57.182. 42 |Israel 147.237.77. 243 |nobi l e. i df . i | Ml tiple Unhauthorized URL Access from 213.57.182. 42 B ock 9
213.57.182.42 |israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:‘:'c;fsz / t';‘egpgfyim;esn <t ehi | ddoeunent </ 151 Bl ock 3
154.121.5.227 |Ageria 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 154. 121.5. 227 B ock 3
66. 249. 65. 238 |l srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/view ing. asp B ock 2
66.249.67.122 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
84.94.22.33 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.67.122 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
62.210. 105. 32 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i1/ mai n/ hone/ def aul t. aspx |B ock 1
154.121.5.227 |Ageria 147.237.77.216|dover. i df .i | Admin Bl ocki ng B ock 1
68. 180. 228. 112 |Lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin ww i df . il /1086-en/ dover. aspx B ock 1
213.57.160. 27 |[Israel 147.237.72. 156 [anan. i df . i | Too Many Cookies in a Request - 111 cooki es Bl ock 1
85. 65.98.228 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ B ock 1
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr'?gef&i‘l stcte(ffa;g/ (11 es/ 5/ 63905, ppt. Bl ock 1
62.219.193.62 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df.il/main/giyus/ B ock
68.180.228. 112 |Lnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwy i df .i|/1399-en/ dover. aspx B ock 1
66.249.67.59  |israel 147. 237.72. 166 |aka. i df . i | o rzg;”t;;d lﬁ“g}:}"ry ;e:u?éeﬁgfgf_sazgx Bl ock 1
107.150.55.51 |Uited Sates [147.237.0.19 |nadimatal .idf.il|{Unauthorized URL Access to wwmw cl oud. ph/ B ock 1
66. 249. 67. 250 |Israel 147.237.72. 166 |aka. i df . i | 1D4§t rzi?,k;‘_“g_’ 1&7“;}";} ;efu;geﬁgfgisaggx Bl ock 1
66.249. 64.56 | srael 147.237.76.42 |refuah.idf.il ﬁ?fégg;ééﬁzfg‘pﬁﬁsjg;ﬁi | s of 2859, pcl B ock 1
154.121.5.227 |Ageria 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
68. 180. 230. 167 |Lhited Sates [147.237.76.31 |nakchal .idf.il Par anet er Type M ol ati on PageNumin nakhal .idf.il/1108- he/ nakhal . aspx |B ock 1
66.249.67.71 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
5.22.131.136 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for waw aka. idf.il/mai n/ sachar/ nas. aspx B ock 1
122.224.8.111 |China 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v i df . il/ckfinder B ock 1
66.249.69.33 [ srael 147. 237.77. 170 m@ar achot . i df . i1 [Tho nor | 290 SR fecess 1o aspx B ock 1
66.249. 64,61 |l srael 147.237.76.42 |refuah. i df.il ﬁ?”tzg;’”?éegzg‘pfgfgfzgéfﬂ | es/ 4/ i 26100x0) 3290, | pg Bl ock 1
154.121.5.227 |Ageria 147.237.77. 216 |dover. i df .i | Unhaut hori zed URL Access to waw i df.il/cpanel Bl ock 1
83.130.101.29 |lsrael 147.237.77.216|dover . i df . i | Lhaut hori zed LR Access to v idf.il/https:/wwidf.il/ B ock
45.35.71. 181 147.237.77. 176 |nat pash. i df . i | muég\:;.zi%? e O ol </ header pper/ Bl ock 1
142.54.172.99 [lhited Sates [147.237.77.19 [lawforumidf.il [Uhauthorized LR Access to ww cl oud. ph/ B ock 1
66.249.79.25 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed LRL Access to ww chi nuch. aka. i df .il/404. htm B ock 1
66. 249. 65. 231 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
198.20.69.74 |Lhited Sates [147.237.77.19 [lawforumidf.il |Unauthorized URL Access to 147.237.77.19/ B ock 1
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