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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2769
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2533
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 100
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 53
95. 86. 108. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
109. 64. 56. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
46.121.109. 3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
46. 19. 85. 106 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 26
5.29.139. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
85. 65. 161. 27 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
37. 26. 149. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.183.101. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
72.219.145. 27 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 7
85. 3. 107. 65 Swi t zer| and 147.237.77.216 dover.idf.il SYNHood full table drop 6
77.125.163. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
76.111. 69. 2 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67. 183. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 64. 15. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82.132. 230. 81 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYNHood full table drop 4
5.22.129.230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.69. 94. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 78. 30. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.241.249.3 Saudi Arabia 147.237.77.216 dover.idf.il SYNHood full table drop 3
79.179.175. 179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.29.92. 80 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
46.19. 85. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
37.142.211. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.176. 27. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
84.228.197. 215 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
185. 32. 179. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
87. 69. 165. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12.137. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.56.172 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176.12. 149. 94 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
109. 67. 183. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
167. 114. 82. 227 Canada 147.237.76. 197 e hinush.idf.il [B ock Udp Al Nets drop 1
115. 231. 222. 40 Chi na 147.237.76. 196 e.svivaidf.il |[JLMUnder Attack Con Htp drop 1
37.60.44. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
109. 67. 54. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
66. 249. 65. 224 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
. L ET DC5 Large anmount of TCP ZeroWndow - Possible Nciller2
31.44.128.201 |147.237.76.30 |[Israel hi nush. i df . i | 4
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176. 13. 13. 44 147.237.77. 216 |I srael dover.idf.il | NDI CATOR- SCAN nyscan 2
176. 13. 13. 44 147.237.77. 216 I srael dover.idf.il GPL SCAN nyscan 2
104. 128. 144. 131|147.237.0. 16  [Canada ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
76.111. 69. 2 147.237.77.216|Wited Sates |[dover.idf.il portscan: TCP O stributed Portscan 1
222.186.34.238 [147.237.76.148|Chi na ggcenter. aka. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
46.151.52. 8 147. 237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 34. 238 |147.237.76.86 |China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.34.238 |[147.237.0.33 [China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
198. 20. 69. 74 147.237.77.19 |Wited Sates |lawforumidf.il ET DRCP Dshield B ock Listed Source 1
193. 105. 134. 220|147. 237. 77. 243 |Sweden nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131(147. 237.0. 16 |Canada ny-kosher-kravi .idf.il |[ET SCAN NVAP -f -sS 1
66.249. 67.240 |147.237.72.166 |Lhited Sates |akaidf.il SER_\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
222.186. 34. 238 |[147.237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.34.238 [147.237.76.39 |China nobi le.neitav.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
2107 18, 87 147.237.76.30 |Rji Hmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
188.138. 9. 51 147.237.0.33  |Ger many idf.il ET SCAN NMAP -sS wi ndow 1024 1
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Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 305
37.241.249.3 Saudi Arabia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 303
66. 87.120. 88 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 180
75.16.196.178 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 176
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 154
46. 19. 86. 2 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 108
2.52.56.172 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 93
46.117.107. 180 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 80
41. 248. 58. 68 Mor occo 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 77
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 74
99.58.197. 15 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 73
72.219.145.27 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 64
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 58
46.120.116.86 [l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 53
99. 224.238.30 |Canada 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 50
87.69. 181. 217 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 49
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 47
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 45
109. 26. 62. 41 France 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 45
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 44
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 44
84.108. 16. 62 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 43
212.199. 182. 150]I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 42
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 38
41.90. 249. 241 |Kenya 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 37
131.253.25. 203 |Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 33
79.114.205.60 |Romani a 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 32
66.249. 65.231 [United Sates 147.237.77. 216 |dover. i of.i [ | AN NG Engine: T Tnvalid finvalid segrent retramsmssion. |y o 32
Ret r ansm ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 30
186. 204. 246. 30 |Brazil 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 27
83.60.119.223 |Spain 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SWN drop 27
134.191. 232. 70 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
66. 249. 65. 238  |Lhited Sates 147, 237. 77, 216 |dover i i | 21 NG Engine: TCP Invalid invalid segnent retransnission drop 26
Ret r ansn ssi on Packet dr opped.
40.77. 167. 67 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
66. 249. 65. 224 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 25
66.249. 65. 224 |United Sates 147. 237, 77. 216 |dover i | €A NG Engine: TCP Invalid — invalid segnent retransnissi on drop 24
Ret r ansm ssi on Packet dr opped.
149. 78. 255. 141 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 23
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 22
66. 249. 65. 238 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 22
37.142.250.24 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 22
82.132.230.81 |Uhited Ki ngdom 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 21
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 21
79.180.127.76 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 21
157.55.39. 1 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 20
46. 60. 46. 103 g‘ilcisgii:;a” Territory. 147, 237. 7. 216 |dover. i of . i |dr op Frst packet isn't SN drop 20
79.181.5. 146 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 20
5. 102. 254. 30 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
77.125.108.210 |lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 19
93.173.161.26 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 19
157.55. 39. 31 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 19
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Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 86. 229 I srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 261
46. 19. 86. 229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 151
46.19. 86. 229 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 46
2.54.176. 187 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 26
79.176. 0. 41 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 16
46.117.167. 240 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.52.36.227 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.121.109. 3 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.170. 23 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
95. 86. 68. 10 | srael 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut horized URL Access from 95. 86. 68. 10 B ock 1
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 229 I srael 147.237.77.243|nobi le. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
157.55.39.7 Lhited Sates [147.237.77.176 |nmat pash. i df .i | Unaut hori zed URL Access to www cogat . i df . i|/894- he Bl ock 1
66. 249. 69. 49 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
66.249.64.56  [Israel 147.237.76.42 |refuah.idf.il e e etuah aspx B ock 1
95.86.117.26 | srael 147.237.72. 166 |aka. i df . i | mna‘i(‘:i Zfairﬁr;er:;:v s_m\rﬂ\a?//\ggeimm 'n None 1
66.249. 67. 147 [Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
195. 154. 227. 118|France 147.237.77. 216 |dover.i df . il I1l1egal HITP \ersion HITH Bl ock 1
2.52.16. 177 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
68.180.229.239 |lnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
104. 167. 101. 113|Canada 147.237.72.167|i shurimaka.idf .i | Unaut hori zed URL Access to 147.237.72. 167/ xm rpc. php B ock 1
66.249.67.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
198. 20. 69. 74 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
66.249. 64.118 | srael 147.237.77.74 |lawidf.il ﬂ?fjtzg;”?;e;j‘v"?p f:tc(;s;g;/cf’i | s/ 6 286, pck Bl ock 1
142.54.174.66 |Uited Sates |[147.237.77.226 V\:A:W chamat z. aka. i df Unaut hori zed URL Access to www cl oud. ph/ Bl ock 1
66. 249. 67.240 I srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬂfﬁpffﬂ“f& - Protocol vidlation None 1
62.219.193.62 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/main/ gi yus/ Bl ock 1
2.54.36. 230 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
85. 64. 113. 88 I srael 147.237.77.216|dover . i df . i NULL Character in Mt hod B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/family B ock 1
151.80.31.136 [Italy 147.237.76.42 |refuah.idf.il e oo oo v aspx Bl ock 1
66. 249. 69. 41 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il thaut hori zed URL Access to B ock 1

147.237. 76. 42/ si p_storage/ fi | es/ 5/ si ze100x0/ 3365. j pg
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