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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
157.52. 2. 102 | ndonesi a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 7972
167. 114. 156. 16 Canada 147.237.77.216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 2970
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 379
0.0.0.0 147.237.77. 216 dover.idf.il|SINHood full table drop 254
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 225
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 112
93.173. 9. 249 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 42
79. 176. 62. 65 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 31
2.54.182. 25 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 30
212.76.100. 253 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
213. 57.246. 102 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 25
176. 2. 129. 234 Cer many 147.237.77. 216 dover.idf.il|SINHood full table drop 20
84.111. 125. 92 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 15
188. 120. 148. 190 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 14
85. 64. 88. 82 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 12
77.127.52.70 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 12
85. 64. 88. 82 | srael 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 12
5. 28. 186. 36 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 11
176. 13. 15. 65 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 10
192. 117. 173. 237 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 9
89. 139. 188. 83 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 9
84.228. 252. 105 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 8
79.182.221.133 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 8
46. 116. 182. 248 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
85. 64. 181. 221 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 7
85. 65. 30. 242 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 7
109. 186. 2. 34 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
176.13.21.52 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 6
188. 120. 148. 185 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 6
87.69.234. 129 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
84.109.179. 179 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
46.120. 122. 124 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
80. 246. 136. 121 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
212.76.103. 52 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
84.111.80.7 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 5
2.54.142.102 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
85. 64. 88. 82 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
82.81.1.214 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
84. 228. 250. 72 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
72.28.237.28 Lhited Sates 147.237.77. 216 dover.idf.il|SYNHood full table drop 4
37.142. 149. 83 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 4
85. 250. 195. 144 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
2.54.164.9 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
176.13.5. 128 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
46. 19. 86. 20 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3

5. 102. 254. 42 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
2.54.48.110 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 3
176. 12. 138. 188 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
46.19. 85. 70 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
37. 26. 148. 229 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3




11-07-2015-21:04:04 to 11-07-2015-22:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Feder at i on

Target Address étotuan(ikre)r/ Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
115. 72. 103. 148 [147.237.0.17 |V etnam mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 4
66.249. 67. 122 |147.237.72.166|lhited Sates  [aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 65.22 |147.237.77.243|Wited Sates  |nobile.idf.il ET SCAN NVAP -sA (2) 2
54.187.55.213 [147.237.77.216|Whited Sates  |dover.idf.il portscan: TCP DO stributed Portscan 1
196. 47.173. 21 |147.237.76.177|te DIvoire  |ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
31.6.71.154 147.237.8.14 |Poland e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.76.177|Qte Divoire  |ncore.idf.il ET SCAN NVAP -f -sS 1
177. 136. 186. 67 |147. 237. 76. 147 |Frazi chi nuch. aka. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
113 249. 38. 134 |147. 237 0.33  |ni na il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
86.102.8.167 |147.237.76.197 F;;Z:;:pion e.hi mush.i df il ET SCAN NVAP -sS wi ndow 1024 1
80.246.133.3  [147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
46.151.52. 8 147. 237. 72. 156 |Wkr ai ne aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184.242.17 |147.237.77.216 RF;Z:;:SOH dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
196. 47.173.21 |147.237.76.177|Qte Divoire  |ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 64. 227.50 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
86.102.8.167 |147.237.0.34 |RSSI&n tikshuv. i df.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

79. 182. 186. 75 | srael 147.237.76. 200 |eitan. aka.idf.i Ret r ansni ssi on Packet dr opped. drop 1122
149.78.187.20 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 458
84.108. 184. 214 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 243
64.124.98.9 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 175
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 175
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 164
79.181. 148. 29 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 129
79.181.24.175 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 104
46. 19. 85. 51 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 99
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 81
12.130.116. 1 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 80
89.139.165.96 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 65
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 64
173.73.31.202 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 62
80. 83. 25. 94 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 61
79.181.103.76 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence mdrc)?vrsacrz"lt vith different moni tor |59
77.125.76.174  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
162.58.82.135 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 51
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 48
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
194. 90. 37. 173 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 45
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
95.86.70.127  |Israel 147, 237.76. 200 | tan. aka. i of i | SAM NG Engi ne: TGP | nvalid  invalid segnent retransnissi on. drop 44
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 43
109. 67.22. 171  |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 43
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
2.54.4.90 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
46. 19. 86. 35 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
46. 19. 85. 70 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
92. 114. 141. 99 g")jj‘{i' o 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 36
82.145.217. 178 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
93.172.135.206 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
79.178.181. 100 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 29
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
157.55. 39. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
93.173.9. 249 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
79. 176. 62. 65 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
100. 100. 53. 249 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 23
157. 55. 39. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
84.228.252. 105 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
82.81.1.214 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
66.249. 65. 231  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
37.26. 146. 188 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
109. 66.171. 33 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
109. 200. 30. 154 [United Kingdom |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 20
176. 2.129. 234  |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
188. 62.165.59 [Switzerland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
109. 66. 57. 240 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
157.55.39. 145 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
89.139. 165. 96 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 349
79.182.186.75 |Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 145
89.139.165.96 |[Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 107
89.139. 165. 96 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (403) Bl ock 94
46.19. 85. 195 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 88
176.13.23.101 |Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 87
46. 19. 86. 103 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 46
176.13.23.101 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 14
46.19. 85. 195 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 14
87.69.234.129 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock
37.26.147.195 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
2.52.184.173 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
2.54.37.199 I'srael 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:‘fr&fsz , tgegpgrcytezm O e/l stchi | ddocurent s/ 1071 B ock 5
31.210.178.36 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 31.210.178. 36 B ock 5
46.121.96.117 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
89.139.18.141 |[Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Lhaut hori zed UR. Access from 89.139. 18. 141 B ock 3
37.26.147.167 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.37.199 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
31.210.178.36 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
89.139.18.141 | srael 147. 237.77. 243 |nobi | e. i df . i | m;ﬂt :?rc;fz'f‘lj /g‘egpgrcyizm;esll St ohi 1 ddocunent &/ 1431 Bl ock 3
212.199. 104. 162l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

5.29.211. 47 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
31.210.186.172 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
46.121.96.117 |israel 147. 237.77. 243 |nobi | e. i df . i | E;)Eitlr;ﬁuéfe.?mztt’gz:;fggplﬁ‘e;ﬁﬁisch?? ddocunent </ 1071 B ock 2
82.81.1.214 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
176.13.20.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
82.166.57.237 I srael 147.237.77. 226 :‘MA:A{ chamatz. aka. 1d mué:a()r:aiatzze.dakﬁdﬁciclelsssi ;_Ost oragel/ fil es/ 9/ 2479. ] pg Bl ock 2
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
142.54.174.66 |Uiited Sates |147.237.0.34 |ti kshuv.idf.il Unhaut hori zed URL Access to ww cl oud. ph/ Bl ock 1
46.120.80.109 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.181.193. 153 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.210.178.36  |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/aj ax/ updat estatus. php |B ock 1
66.249.67.142 [Israel 147.237.0. 16 inly_ kosher-kravi . i df . Lhaut hori zed URL Access to vww ny- kosher-kravi . idf.il/ B ock 1
66.249. 64.118 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ 774-en/ pat zar. aspx  |B ock 1
46.19. 85. 188 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
84.228.185.52 | srael 147. 237.72. 156 |anan. i df . i | m”;::r:_iizd?iﬁtfgg?fmoam_i a il Bl ock 1
195. 154. 227. 118|France 147.237.77.216|dover. i df .i | Illegal HITP \ersion HITH Bl ock 1
73.18.124.212 [lhited Sates [147.237.76. 200 [ei tan. aka. i df . i thaut hori zed Mt hod HEAD for None 1

wan el tan. aka. i df. il /tenpl at es/ news/ 1118- he/ ei t an. aspx

. . Lhknown Paraneter catid in
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai v r abanut / gener al . aspx None 1

Unaut hori zed URL Access to

151.80.31.136 |italy 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9641- he/ r ef uah. aspx Bl ock 1
87.69.234.129 [Israel 147.237.77.233|atal .idf .il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx Bl ock 1
P ] Unaut hori zed URL Access to
66.249.67. 190 | sr ael 147.237.0.15  |kosher-kravi.idf.il kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ B ock !
66.249. 65. 133 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock 1
. . D stributed Unaut hori zed URL Access on
84.228.185.52 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: / ww aka, i of i1/ B ock 1
5.29.214. 48 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
202.46.53.154 |China 147.237.72. 156 [anan. i df . i | O stributed Whaut hori zed LR Access on list.ips.gov.il/ Bl ock 1
. . D stributed Uhauthorized URL Access on
79.178.136. 105 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: /v aka, i of i1/ B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwy aka. i df.il/val tam B ock 1
Uhaut hori zed URL Access to
157.55.39. 162 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il |ww kosher-kravi.idf.il/tenpl ates/departnent sl obby/ depart nent sl ob |B ock 1
by. aspx
79.182.221.133 [lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed UR. Access to waw aka.idf.il/nain sachar B ock 1
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