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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3052
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 184
197. 9. 240. 240 Tuni si a 147.237.77. 216 dover.idf.il|HTTP- M SC- WbLogi c- St r - BO dest - r eset 93
5.29.82.218 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 42
109. 66. 48. 187 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 35
46. 116. 22. 172 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 30
46.19. 86. 21 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 28
89. 139. 183. 248 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 28
213.57.135. 52 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 26
77.125.154. 131 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 21
213.57.135. 52 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 15
77.127.244.102 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
77.125.12. 146 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 10
85. 250. 220. 19 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 10
2.54.33.136 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 9
176. 12.139. 67 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 9
176.13.2.177 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 9
213.57.135. 52 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 9
46. 116. 162. 45 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 8
149. 78. 20. 164 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 8
85. 65. 30. 242 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
79.183.61. 177 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 7
80. 215. 173. 167 Fance 147.237.77. 216 dover.idf.il|SINHood full table drop 7
66. 102. 8. 242 Lhited Sates 147.237.77.216 dover.idf.il|SYNHood full table drop 7
109. 67. 100. 198 | srael 147.237. 72. 166 aka.idf.il |Block Udp All _Nets drop 6
2.54.147. 85 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 6
109. 186. 191. 174 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
85. 250. 141. 40 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 6
79.179. 22. 233 | srael 147.237.72. 156 anan.idf.il [B ock Udp Al Nets drop 6
2.54.24.254 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
79.179. 22. 233 | srael 147.237. 72. 166 aka.idf.il |Block Udp All _Nets drop 6
176. 13.8. 84 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
79.180. 106. 159 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
85. 250. 75. 136 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
66. 102. 8. 237 Lhited Sates 147.237.77.216 dover.idf.il|[SINHood full table drop 5
46.19. 86. 253 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
2.54.186. 10 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
132.76.50. 6 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
85. 64.191. 118 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
46.19.85.7 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
79. 180. 205. 236 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
149. 78. 20. 164 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
46. 19. 85. 22 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
89. 138. 72. 12 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
89. 139. 165. 96 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
62.219. 254. 22 | srael 147.237.77.216 dover.idf.il|B ock Udp All Nets drop 3
87.68. 62. 185 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 3
66. 249. 84. 186 Lhited Sates 147.237.77.216 dover.idf.il|SYNHood full table drop 3
176. 13.8. 84 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 3




11-07-2015-20:04:08 to 11-07-2015-21:04:08

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site ‘Sgnai ure Devi ce Action |Oount |
197. 9. 240. 240 Tuni si a 147.237.77.216 |dover.idf.il C1000203: HITP: Thorshammer - Post to root dir B ock 87
84.228.197.205 |Israel 147.237.77.170 |maarachot.idf.il [CL000004: HITP. options nethod (M crosoft) B ock

123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
36.72.228.72 147.237.77. 74 |Indonesi a lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 8. 80. 216 147.237.77.19 [Wited Sates [lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220(147. 237.0. 17  |Sweden mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
188.138. 9. 51 147.237.0.16 |Ger many ny-kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
86.102.8.167  |147.237.77.216 gj::;”ion dover. i df.il ET SCAN NVAP -sS wi ndow 1024 1
42 295 1 1 147 237 0.19 | na vadi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
36.72.228.72 147.237.77. 74 |l ndonesi a lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
36.72.228.72 147.237.77. 74 |Indonesi a lawidf.il ET SCAN NVAP -f -sS 1
193. 105. 134. 220|147. 237.0. 15  |Sweden kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
101.22.96.156 |147.237.0.16 |China ny- kasher -kravi . i df il ET SGAN Behavi oral Un usual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
Russi an

86. 102. 8. 167 147.237. 76. 39 Fedor at i on nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Count ry ‘Target Addr ess ‘S‘te ‘Signature
2.54.0.50 I st ael 147, 237. 76. 200 |ei tan. aka i of | | €2 NG Engi ne: TP Inval i d Invalid segnent retransmssi on. dr op 438
Ret ransn ssi on Packet dr opped.
149. 88. 144. 237 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 318
185. 72. 217. 89 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 251
79.183. 4. 106 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 240
187.180. 14. 37 |Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 238
79.181.103.76 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence E‘Zg ;et ransmt with different wndow| o ;oo |163
197.9.240. 240 |Tunisia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 155
84.228.50. 93 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 93
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 90
66.249.93.200 |Lhited States |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 70
84.108. 133. 44 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 62
66.249.93.196 |Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 59
95.86.70.127 |Israel 147, 237. 76. 200 |ei tan. aka i of | | @M NG Egine: TCP Invalid Invalid segnent retransmssion drop 50
Ret ransm ssi on Packet dr opped.
46. 19. 86. 60 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 44
85. 250. 141. 40 |l srael 147.237.76.42 |refuah.idh.il [Bad TCP sequence e ransmt with different wndow) oo la3
85. 250. 75. 136 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
5.29.82. 218 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 41
212.76.103. 155 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
66.249.93.192 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 38
68.180.228. 112 |Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SYN drop 37
46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
2.54.33.136 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 32
213.57.135.52 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
216.4.56.163 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 31
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
85. 250. 141. 40 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
77.125.151. 80 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 26
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
208.115.113.89 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 24
79.180. 106. 159 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
213.57.160. 27 |Israel 147.237.72.156 |[aman. i f il [Bad TOP sequence Sz;';e”ansm't with different wndow ooivor |22
52. 16. 5. 197 Lhited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 22
178. 63. 55. 202 [Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
90. 205. 207. 41 l}gi]irf;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
109. 67.113.74 |israel 147.237.77.233|atal .idf.il  |Bad TCP sequence i;';e”ansmt wthdifferent window| o ivor |20
66. 249, 65,238 |United Sates 147,237, 77. 216 |dover. iof. i1 | SAM NG Engine: TCP Inval id Invalid segnent retransmssion. drop 20
Ret r ansn ssi on Packet dr opped.
157. 55. 39. 89 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 19
79.177.116. 162 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
50.87.144. 145 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 19
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
66. 249. 65. 231 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
100. 100. 0. 72 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 18
66.249. 84. 167 |United Sates [147.237.77. 216 |dover.ir.i1 | Cam NG Bngine: TCP Invalid Invalid segnent retransmssion drop 18
Ret ransn ssi on Packet dr opped.
77.125.12.146 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
37.46.39. 170 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
77.125.154. 131 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SWN drop 17
89. 139. 183. 248 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.12. 143. 169 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 165
176.12. 143. 169 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 145
80.179. 225. 230 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 117
46. 19. 85. 22 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 104
185.32.179. 251 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
46.19. 85. 22 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 40
2.54.0.50 | srael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) Bl ock 31
176.13.20.5 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
46.19. 85. 22 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 18
176.12. 143. 169 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 16
80. 179. 225. 230 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
37.26.146.152 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46. 120. 48. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 46. 120. 48. 61 Bl ock 6
176. 228. 10. 204 |l srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 176. 228. 10. 204 B ock 6
80.246.137.64 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
80. 179. 225. 230 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 4
46.120. 48. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 3
46.19. 85. 36 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 121. 65. 62 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m“é:;;t'.ziz?.ﬂsfgf;ﬁ;g%m | esi O s 26220 3410, pis sr Bl ock 3
93.172.159. 101 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
87.69.181.229 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/wan tikshuv.idf.il B ock 2
46.19. 86. 91 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
31.154.94. 31 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 2
84.108. 246. 168 |l srael 147.237.0.19 |nadimatal .idf.il|[Dstributed Suspicious Response Code B ock 2
176. 228. 10. 204 |l srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?réfzf? , t’:{eggfﬁim s/ 1 st chi | ddocunent s/ 1403 Bl ock 2
176.12.136. 228 |l srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂteh?gf.sz/é;‘egﬁf;e:ﬁplt;es/Iistchi | dsuboat egori 65/ 1423 Bl ock 2
80.212.57.166  |Nor way 147.237.77.216|dover.i df .i | O stributed Suspicious Response Code B ock
197.9.240.240 |Tunisia 147.237.77.216|dover. i df .i | Ml tiple Abnormal |y Long Request from 197.9. 240. 240 Bl ock

31. 168. 24. 50 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock
72.9.148.10  |[United Sates [147.237.76.86 [navy.idf.il bt :a?;t_ o e 2o ﬁ;\clsszsgz aspx Bl ock 2
66.249.64.61  |Israel 147.237.76.42 |refuah.idf.il ﬁ?f‘tzg;’.”?éef;g‘p :'Sctcoisg;/?i s/ 91 2689, | pg Bl ock 1
197.9.240.240 |Tunisia 147.237.77.216|dover.idf .i | Unknown HTTP Request Method Mcrosoft in URL w ndows B ock 1
80. 246. 130. 160 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df. i/ hi nush/site/ he/ hi nush. asp B ock 1
77.126.96. 1 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
66.249.67.59  |Israel 147.237.72.166 |aka. i df . i | l‘ﬂ?”;g;’r;;efeéﬁ‘l ngfgfa;; (i1 es/ 5/ 60085, pel Bl ock 1
109. 186. 20. 167 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
62.210.88.201 |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock 1
84.228.220.104 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw arman. i df.il/https:/ww aman.idf.il/ |[B ock 1
66. 249. 79. 31 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm B ock 1
5.22.131. 90 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from5. 22, 131. 90 B ock 1
94.159. 139. 151 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
66. 249. 65.224 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wa idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
212.179.61.123 |israel 147.237.72.166 |aka. i df . i | m;&:‘ftﬁiwm;‘g;ﬁagi gfcﬁﬁsls on B ock 1
37.142.64.23 I srael 147.237.77. 176 |nat paSh' idf.il mu(t:g;;tl .Zied(:‘ .Lijlqytpecn:)(la?e;?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
176.13.20. 207 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.177.168.2 [ israel 147.237.76.42 |refuah.idf.il ﬂ";‘_’tzg‘;r_'f;i;ﬁ;pgfffi:c%_i con- pr econposed. png B ock 1
66.249.67.71  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?f’;gg?;é?iﬁéﬁi Sf;e;sa;g/ il es/ 6 71566, pel Bl ock 1
109. 186. 181. 165]I srael 147.237.72. 166 [aka. i df . i | Uhknown Par anet er anp; ut m medi umin ww aka. i df .il/ None 1
85.250.141.40 |Israel 147.237.76.42 |refuah.idf.il iéf ;;?E;gfjﬁqgu;hgsiﬁ:rdedtﬁ‘e ;'ectcecssss on Bl ock 1
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