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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3647
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 448
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 252
109. 65. 39. 233 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 89
149. 88. 88. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
93.173.159. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
79.178. 33. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
194. 55. 30. 7 Ger many 147.237.77.216 dover.idf.il SYNHood full table dr op 25
84.228.120. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
31.168. 218. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
87. 68. 159. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
93.172.178. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
81.218. 235. 10 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 11
87.69.52.173 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 9
2.54.18.198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.177. 165. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
85. 250. 107. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
77.127.66. 106 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
79.177.197. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
5. 29. 136. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
85. 65. 30. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
84.108. 147. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
81.218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.116. 164. 9 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 6
109. 66. 137. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
185. 32. 179. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 66. 3. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
188. 120. 148. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
86. 22. 56. 145 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 32. 179. 90 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 4
77.126.61. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
64. 233.172.170 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
64.233.172. 162 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.22.129.201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
31.168. 218. 41 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
85. 64. 69. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
46.117. 36. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
31.168. 218. 41 I srael 147. 237.77. 216 dover. i df.il Block Udp All Nets drop 3
80. 230. 87. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
64.233.172.178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.12.139. 179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 65. 39. 233 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 2
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
31.154.94.5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 143. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.142.179. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.116. 150. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.1.228 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
31.154.158.231 |Israel 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
158. 69. 22. 75 Lhited Sates 147.237.72.166 |aka.idf.il C1000106: HITP. naj estic bot B ock 1

180. 251. 134. 2 | ndonesi a 147.237.77.176 |natpash.idf.i| [9221: HTTP: PUT Method Execution over HITP/ WbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 11
180.251.134.2 |147.237.77. 176 |I ndonesi a natpash.idf.il|Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 4
66.249.73.228 |147.237.77.176|lhited Sates |[matpash.idf.il|ET SCAN NVAP -sA (2) 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il [portscan: TCP D stributed Portscan 1
001 81 92227 |147 237 76.30 |mrami| Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 20. 69. 74 147.237.76.34 |Lhited Sates [yohal an.idf.il|ET DROP Dshiel d B ock Listed Source 1
193. 105. 134. 220|147. 237. 77. 234 [Sweden halag.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3283
79.179.126. 142 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 525
80. 230. 87.234  |lsrael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 464
208.115.113.89 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 187
54.187.55.213 |thited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 173
149.78.154.69 |l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 167
166. 137. 136. 109|United Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 148
5.28.139. 186 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 141
93.172.178.25 |lsrael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 133
85. 65.224.199 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 102
217.55.108. 173 |Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 94
46.117.36.178 |Israel 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 88
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 80
46. 19. 85. 88 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 76
52. 16. 5. 197 Lhited Sates |[147.237.77.216 |dover.idf.il|{dr op First packet isn't SYN drop 60
213.151. 60.219 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 59
46. 19. 85. 228 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 57
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 56
85. 65. 213. 23 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 54
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 52
110. 22. 140. 127 |Austraia 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 50
68.180.228. 112 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 49
199. 203. 186. 162l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 47
192.114.91. 214 | srael 147, 237. 77, 243 |wbi L e, i of | T SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssi on. drop 45
Ret r ansni ssi on Packet  dr opped.
62.128. 41. 133 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 44
66.249. 65. 231 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 44
212.179.90. 106 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 44
79.180. 190. 185 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 43
212.199. 182. 150|l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 41
54.244.22.103 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 40
46.19. 85. 63 I srael 147 237.77. 243 |robi 1 e, o [ @M NG Engi ne: TCP Invali d nval i d segnent retransmssi on. drop 39
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 38
79.181.27.220 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 36
66.249. 65. 224 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 36
46.19. 86. 100 I srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 36
80. 246. 133. 152 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 35
5.29.248. 154 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 35
50.87.144.145 |Wited Sates |[147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 35
85. 64. 102. 59 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 34
66. 249, 65,224 |Uited Sates 147,237, 77, 216 |dover. i of, 11| | €AM NG Engine: TGP Invalid nvalid segnent retransmssi on. drop 34
Ret r ansni ssi on Packet  dr opped.
70. 209. 64. 70 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 34
85. 250. 107. 170 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 33
2.54.18.198 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 33
131.137. 141. 135|Canada 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 31
108.170.8.171 |[thited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 31
37.142.179. 204 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 31
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 31
62.128.48.130 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 31
2.52.42.131 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 30
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 65. 39. 233 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 92
176. 12. 140. 169 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 34
2.52.184.173 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 13
109. 65. 39. 233 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 13
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il Ml tipl e Wnauthorized URL Access from 208. 115. 113. 88 B ock
5.28.131. 167 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 5. 28.131. 167 B ock
149.88.136.92 |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 149. 88. 136. 92 Bl ock
. . Paraneter Type Mol ation prefixText in
217.132.52.217 |[Israel 147.237.77.74 |lawidf.il vw | aw i o i |/ vebservi ces/ wsci ty. asnx/ get ci ti es B ock 5
46.19. 85. 63 I srael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unaut hori zed URL Access from 46. 19. 85. 63 Bl ock
31.154. 94. 36 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 31.154. 94. 36 B ock
] . . Unaut hori zed URL Access to
208.115.111.72 |lhited Sates [147.237.76.86 [navy.idf.il navy. i df . 1/ gi yus/ f or und asp/ showf or Um asp Bl ock 4
m ny- kosher - kravi . i
77.127.169. 8 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 4
31.168.239. 154 [Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 4
162.243.87.252 |lhited Sates |147.237.76.86 [navy.idf.il Mil tipl e Unauthori zed URL Access from 162. 243. 87. 252 B ock 4
45.35.71.181 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/defaul t.aspx B ock 3
176. 13. 16. 46 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 86. 15 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 15 Bl ock 3
77.127.86. 16 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
149. 88.136. 92 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
’ . . O stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited States [147.237.76.86 |navy.idf.il vt navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
. - . Unaut hori zed URL Access to
46. 19. 85. 63 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1540 B ock 2
192. 114. 91. 214 |Israel 147.237.77.243|nobi | e.i df . i | Ml tipl e Unauthorized URL Access from 192. 114.91. 214 Bl ock
79.177.148.74 |lIsrael 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock
2.54.178. 214 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to mobil e.idf.il/sachar/index B ock
79.177.148.74  |[israel 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bl ock 2
WA navy. i df . i |/ aj ax/ pages/ f an_st at us. php
. - . Unaut hori zed URL Access to
149.88.136.92 |lIsrael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1566 B ock 2
m ny- kosher - kr avi . i ) .
46.19. 85. 163 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from46. 19. 85. 163 None 2
84.109.116.45 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
46.121.123.29 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from46.121.123.29 |[B ock
] . . Unaut hori zed URL Access to
208.115.111. 74 |hited Sates |147.237.76.42 |refuah.idf.il vy ref ua. atal i df i1/ shar ed/ user cont rol s/ header upper/ B ock 1
m ny- kosher - kravi . i i ' i
77 127 169. 8 lsrael 147 2370 17 n}/ Par anet er Type \:1 QI atllon ct | 00$nt ent‘PI.aceI—bI Qe_r 1$txtVeight in B ock 1
df.il mny-kosher-kravi.idf.il/tenpl ates/training/trai ni ng. aspx
5.28.131.167  |Israel 147.237.72. 166 |aka. i df . i | thauthori zed Nethod HEAD for Bl ock 1
ww aka. i df . i1/ mai n/ gi yus/ general . aspx
. . Unaut hori zed URL Access to
151.80.31.136 |italy 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8879- he/ r ef uah. aspx Bl ock 1
ny- kosher-kravi .idf.i _ o
66.249. 67. 142 |l srael 147.237.0.16 | Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/ B ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to vww i df.il/atal 1/izkor/ vi ew text.asp B ock 1
100. 64.199.33  |Israel 147. 237.72. 166 |aka. i df . i | thknown Pararet er __V ENSTATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ sachar/request . aspx
207.46.13.137 [lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock 1
. . D stributed Lhaut hori zed URL Access on
80. 246. 130. 37 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shar ed/ r eset . css B ock 1
24.12.159.142 |lhited Sates |147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to ww i df . il/894-en/i df gdover. aspx B ock 1
] . . Unaut hori zed URL Access to
162.243.87.252 |Lhited Sates |147.237.76.86 |navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx Bl ock 1
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Lhaut hori zed URL Access on
2.52.43.215 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
109. 160. 236. 112]I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 109. 160. 236. 112 Bl ock 1
. . D stributed Lhaut horized URL Access on
87.69.181.204 |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
46.121.123.29 |israel 147.237.72. 166 |aka. i df . i | voww aka, i o i |/ i 1V gi yus/ | ogi n. aspx B ock 1
176. 106. 226. 183|I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.176.114.31 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mail/giyus B ock
5. 28. 154. 180 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
] . . Unknown Par aret er 136c¢d360 in
157.55.39.1 Lhited Sates [147.237. 72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx None 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.234 |Israel 147.237.72.166 |aka. i df . il 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
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