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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Site ‘Signature

Address Address
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2598
149. 88. 74. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 71
66. 249, 64. 181 Wited Sates 147.237.77.74 lawidf.il Z;J; handshake violation, first packet mot . 58
84.108. 187. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
85. 250. 75. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 31
79.182. 169. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
37.26. 149. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
176. 13. 22. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
87.69. 89. 8 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
37.26.148. 134 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
82. 205. 4. 132 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 7
Cccupi ed
109. 66. 185. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 6
31.168. 92. 234 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
93.172. 152. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
84.108. 4. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 160. 210. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.154. 94. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
46.121. 89. 170 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
87. 68. 55. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp All Nets drop 3
80. 246. 136. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 186. 188. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.228.42. 117 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.142. 250. 192 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
115. 239. 228. 8 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con Htp drop 2
176. 13. 18. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.184.113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.184.113 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46.19. 86. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
46. 19. 85. 69 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
149. 78. 65. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
79.183. 221. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 85. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
46. 19. 86. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
210. 61. 150. 154 147. 237.76. 177 Tai wan ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 109 147. 237.76. 197 Net her | ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 253. 96. 122 147. 237. 76. 199 Chi na e. nakchal .idf .i ET SCAN NMAP -sS wi ndow 4096 1
58. 253. 96. 122 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NVAP -f -sS 1
14.141. 156. 27 147.237.77. 216 I'ndi a dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
210. 61. 150. 154 147.237.76. 177 Tai wan ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
80. 82. 64. 109 147. 237. 76. 148 Net her | ands ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
14.141. 156. 27 147.237.77. 216 I ndi a dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
2.54.50.120 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 213
165. 138. 36. 2 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 181
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 177
54.244.22.103 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 158
54.187.55.213 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 132
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 123
77.125.154. 31 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 67
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 62
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 60
46. 116.72. 214 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
93.173.188.62 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 54
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 53
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
87.68.78. 110 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 52
93.173. 26. 211 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 49
176.13.4.9 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
109. 160. 167. 110|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 45
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 44
188. 120. 148. 195|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 40
188. 29. 165. 59 LK?ir::gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
46.19. 86. 102 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
93.172.152. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
100. 100. 94. 15 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 36
85. 27. 200. 33 Denmar k 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
176.13.12.90  [Israel 147.237.0.17  ["V kosher-kravi.id g2 TGP sequence mdge\:,rsaé;rit wthdifferent — onitor  [31
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
2.52.184.113 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
100. 100. 92. 27 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 27
93. 31. 213. 222 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
78.162.132. 109 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
66.249.65.231 |Wnited Sates |147.237.77. 216 |dover.idf. il Streaning Engine: TCP Inval id |imvalid segnent retransmssi on. drop 26
Ret r ansni ssi on Packet dr opped.
77.126.236.228 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 25
212.179. 90. 106 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
176. 13. 6. 211 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
176. 106. 227. 46 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
37.26. 149. 135 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 23
66.249.65.224 |Wnited Sates |147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid invalid segnent retransssi on. drop 22
Ret r ansni ssi on Packet dr opped.
66.249.65.238  |Lnited Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP Inval id limvalid segnent retransmission. |y 22
Ret r ansm ssi on Packet dr opped.
84.109. 235. 38 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
192.114. 91. 214 |Israel 147. 237.77. 243 |obi l e. i i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 21
Ret r ansm ssi on Packet dr opped.
157.55. 39. 31 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 21
79.182. 14. 241 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 20
79.180.117.88 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
46. 116. 80. 243 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
149. 88. 156. 210 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
85. 65. 29. 251 I srael 147.237.0.19 |[nmadimatal .idf.il |[Too Many of the Sane Response Code (404) in Session from 85. 65. 29. 251 B ock 254
85. 65. 29. 251 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 208
85. 65. 29. 251 I srael 147.237.0.19 |[madimatal .idf.il |[Too Many of the Sane Response Code (403) in Session from 85. 65.29. 251 B ock 66
31.154. 94. 27 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 15
37.142.241.137 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 12
208.115.113. 88 g"alt:g 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 208.115. 113. 88 B ock 5
208. 113. 170. 115 g“;:s 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 208. 113. 170. 115 B ock 4
176.13.5.17 I srael 147.237.0.19 |[madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
109. 160. 210. 160|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
192. 114.91. 214 |l srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 192. 114. 91. 214 B ock 3
109. 64. 174. 112 |I srael 147.237.0.19 |[madimatal .idf.il [Ostributed Suspicious Response Code B ock 2
204.12. 251. 37 g;g: 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/defaul t. aspx B ock 2
66.249.64.191 |[Israel 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 2
212.143.76.93 [Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 2
212.143.76.93 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/aj ax/ pages/ f an_st at us. php B ock 2
79.182.20. 147 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
Lhited . . Unhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 [navy. i df. i W navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
176.228.19. 211 |[lsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.182.20.147 |lsrael 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Name from 79. 182. 20. 147 Bl ock 1
54.245. 64. 111 ;“;tteeg 147.237.77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to wan cogat . i df .il/894-he B ock 1
195. 154. 227. 118|France 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to www i df . il/wp-content/ B ock 1
157. 55. 39. 208 LSthlatt:sd 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df . i/ about/ nat ehanat pash B ock 1
Mal f ormed URL
x€[ [ #23] ] 00/A€ZA¢qAc{ 0A8KkA»x° a€"=; AS>c>AYpd | Az
79.182.20. 147 |[israel 147.237.72. 166 [aka. i df . i | h[ [#25]] & A?pAt =[ [ #14] 1] ] x— | Gyl [ [ #14] ] x° n{ &##[ [ #16] ] AEZAES B ock 1
eyhAe [ [ #5] ] A #Ace(, xCAZAEC [ [ #30] ] [ [ #11] ] x3C[ [ 4€7[ [ #8] ] xa0zpAEA?AS
c[[#5]]: . hbAj 7A€™xVYsxoeAr6ov] A?[ [#3]] x+[ [#16] ] [[#8] T [ A?x?) x' &§
79.177.168. 2 I srael 147.237.76.42 |refuah.idf.il D stributed Unauthori zed URL Access on 147. 237. 76. 42/ f avi con. i co Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_stor agel 111 es/ 5/ si e100x0/ 3385. ] pg Bl ock 1
208.115. 113. 88 gﬁ;ttg: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/drushi nimsrot. aspx B ock 1
Unknown HTTP Request Met hod VAE/ AARARAYA AeA...} | A%o[ [ #2] ] A-
79.182.20. 147 [Israel 147.237.72. 166 [aka. i df . i | ROt AAR[ (#3011} in LR Bl ock 1
x€[ [ #23] ] oO/A£ZA¢qAe{ 0ASKkA»x° A€"=
79.182.20. 147 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from79. 182. 20. 147 B ock 1
i -kosher-kravi.id
184. 105. 247. 196 ;zhlaxt:: 147.237.0. 16 ;Tyi I Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
79.182.20. 147 [israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
149. 88. 243. 2 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock
. . DO stributed Unhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
79.182.20. 147 |[israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 79. 182. 20. 147 B ock 1
61.135.190.71 [China 147.237.0.15 |kosher-kravi.idf.il [unauthorized URL Access to 147.237.0. 15/ Bl ock 1
176.12.136. 231 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
79.182.20. 147 |[israel 147.237.72. 166 [aka. i df . i | Ml tipl e Abnornal |y Long Header Line from 79.182. 20. 147 B ock 1
79.182.20.147 |Israel 147.237.72. 166 |aka. i df . i | Aonormal |y Long Header Line request header nane B ock 1
109. 65. 158. 194 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
84.109. 162. 151 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
79.182.20.147 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP Version from79. 182. 20. 147 B ock 1
46. 19. 86. 23 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
192. 114. 91. 214 |israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 192.114.91. 214 B ock 1
. . Illegal Byte Code Character in Method vAE/ ARARAYA AsA..} | Ad%o
79.182.20. 147  |Israel 147.237.72. 166 |aka. i df . i | [[#2]] A Aot AFAH [ #30]] )} Bl ock 1
151.80.31.136 |italy 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8915- he/ ref uah. aspx  [B ock
85. 250. 75. 144 |Israel 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Qode B ock 1
68. 180. 230. 29 LSthlatt:sd 147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ati on PageNumin www cogat . i df.il/901-ar/cogat.aspx |B ock 1
. . Mil tiple Lhtraceabl e SSL Sessi ons from79. 182. 20. 147 (Protocol viol ation
79.182.20. 147 |Israel 147.237.72. 166 |aka. i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 1
61.135.190. 198 [China 147.237.0.19 |madimatal .idf.il |Wauthorized URL Access to 147.237.0. 19/ B ock 1
79.182.20. 147 |[israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 79.182.20. 147 B ock 1
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