11-07-2015-12:04:02 to 11-07-2015-13:04:02

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

6, 000+%

5, 000"

4, 000"

3, 000"

2, 000"

Nunber 1, 0004
a

Attacks 0-

Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

BMeitan.aka. idf.il

M nadimatal .idf.il

M ishurimaka.idf.il

¥ maar achot . i df.il

M refuah.idf.il
aman.idf.il

B mny-kosher-kravi .idf.il

1, 600

W 167. 114. 156. 16
149. 78. 154. 69

Nunber

[ 181. 108. 66. 216
5.22.134. 120
Hl 79. 183. 164. 190

At acks

© > | o
K3 A R Y U A N
S S U ¥ &) P P :
AT o P o o @ L
R VR 2 S S < &

Top Attackers

M 66. 249. 93. 200

I 66. 249. 93. 192

W 66. 249. 93. 196
46. 19. 85. 15

W 68. 180. 228. 112




|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2939
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 87
84.228.108. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.176.128. 89 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 29
85. 250. 123. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
181. 108. 66. 216 Argentina 147.237.77. 216 dover.idf.il SYNHood full table drop 20
185. 32. 179. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.176. 215. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
197. 156. 95. 68 B hi opi a 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 160. 171. 238 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
46.121. 108. 42 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
81.218. 143. 187 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 6
46.120. 129. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 12. 140. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
64.233.172.178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 117. 248. 108 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
94. 230. 86. 238 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 5
64.233.172. 162 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 4
79.178. 154. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
85. 250. 126. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 6 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
93. 173. 254. 29 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
79.182. 193. 63 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
176.12. 141. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.108. 82. 13 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
77.125.15. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 | srael 147.237.77.216 dover.idf.il Bl ock_Udp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
94. 230. 86. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.178.178. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
5. 29. 60. 49 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 2
66. 240. 192. 138 Lhited Sates 147.237. 76. 202 e halag.idf.il Bl ock Wp Al Nets drop 1
5. 29. 253. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
85. 64. 109. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 85. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.6.135.131 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
183. 60. 48. 25 Chi na 147.237.76. 197 e hinush.idf.il [Bock Udp All Nets Con Linit drop 1
51.254.212.184 Uni ted Ki ngdom 147.237.76. 197 e hinush.idf.il |Block Udp All Nets drop 1
31. 154. 18. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
110. 33. 194. 155 Australia 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176.13.7.7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
51.254.212. 184 Uni ted Ki ngdom 147.237.76. 200 eitan. aka. idf.il ock Wp Al _Nets drop 1
66. 102. 8. 242 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 1
176. 13.9. 123 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
109. 65. 14. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature |l:evi ce Action |Count |
87. 68. 148. 201 I srael 147.237.77.170 |nmaarachot.idf.il |Cl000004: HTTP. options method (M crosoft) B ock 4
85. 250. 64. 235 I srael 147.237.72.166 |aka.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
105. 104. 20. 57 Ageria 147.237.77.216 |dover.idf.il 3909: HITP. Qoss Ste Sripting (Aert function) B ock 1




11-07-2015-12:04:02 to 11-07-2015-13:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
105. 104. 20. 57  |147.237.77.216|A geria dover.idf.il SQ Injection - Select From 8
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
84.24. 169. 13 147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential SSH Scan 3
84.24.169. 13 147. 237. 72. 156 [Net her | ands aman.idf.il ET SCAN Potential SSH Scan 3
105. 104. 20. 57  |147.237.77.216|A geria dover.idf.il GPL WEB_SERVER / et ¢/ passwd 2
84.24. 169. 13 147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 2
84.24.169. 13 147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN Potential SSH Scan 2
66. 249. 78. 74 147.237.77.233|Whited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 2
84.24.169. 13 147. 237.77. 178 |Net her | ands e. matpash.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.8.50 [Netherl ands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
193.107. 16. 206 |147.237.77.176 23:::;'}0” nat pash. i df .| ET SCAN NVAP -sS wi ndow 1024 1
84.24.169. 13 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.8.28 |Netherl ands €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 77. 227 [Sweden e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
84.24.169. 13 147. 237. 76. 200 |Net her | ands eitan aka idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.8.24  |Netherl ands elifestyleidf.il ET SCAN Potential SSH Scan 1
104. 167. 99. 6 147. 237. 77. 243 [Canada nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
84.24.169. 13 147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147. 237.76. 44 |Nether| ands erefuah.idf.il ET SCAN Potential SSH Scan 1
103.232.35.46 |147.237.77.234|Hong Kong hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
84.24.169. 13 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.76. 39 |Nether| ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
80. 82. 64. 109 147.237.76.31 |Netherl ands nakchal . i df il ET SCAN Potential SSH Scan 1
84.24.169. 13 147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.76. 30 |Netherl ands hi nush. i df . i | ET SCAN Potential SSH Scan 1
54. 75. 84. 69 147.237.0.19 |ireland nadi matal .idf.il MAPAO_E Apac'he mod_ssl non- S8 connection to SS. 1
port denial of service attenpt
84.24.169. 13 147. 237. 77. 227 [Net her | ands e. hanaz. i df .il ET SCAN Potential SSH Scan 1
46.151.52. 8 147. 237. 72. 217 |Wkrai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
84.24. 169. 13 147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.72. 14 |Nether| ands dover.idf.il(old) ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.77.19 |Netherl ands | awforumidf.il ET SCAN Potential SSH Scan 1
84.24. 169. 13 147.237.8.46  |Netherl ands e.chinuch.idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 |147.237.77.176 ?ég:;;m nat pash. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.24.169. 13 147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147.237.8.27 |Netherl ands e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
104. 167. 99. 6 147. 237. 77. 243 |Canada nobi | . i df.il ET SCAN NVAP -sS w ndow 2048 1
84.24.169. 13 147.237.0.35 [Netherl ands akavs. i df .i | ET SCAN Potential SSH Scan 1
84.24.169. 13 147. 237. 76. 148 |Net her | ands ggcenter. aka.idf . il ET SCAN Potential SSH Scan 1
104. 167. 99. 6 147. 237. 77. 243 |Canada nobi | . i df.il ET SCAN NVAP -f -sS 1
84.24.169. 13 147.237.0.33 [Netherl ands idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147. 237.76. 42 |Netherl ands refuah.idf.il ET SCAN Potential SSH Scan 1
80. 82. 64. 109 147.237.76. 34 |Net her| ands yohal an. i df . il ET SCAN Potential SSH Scan 1
103.232.35.46 |147.237.77.234|Hong Kong hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.24.169. 13 147. 237.76. 34 |Netherl ands yohal an. i df .| ET SCAN Potential SSH Scan 1
84.24.169. 13 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1
84.24.169. 13 147. 237. 72. 217 |Net her | ands eidf.il ET SCAN Potential SSH Scan 1
46.151.52. 8 147. 237.77. 178 |krai ne e. nat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
84.24.169. 13 147.237. 77. 226 |Net her | ands ww chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.72. 156 |Lnited Sates anan. i df.il ET DRCP Dshield B ock Listed Source 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 297
181. 108. 66. 216 |Argentina 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 248
5.22.134.120 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 159
79.183.164. 190 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 142
66.249.93.200 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 113
66.249.93.192 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 101
66.249.93.196 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 97
46.19.85. 15 I srael 147, 237, 72. 166 |aka i o 11 || @M NG Engine: TCP Invalid vl i d segnent retransmssi on. drop 81
Ret r ansm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 72
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 71
82.192. 68. 46 Net her | ands 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 68
132.185. 161. 130|Uni ted Ki ngdom|147.237. 77. 216 |dover.idf.i|dr op First packet isn't SYN drop 63
176.13. 1. 123 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 63
84.109. 76. 14 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 56
2.52.131.97 | srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 54
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 53
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 49
54.72.73.168 Irel and 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 48
197. 156.95.68 |Bhiopia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 47
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 45
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 43
37.217.90. 229 Saudi Arabia 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 42
66.249. 65,238 |Uited Sates  |147,237. 77, 216 |dover. ior [ €2M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 40
Ret r ansni ssi on Packet dr opped.
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 37
172.56.17.92 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 37
66. 102. 8. 243 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 36
5.144.54.0 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 34
122.56.196. 5 New Zeal and 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 34
92. 243. 181. 209 :32::1”' on 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 33
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
108.59.253.71 |lWhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 33
50. 87. 144. 145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 31
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 30
66.249. 65,231 |Uited Sates  |147,237.77. 216 |dover. ior [ €M NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 28
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 27
64.233.172.171 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 27
66. 249, 65,224 |Uited Sates 147,237, 77. 216 |dover. ior [ €2M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 26
Ret r ansni ssi on Packet dr opped.
87.144. 85. 37 Ger many 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
79.179.24.225 |Israel 147, 237.72. 166 |aka i or. 11 | " AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
87.68.18. 75 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 23
79.176.128.89 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 22
66. 249. 65. 224 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 22
46.19.86.3 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 21
85. 64. 102. 59 | srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 20
208. 115.113. 89 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 20
5. 255. 253. 157 :ZZ::FI on 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 20
88.198. 157. 214 |Ger many 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 20
157.55. 39. 31 Lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 19
77.125.15.127 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 19
66.102.8.238  |Uited Sates  |147.237.77. 216 |dover. ior. [ €2M NG Engine: TCP Invalid Invalid segent retransmssion. drop 18

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
212.143.76.93 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 8
- . Unhaut hori zed URL Access to
212.143.76.93 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ aj ax/ pages/ fan st at us. php B ock 8

46.19.85. 15 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
176.12.147.3 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
85. 250. 126. 244 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
m ny- kosher - kravi . i _ ,
176. 13.17. 28 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176. 13.17. 28 None 3
46.120. 205. 187 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
213.57.161.22 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 213.57. 161. 22 Bl ock 3
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 67. 122 Bl ock 3
5.22.134.17 I srael 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to wwwidf.il/igf Bl ock 2
m ny- kosher - kravi . i i
46.117. 164.60  |israel 147 237.0. 17 fT]/ Par aneter Type M oI_ aFl on ct 1 00$Cont ent Pl qcel—bl dgr l$t xt Ar eaRenar ks B ock 2
df.il in mny-kosher-kravi.idf.il/tenpl ates/trai ni ng/traini ng. aspx
72.9.148. 10 Wited States|147.237.76.86 |navy. i df.il thaut hori zed LR. Access to Bl ock 2

W navy. i df . il /994- 8613- he/ navy. aspx. aspx
il D stributed Lhaut hori zed URL Access on

46. 117. 83. 50 I srael 147.237. 72. 166 |aka. i df . v aka i o i1/ htt ps: /ww aka. i o i1/ B ock 1

84.228.30.108 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1

66.249.67.250 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp B ock 1

. . O stributed Unaut hori zed URL Access on

66. 249. 67. 59 I sr ael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1

207.46.13.116 |Lhited Sates|147.237.72.166|aka. i df . il Uhaut hori zed URL Access to wan aka. i df.il/qiyus/general /default.a  |Bl ock 1

109. 64. 114. 159 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 64. 114. 159 Bl ock 1
. . . S Untraceabl e Gonnection - Protocol violation

54. 75. 84. 69 Irel and 147.237.0.19 |madimatal .idf.il (SSL_OONN QLI ENT FELLO) None 1
. . . . Paraneter Type M ol ati on ctl 00$Cont ent A acetbl der 1%t xt Password in

2.54.30. 104 I srael 147.237.76.39 |nmobi | e. neitav.idf.il nobi | . nei tay. i cf i |/t enpl at es/| ogi n. aspx B ock 1

79.177.148.74 |Israel 147.237.76.86 |navy.idf.i| thaut hori zed LR Access to Bock |1

ww navy. i df . i1/ aj ax/ pages/ f an_st at us. php

66.249.67.122 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i | / 925- he/ chi nuch. aspx Bl ock 1

66.249. 65.224 |lIsrael 147.237.77.216|dover.idf . il Lhaut hori zed LRL Access to ww i df .il/dover/site/ nai npage. asp Bl ock 1

46.117.105.32 |[Israel 147.237.72.166|aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

68.180.228.112 [nited Sates|147.237.77.216|dover.idf.il O stributed Suspicious Response Code Bl ock 1

66.249.67.65  |Israel 147.237. 72. 166 [aka. i df . i | O stributed Uhauthori zed LR Access on Bock |1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx

. . Unaut hori zed Met hod CPTI ONS for
109. 64. 164. 49 | sr ael 147.237.72. 166 aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock !

m ny- kosher - kr avi . i

61.135. 190. 200 |Chi na 147. 237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1

79.179.150. 43  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1

66.249.67.138 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1

66. 249. 65.238 |l srael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/navy/htni/tool fs. asp Bl ock 1

89.138.85.126 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Lhaut hori zed URL Access on

66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1

109. 67. 70. 80 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None

62.210.88.201 |France 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw googl e. pl / sear ch Bl ock 1

37.142.170. 89 | srael 147. 237.72. 166 |aka. i df . i | Mil tiple Full width/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) B ock 1

from 37.142.170. 89

80. 178. 139. 2 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . Unaut hori zed URL Access to

66.249.67.234 |lIsrael 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ br ot her s/ kur s/ def aul t . asp B ock 1

66.249.67.6 I srael 147.237.72. 166 [aka. i df . i | Unknown Paranet er pop in waw aka. i df.il/mai n/ hone/ None 1

184. 105. 247. 195|wnited Sates|147. 237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1

105.104.20.57 |Ageria 147.237.77.216|dover. i df .l Ml tipl e Unaut horized URL Access from 105. 104. 20. 57 Bl ock 1

. . . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1%t xt Capt cha i n

79.176.128.89 |Israel 147.237.0.19 |madimatal .idf.il nadi matal i df.i1/1 ogin. aspx B ock 1

66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1

109. 186. 169. 141|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1

. . Unhaut hori zed URL Access to

66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ 8/ 2348. | pg B ock 1

84.109.37.244 |israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Lhaut hori zed URL Access on

66. 249. 67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
. . Unknown Par aneter utmnediumin

66. 249. 67. 6 I srael 147.237.72.166 |aka. i df . i | vown aka. i df . i |/ mai n/ r abanut / gener al . asp None 1

. m ny- kosher - kr avi . i , . .
199.115. 117.88 |lLhited Sates|147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/t henes/ el asti xneo/ i e.css |B ock 1
109. 64. 114. 159 |l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
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