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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3074
197. 242. 164. 62 Mbzanbi que 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
46.116. 78. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.77.49. 14 Irag 147.237.77.216 dover.idf.il SYNHood full table drop 4
197. 249. 4. 37 Mbzanbi que 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 186. 160. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 3
123.151. 149. 222 Chi na 147. 237. 76. 147 chi nuch. aka.idf.il JLM Under _Attack_Con_Tcp dr op 2
41.67.119. 176 Egypt 147.237.72. 156 anan. i df.il Frk Under Attack Con Tcp drop 2

5. 8. 66. 78 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il [B ock Udp Al Nets dr op 1
79.179.171. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
82.221.105.7 I cel and 147.237. 76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 1
185. 3. 144. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 3
193. 105. 134. 220(147. 237.8.24  |Sweden e.lifestyle.idfET SCAN NMVAP -sS w ndow 1024 1
80. 82. 64. 109 147. 237. 77. 234 |Net her | ands halag.idf.il |ET SCAN Potential SSH Scan 1
107 245. 150 1111147, 237 76. 31 |south Arica  |nekehal idf i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193.107.17.72 |147.237.0.35 [Seychel les akavs.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
89.248.174. 106 |147.237.72. 217 [Net her| ands eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 131
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 118
79.180.55.117 |lsrael 147.237.77. 216 |dover. i df .i 1|dr op First packet isn't SN drop 62
84.110. 32. 165 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 57
79.181.11.110 [Israel 147.237.76.42 |refuah.idf.i|Bad TCP sequence ssz;';e”ansmt with different wndow| oivor |50
79.181.145.83 |lsrael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 45
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 44
31.154.94.20 | srael 147.237.77. 216 |dover. i df.i1|dr op First packet isn't SYN drop 42
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SN drop 41
213.57.153. 188 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 40
66249, 65,238 |Uited Sates  |147.237.77. 216 |dover.ior. jf| | €2M NG Engine: TGP Invalid Invalid segnent retransmssi on. drop 34
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
85.250. 84. 115  |lIsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 30
185. 3. 144. 89 | srael 147.237.77. 216 |dover. i df .i 1|dr op First packet isn't SYN drop 30
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 28
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 23
46.19.85.24 | srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SYN drop 23
84.228.202. 252 |Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 23
141.0.9.76 Lhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 22
54.244.22.103 |lhited Sates 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 22
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 21
46. 19. 85. 110 | srael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 20
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 20
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 19
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 17
37.26.146.197 |lsrael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SYN drop 17
66.249.65.224 |United Sares  |147. 237, 77. 216 |dover i ar. i1 SAM NG Engine: TP Invalid Ivalid segnent retransmssion. drop 16
Ret ransni ssi on Packet dr opped.
37.26.147.130 |lsrael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 16
37.77.49. 14 Irag 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 15
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 15
77.125.10.1 | srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 14
2.54.2.124 | srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 14
208.69.40.101 |lhited Sates 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 14
5. 255. 253. 157 gcsj:;:ﬂ on 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 14
188.165. 15. 14  |Rance 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 13
207.46.13.172 |Uited Sates  |147.237.72. 166 |akaicr.i1 |2 @M NG Engine: TGP Invalid Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
197. 242.164. 62 |Mozanbi que 147.237.77. 216 |dover.idf.il|dr op First packet isn't SWN drop 12
79.181.11.110 |lsrael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 12
207.46.13.11 Lhited Sates 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 11
79.181.5. 146 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
40. 77. 167. 39 Lhited Sates 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 10
40.77.167.66  |Wited Sates  |147.237.77.234|halag.idf.il Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.
82.80. 25. 221 | srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 10
66. 249. 65. 238 |l srael 147.237.77. 216 |dover. i df .i 1|dr op First packet isn't SYN drop 9
79.182.33.67  |lsrael 147 237.72. 166 |aka i or. 11 |2 €AM NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover. i df.i 1|dr op First packet isn't SYN drop 9
157.55. 39. 31 Lhited Sates 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
185. 3.144. 100 |l srael 147.237.77. 216 |dover. i df.i 1|dr op First packet isn't SYN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
79.183.128. 201 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 30
79.176.107. 2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 25
185. 32. 179. 132 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
176.12.136.39 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 18
79.176.107. 2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 17
80. 246.139. 179 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il Vv navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 4
46.120. 48. 61 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 120. 48, 61 B ock 3
185. 32.179. 158 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
79.176. 146. 103 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
185. 32. 179. 178 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.108.153.86 |[lIsrael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to www anan. i df . i |/ aj ax/ updat est at us. php B ock 2
46. 120. 48. 61 | srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 2
79.178.178.166 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 65. 231 |l srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 2
46.120. 155. 212 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.108.153.86 |[Israel 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock 2
207.46.13.172 |nited Sates  [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
. . Unhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ fi | es/ 2/ 2952. pf B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 186. 119. 227|I srael 147.237.72.166 |aka. i df . i | v aka. i o . i |/ nai 1/ gi yus/ | ogi n. aspx None 1
79.181.11.110 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
45. 55, 176. 38 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
68.180.228.112 |[lhited Sates  [147.237.77.216|dover.idf.il Distributed Suspicious Response Code B ock 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover. i df . i | Distributed Suspici ous Response Gode B ock 1
63.141.241. 254 |lhited Sates  |147.237.77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to www cl oud. ph/ B ock 1
. . DO stributed Uhauthorized URL Access on
66.249. 67.234 |Israel 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
208.115.111.73 |thited Sates  [147.237.72.166 |aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock
133. 130. 98. 204 |Japan 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock
66.249. 64. 108 [l srael 147.237.77. 74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
. . Unaut hori zed Met hod HEAD for
79.182. 146. 186 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx B ock 1
68.180.228.112 |Wnited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/en B ock 1
66. 249. 65.238 |lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew noreinfo.asp |B ock 1
64. 19. 78. 242 Lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
Russi an . . . . .
84.201. 138. 16 eration 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to www cogat. i df.il/894-ar B ock 1
. . DO stributed Whaut hori zed URL Access on
66.249.67.250 |[Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
Unaut hori zed URL Access to
208.115.111.73 |lnited Sates [147.237.77.74 |lawidf.il wwv, mag. i df i |/ tenpl at es/ t enpl at econt r ol s/ news/ xcex>x2 x'x” x"xzxce |B ock 1
x?%"
159. 255. 163. 132|Iraq 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to www idf.il/arr/ Bl ock 1
- - Unhaut hori zed URL Access to
66.249.64. 113 [l srael 147.237.77.74 [lawidf.il 147.237. 77. 74 si p storage/ 11 es/ 7/ 757. pof B ock 1
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 64. 51 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
84.228.220.104 |[Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ [B ock 1
’ . . Unaut hori zed Met hod HEAD f or
67.212.175.138 |[Whited Sates [147.237.72.166|aka.idf.il v aka i of i 1/ei tanV prati i pi rteykat aval B ock 1
Russi an - - Unhaut hori zed URL Access to
217. 69. 136. 209 e ot i on 147.237.77. 216 |dover. i df .i | v i i 1/ hebr ew or gani zat i on/ homef r ont / B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 118 |l srael 147.237.77.74 |lawidf.il 147.237. 77. 74 si p storagel 111 es/ 4/ 314. pof B ock 1
46.120. 48. 61 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/aj ax/ updat est at us. php B ock 1
77.237.146.28 |Czech Republic [147.237.77.235|sviva.idf.il Unaut hori zed URL Access to / B ock 1
. . D stributed Uhauthorized URL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
188. 138. 17. 205 |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to 147.237.76. 147/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ £ | es/ 8/ 2958 pdf B ock 1
104.131.87.17 |Uited Sates  |147.237.76.200 |ei tan. aka. i df .| [known Paraneter &anpil in None 1

W ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx
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