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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site Signature Device Action|Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 2892
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 385
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 49
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 23
71.238.10. 216 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 10
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.178. 52. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.235. 68. 54 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
2.52.180. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
197.155. 133. 113 Ml i 147.237.77.216 dover.idf.il SYNHood full table dr op 2
85. 114. 127. 149 Pal estinian Territory, Qcupi eql47.237.77.216 dover.idf.il SYNHood full table dr op 1
115. 29. 173. 108 Chi na 147.237.76. 199 e.nakchal .idf.i|B ock Np Al Net drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 198 e.yohal an.idf.i|B ock Up Al _Nets drop 1
115. 29. 173. 108 Chi na 147.237.76. 34 yohal an.idf.il |Block Np Al Net dr op 1
115.29.173. 108 Chi na 147.237. 76. 202 e halag.idf.il |Bock Np Al Net drop 1
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
115.29.173. 108 Chi na 147.237.76. 196 e.sviva.idf.il |Bock Np Al Net drop 1
79. 165. 196. 39 Russi an Federation 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

5. 8. 66. 78 Russi an Federation 147.237. 76. 202 e halag.idf.il |Bock UWp Al Nets drop 1
115. 29. 173. 108 Chi na 147.237.76. 198 e.yohal an.idf.i|B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address Site ‘S gnature Devi ce Action ‘Count

198. 20. 69. 74 Lhited Sates 147. 237.76. 38 e.eneitav.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1




11-07-2015-09:04:01 to 11-07-2015-10:04:01

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 67. 13 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
74.117.133. 194 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
78.142.19. 47 147.237.76. 30 Bul gari a hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
74.117.133. 194 147. 237.0. 35 Lhited Sates akavs. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
74.117.133. 194 147. 237.0. 33 Lhited Sates idf.il ET SCAN Potential WNC Scan 5900- 5920 1
188.138. 9. 51 147.237.0. 15 Ger many kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
78.142.19. 47 147.237.8. 28 Bul garia €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
87.68.67.94 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10067
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 254
176.13.4.84 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 123
137.135.176.71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
105. 200. 124. 234 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 50
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 50
66.249.93.196 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
108.59.253.71 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 47
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
82.190. 98. 42 Italy 147.237.72. 166 |aka.i df . il drop First packet isn't SYN drop 45
66.249.93.200 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 44
197.155. 133. 113 |Ml i 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
2.52.180.72 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 42
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i | drop First packet isn't SN drop 41
87.68.67.94 | srael 147.237.72. 167 |i shuri maka. i df . i Stream ng Er.]gl ne: TCP Invalid fimvalid segnent retransmssi on drop 36
Ret r ansn ssi on Packet dr opped.
71.238.10.216 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
66.249. 65.238 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid |invalid segnent retransnission. | 32
Ret r ansni ssi on Packet dr opped.
17.142.152. 110 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
37.237.161.2 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
89.139.59. 207 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
66.249. 65.231 |Uhited Sates 147. 237. 77. 216 |dover. i df . i Stream ng Engl ne: TGP Invalid |imvalid segnent retransnissi on drop 26
Ret r ansm ssi on Packet dr opped.
46.116.98.39  |Israel 147, 237.76. 200 |eitan. aka i of i1 || S NG Engine: TCP Invalid |invalid segnent retransnission drop 26
Ret r ansni ssi on Packet dr opped.
66.249. 65. 231 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
66.249. 65. 224 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
198.58.102.49 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
157. 55. 39. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 24
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
81.218.234.122 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
66.249.65.224 |Wnited Sates 147.237.77. 216 |dover. i df . Streaming Engi ne: TCP Inval id imvalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dr opped.
187.180. 14. 37 Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
17.142.152.68 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
54.187.55.213 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | dr op SAMrul e drop 16
40. 77. 167. 59 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
168. 253. 241. 174 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
157. 55. 39. 31 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
157. 55. 39. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
176. 106. 40. 243 g";'cisgiig;a” Territory1 47 237. 77. 216 |dover. i of . dr op First packet isn't SN drop 13
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.52.14.78 I srael 147.237.0.19 |nadi matal .idf.il ;ogz'vizy 7‘: the Same Response Code (404) in Session from Bl ock 224
2.52.14.78 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 197
46.116.98.39  |israel 147. 237.76. 200 [ei t an. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 136
46.116. 98. 39
176.12.136.39 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 119
176.12.136.39 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 90
207.232.37.228 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 35
80. 246. 139. 179 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
185. 32.179. 178 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
] . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ showf or um asp Bl ock 6
2.52.14.78 I srael 147.237.0.19 |nadimatal .idf.il gogz'vizy ;g the Sane Response Code (403) in Session from Bl ock 4
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
87.68. 59. 190 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
. . . D stributed Unhauthori zed URL Access on
66. 249. 79. 28 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | i chi nuch. aka. i df 117404, htm B ock 2
185.32.179. 116 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
m ny- kosher - kravi . i _ _
84.108. 56. 162 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
. . Uhaut hori zed URL Access to
66.249. 64. 113 |l srael 147.237.77.74 |lawidf.il 147.237. 7. 74/ i p_storage/ 11 es/ 9/ 279, pf B ock 1
133. 130. 63. 178 |Japan 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kravi . i _ _
31. 154. 179. 86 | srael 147.237.0. 17 df il Miltiple Illegal Parangeter Encodi ng from 31. 154. 179. 86 None 1
. . Unaut hori zed Met hod HEAD for
79.183. 215. 105 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i 1/ mai v sachar/ pi r suneymof et . aspx B ock 1
207.46.13.116 |Wited Sates |[147.237.72.166aka.idf.il Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. - Unhaut hori zed URL Access to
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_st or age/ fi | es/ 9/ 70239. pdf B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 31 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p. st or age/ £ | es/ 4] 2954, pdf B ock 1
85. 65. 106. 201 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.52.14.78 I srael 147.237.0.19 |madimatal .idf.il Too Many 403: Response Code per Session B ock 1
74.82.47.2 Lhited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
188.138.1.218 [Ger many 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to 147. 237.76. 86/ B ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
wawv. chanat z. aka. i df Unaut hori zed URL Access to
. 55. 39. i t ates . .77, . v chanat z. aka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper oc
157.55.39.1 Lhited 147.237.77. 226 i h aka.idf.il/tenpl / shar ed/ | s/ header upper |B ock 1
: /
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ fi | es/ 3/ 2963 pdf B ock 1
77.237.138. 202 ggj‘;ﬂc 147.237.77.19 |lawforumidf.il Unhaut hori zed LRL Access to / B ock 1
188.138.1.218  [Ger many 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
66.249.67.6 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
157.55. 39. 7 Lhited Sates [147.237.77.176|nat pash. i df . il Lhaut hor i zed LR Access to www cogat. i df.il/recruitinformation B ock 1
46.117.89.247 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.218.166.50 |l srael 147.237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None 1
vwwv aka. i df . i |/ mai n/ sachar/ pni asubm t t edsuccessf ul | y. aspx
. . D stributed Lhaut hori zed URL Access on
66.249.67.210 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 0/ 3480. | pg B ock 1
184. 105. 139. 67 |[Wnited Sates |[147.237.72.156|anan.idf.il Unaut hori zed URL Access to 147.237.72. 156/ B ock 1
91. 196. 50. 33 Fol and 147.237.77.19 [lawforumidf.il Uhaut hori zed URL Access to testp5. miel no. | ubin. pl/testproxy. php |[B ock 1
79.177.227.13 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
204. 236. 235. 245|lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . Paraneter Read Qnly Molation in
46.120.81.88 I srael 147.237.72. 166 [aka. i df . i | viwy aka. i df . i |/ mai n/ sachar/regi strati onw zar d/ regi st er. aspx None !
157. 55. 39. 51 Uited Sates |[147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to waw tikshuv.idf.il/sitel/links. aspx B ock 1
81.218.166.50 |l srael 147.237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None 1
vwwv aka. i df . i |/ mai n/ sachar/ request . aspx
. . Unhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p._st or age/ fi | es/ 6/ 2956 pdf B ock 1
109. 66. 182. 150 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
m ny- kosher - kravi . i j : i
31.154.179.86 |l srael 147.237.0.17 ny llegal Paraneter Encoding NJ; gBKSUKg) in None 1
df.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
79.180.57.139 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
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