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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3190
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2508
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 732
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 452
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 295
109. 66. 190. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 26. 182. 37 Eur ope 147.237.77. 233 atal.idf.il Frk Purple Gon_Limt Htp drop 3

62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets dr op 3
185. 26. 182. 37 Eur ope 147.237.77. 233 atal.idf.il Frk Under Attack Con Htp drop 1
190. 200. 147. 103 \enezuel a 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Devi ce Action |Count

209. 190. 20. 147 Lhited Sates 147.237.76. 31 nakchal .idf.il |[3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

142. 4.206.228 |147.237.77.216|Uited Sates |dover.idf.il SERVER- WEBAPP VEEB- | NF access 20
209.190. 20. 147 |147.237.77.216|Wited Sates |dover.idf.il SQ 1 =1- possible sgl injection attenpt 16
142. 4.206.228 |147.237.77.216|lnited Sates |[dover.idf.il SERVER WEBAPP /et c/ passwd fil e access attenpt 6
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 75.206 |147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
66.249. 67. 7 147.237.76.86 |[Uhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 67.224 |147.237.72.166 |Lhited Sates |aka idf.il SERVER APAO_E Apac_he mod_ss| non- S connection to SS 2
port denial of service attenpt
66.249. 65.238  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
193. 105. 134. 220(147.237.0. 16  |Sweden ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 37 147.237.8.45 |Netherl ands eeitanidf.il ET SCAN Potential SSH Scan 1
188.138. 9. 51 147.237.8.46 |Ger many e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 37 147. 237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN Potential SSH Scan 1
59, 2. 190. 99 147 237 8 45 |Korea Republicf .. .o ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
80. 82. 64. 37 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
31.6.71.154 147.237.76.39 |Pol and nobi | . nei tav. i df.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 37 147. 237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
80. 82. 64. 37 147.237.76. 39 [Netherl ands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
80. 82. 64. 37 147. 237. 72. 156 [Net her | ands aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.107.17.72 |147.237.0.17 |Seychel les mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 37 147.237.8.46  |Netherl ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
190. 73. 174. 236|147 237 8. 46 Ienesuel o chinuch.idf il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
78.142.19. 47 147.237.76. 196 [Bul gari a esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 37 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
80. 82. 64. 37 147.237. 77. 178 |Net her | ands e. mat pash. i of . il ET SCAN Potential SSH Scan 1
80. 82. 64. 37 147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
31.6.71.154 147.237.76.30 |Pol and hi mush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 37 147.237.76.86 |Net her| ands navy.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147.237.0.19 [Tai wan madi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
80. 82. 64. 37 147.237.76. 34 |[Netherl ands yohal an. i df .| ET SCAN Potential SSH Scan 1
80. 82. 64. 37 147.237.8.50 [Netherl ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
142. 4.206.228 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 321
149.78.154. 69 |Israel 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 310
141.0. 15.50 Eur ope 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 108
195. 239, 179, 119|SSI 147. 237.77. 216 |dover. i df . i |dr op First packet isn't SWN drop 91
Feder ati on
54.187.55.213 |lhited Sates 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 84
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SN drop 81
85. 64. 206. 22 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 74
54.72.73.168 Irel and 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 64
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 50
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 50
212.199. 182. 150|l srael 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 50
85. 64. 162. 187 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 49
69. 157. 160. 82 |Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 46
68.180.228. 112 |lhited Sates 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 45
66.240.65.238 |Wnited Sares  |147. 237, 77. 216 |cover.iar i| | SAM N Engine: TP Invalid nvalid segnent retransmssion. drop 44
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 44
185. 26. 182. 37  |Europe 147.237.77. 233 |atal .idf.il|dr op First packet isn't SYN drop 42
94.43.135.245 |Georgia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
66.249.65.231 |wnited Sates  |147. 237, 77. 216 |cover i i| 2 SAM NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 34
Ret r ansm ssi on Packet dr opped.
209. 190. 20. 147 |lhited Sates 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 30
66.240. 65,224 |uited Sates 147,237, 77. 216 |dover. i of [ €AM NG ENgine: TCP Inval i d Inval i d segnent retransmssi on. dr op 26
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 26
66. 249. 88. 81 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 25
109. 200. 30. 154 [Wnited Ki ngdom|147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 19
31.210.176. 181 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 19
40.77.167. 39 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 18
207.46.13. 11 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 18
82. 80. 25. 221 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 17
198.58.102. 155 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 14
157.55. 39. 89 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 13
79.177.102. 115 |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 13
66. 249. 65. 224 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 13
198.58.102.49 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 12
139. 162. 216. 112|Net her | ands 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
50. 116. 30. 23 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
79.181.5. 146 | srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 12
162.243.199.26 |lLhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
198. 58. 99. 82 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
157.55. 39. 31 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 12
65. 19.138. 34 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 11
109. 66. 190. 39 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 11
50. 87.144. 145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 11
91. 228.167. 130 |Yovakia 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 11
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i|dr op drop 11
66.249.65.238 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 10
185. 26. 182. 37  |Europe 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 9
40.77.167.59 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
66.249.65.231 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 9
46. 19. 85. 35 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 9
157.55.39.180 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
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|Top Attackers In V\AF|

At acker

Devi ce

‘Country ‘Target Address |Site Sgnature Acti on ‘Count
209. 190. 20. 147 |Whited Sates |147.237.77.216|dover.idf . il Mil ti pl e Unaut horized URL Access from 209. 190. 20. 147 B ock 14
) - . Unhaut hori zed URL Access to
208.115.111. 72 Lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 5
) . . Unaut hori zed URL Access to
72.9.148.10  [Wited Sates |147.237.76.86 [navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx B ock 4
208.115.111. 72 [Lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Uauthorized URL Access from 208.115. 111. 72 B ock 3
m ny- kosher - kravi . i _ _
79.182.14.210 |lsrael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from 79.182. 14. 210 None 3
109. 67. 168. 153 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
142. 4.206. 228 |Lhited Sates [147.237.77.216|dover.idf .il Paraneter Type Mol ation SortDr in wwwidf.il/1115 ar/ dover. aspx B ock
. . . Paranet er Type M ol ati on PageNumin
209. 190. 20. 147 [Wited Sates [147.237.76.31 |nakchal .idf.il nakhal i df i1/ 1111- he/ nakhal . aspx B ock 2
. . D stributed Lhaut hori zed URL Access on
66.249. 67.250 |[lsrael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 65. 237 |[lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ r obot s. t xt B ock 1
) . . Unhaut hori zed URL Access to
68.180. 229. 239 [Lhited Sates |147.237.72. 166 [aka. i df . i | vwwy aka. i df . i | /1i brary/ nanage/ r esour ce/ get fi | econt ent . hh. asp Bl ock !
66. 249. 67. 147 |Israel 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed LRL Access on list.ips.gov.il/ B ock
185. 25. 151. 159 |Pol and 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to testp4. pospr.waw pl / t est proxy. php B ock
62.210. 88. 201 |France 147.237.76.39 |nobile.neitav.idf.il |Uhauthorized URL Access to ww googl e. pl / sear ch B ock 1
. - URL is Above Root Directory
66.249. 93. 132 |l srael 147.237.76.42 |refuah.idf.il v ref U atal i cf.i1/../../i nages! shar ed/ menust r ech. png B ock 1
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
157.55.39.51 |lthited Sates [147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general .aspx |B ock 1
. . . Paranet er Type M ol ati on PageNumin
68. 180. 230. 224 [Whited Sates [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1111- he/ nakhal . aspx Bl ock 1
209. 190. 20. 147 |United Sates |147. 237.77. 216 |dover.i df .i | Paraneter Type Molation nid in wwidf.il/atal 1/izkor/nofel _nain.asp |B ock 1
. . Mil tiple Lhtraceabl e SSL Sessi ons from66. 249. 67. 224 (Pr ot ocol
66.249. 67. 224 |l srael 147.237.72.166 |aka. i df . i | viol ation (SSL COAN LI ENT HELLO)) None 1
m ny- kosher - kravi . i .
185. 49. 14. 190 |Pol and 147.237.0. 17 df il Unaut hori zed URL Access to testp3. pospr.waw pl/test proxy. php B ock 1
. - Unaut hori zed URL Access to
66.249.64.51 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 4/ 2254, | pg B ock 1
109. 67. 105. 132 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
) . . Unaut hori zed Met hod HEAD for
67.55. 84. 212 Lhited Sates |147.237.72. 166 |aka. i df . i | i aka. i df . i | / mai n/ hone/ def aul t . aspx B ock 1
. . D stributed Unauthori zed URL Access on
66.249.67.59 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
209. 190. 20. 147 |Lhited Sates |147.237.76.31 |nakchal .idf.il Ml ti pl e Uhaut horized URL Access from 209. 190. 20. 147 B ock 1
157.55.39.63 |Lhited Sates [147.237.77. 216 |dover.idf . il D stributed Suspici ous Response CGode B ock
209. 190. 20. 147 |lhited Sates |147. 237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 67. 224 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
. . Unaut hori zed URL Access to
66.249.64.56 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ O/ 2370. | pg B ock 1
185. 49. 14. 190 |Pol and 147.237.0.19 |[madi matal .idf.il Uhaut hori zed LRL Access to testp5. miel no. | ubin. pl/test proxy. php B ock 1
68.180. 228. 112 |Lhited Sates [147. 237.77. 216 |dover . i df . i | Suspi ci ous Response Code B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.65 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
185. 25. 151. 159 |Fol and 147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to testp3. pospr.waw pl/test proxy. php B ock 1
76.218.104. 163 |Lhited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  [B ock 1
- . Unhaut hori zed URL Access to
66.249. 67. 242 |lsrael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. . Unaut hori zed URL Access to
66.249. 64.61 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 4/ 2414.| pg B ock 1
185.49. 14.190 |Pol and 147.237.0.34 |tikshuv.idf.il Ostributed haut horized LR Access on Bl ock 1
test p2. czar. bi el ana. pl / t est pr oxy. php
142. 4. 206.228 |lhited Sates |147.237.77. 216 |dover.idf .il Mitiple Orectory Traversal - 3(+) from142.4.206.228 Bl ock 1
68.180.228. 175 |Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www mag. i df . il/228-hel f aq. aspx B ock 1
Paraneter Type Mol ation
209. 190. 20. 147 |Uhited Sates |147.237.76.31 [nakchal .idf.il ct | 00$Cont ent P acetbl der 1$ucFagCont r ol $t xt Search in B ock 1
nakhal . i df . i |/1085- he/ nakhal . aspx
. . D stributed Lhaut hori zed URL Access on
66.249.67.71 |lIsrael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
185. 25. 151. 159 |Pol and 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to testp2. czar. bi el awa. pl / t est proxy. php B ock 1
. . . Paranet er Type M ol ati on PageNumin
5. 254, 97. 85 Romani a 147.237.77. 74 |lawidf.il v | aw i df i |/ 327- hel pat zar . asp B ock 1
m ny- kosher - kravi . i ,
79.182.14.210 |lsrael 147.237.0. 17 df il I11egal Paraneter Encodi ng NunE4% TnM N None 1
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