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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2239
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 505
206. 248. 171. 37 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18
79.177.23.110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

69. 126. 90. 169 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
81.218. 182. 207 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 3
222.186. 34. 48 Chi na 147.237. 76. 197 e. hinush.idf.il JLM Under At tack_Con_Tcp drop 2
113.108.21. 16 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|JLM Under _Attack Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

5. 8. 66. 78 Russi an Federation 147.237.76. 34 yohal an.i df .il Bock Np All _Net drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
185. 56. 28. 98 Net her | ands 147.237. 76. 199 e. nakchal .idf.il B ock_ Wp Al _Nets drop 1
167. 114. 82. 227 Canada 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address ‘Site |Sgnature |Devi ce Action |Oount |

197.116.46.223 |Ageria 147.237.77.216 |dover.i df.i||14170: HITP. B ank Wser-Agent (descriptor but no string) B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 181 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
196.47.173.21 |147.237.77.176|te Divoire |natpash.idf.il ET SCAN NVAP -f -sS 1
188.138.9.51 |147.237.0.17 |Germany mny-kosher -kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 174. 106 [147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
58.253. 96. 122 |147.237.8.27 [China e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
31.6.71.154 147.237.76. 44 |Pol and e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14.141. 156. 27 |147.237.76.177|Indi a ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
196.47.173.21 |147.237.77.176|Mte Divoire |natpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
112170, 245. 48 |147. 237 76, 30 |¥OT€R Republic | ET SI)AN Behavi oral Uwusual |y fast i nbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
58.253.96. 122 [147.237.8.27 |China e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147. 237. 76. 202 |Pol and e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.141. 156. 27 |147.237.76. 177 |Indi a ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 315
37.231.234.45  |Kuwait 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 199
54.187.55.213 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 152
108.59.253.71 |Uited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 130
206. 248. 171. 37 |Canada 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 128
208.115.111. 73 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 106
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 63
66. 87. 73. 159 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 58
66.249. 65,231 |Uited Sates |147.237.77. 216 |dover. iof. [ SAM NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet |, 52
Ret r ansni ssi on dr opped.
66.240. 65,224 |Uited Sates |147. 237, 77. 216 |dover. i of . [ CAM NG BNgine: TCP Inval i d Invalid segnent retransmssion. Packet |, 50
Ret r ansni ssi on dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 49
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 44
66.249.65.238 |Uited Sates [147. 237, 77, 216 |dover i o i || SN Engine: TP Invalid Invalid segnent retransmssion. Packet |, ., 40
Ret r ansnmi ssi on dr opped.
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 40
107.130.127.80 |[Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 38
54.72.73.168 Irel and 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 37
212.199. 182. 150|l srael 147. 237. 77. 216 |dover. i of .i |dr op Frst packet isn't SN drop 37
109. 200. 30. 154 Eiqint;gom 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 30
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 26
134.191. 232. 69 |lsrael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 26
212.179.90.106 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 25
68.180.228. 112 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 23
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 21
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 16
198.58.102. 117 [thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 14
207.46.13. 11 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 13
46. 19. 86. 159 I srael 147.237.76.86 |navy.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 13
66.249. 65. 231 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 12
82. 80. 25. 221 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 12
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 11
54.187.55. 213 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op drop 11
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 10
79.181.5. 146 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 10
84.108.27.136 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 10
100. 100. 33. 207 147.237.72. 166 |aka.idf.il |dr op First packet isn't SN drop 9
72.9.148.10 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 9
134.191. 232. 72 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 9
79.183. 64. 190 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 8
66.249. 65.238 |Lhited States [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 8
130.203.136.75 |Wited Sates [147.237.77.74 |lawidf.il V&b Server Enforcenent Mol ation v;:awsivers Stow HITP Denial - of rej ect 8
157. 55. 39. 63 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 8
208.69.40.101 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 7
84.228.35.175 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 7
66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 7
54.244.22.103 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 7
66. 249. 65. 224 |l srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 7
46.19. 86. 159 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 6
46. 19. 85. 105 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 6
188. 165. 15. 14  |Rrance 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 6
69.126.90.169 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
79.177.23.110 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m“tngs;' B e e/ navy. aspx. aspx B ock 2
79.183. 215. 105 I srael 147.237.72.166 |aka. i df . i | m”;l?: rii dﬁ??l ')ﬁ;‘ﬁ;jsgffa? /fp?rr sueyof et a5 Bl ock 1
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1412- hel r ef uah. aspx B ock 1
68.180.230.244 |Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
85.93.91. 84 Ger many 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 1
66.249.67.129 |Israel 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
Unaut hori zed URL Access to
104. 131. 127. 144|United Sates [147.237.0.34 |tikshuv.idf.il ww ti kshuv. i df . i1 /894-helti kshuv. aspxshar ed/ user cont r ol s/ header upper |Bl ock 1
/
66.249. 67.234 I srael 147. 237.72. 166 |aka. i df . i | o rauthor ;efuﬁexf;s'sa‘;’;x Bl ock 1
52. 23. 156. 32 Lhited Sates [147.237.76.147|chi nuch. aka. i df . i|Uaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 1
66.249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed URL Access on 147.237.72. 166/ robot s. t xt B ock 1
79.177.23.110 [Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex B ock 1
62.210.88.201 |France 147.237.77.74 |lawidf .il Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1
66.249.67.251 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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