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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2012
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 853

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets dr op 3

62.219. 254. 22 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3

14.119. 152. 221 Chi na 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
83.5.244.118 Pol and 147. 237. 76. 200 eitan. aka. idf.il Bl ock_UWp Al _Nets drop 1




11-07-2015-05:04:04 to 11-07-2015-06:04:04

|Top Attackers In IPS|

Addr ess |Attacker Qount ry et Address |Site ‘Sgnature Devi ce Action |Count |
195. 154. 180. 63 France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
195. 154, 211. 150 |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 188. 186  |France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 216. 122  |France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
195. 154. 211. 20 France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 216. 123  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 211. 30 France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
195. 154. 217. 38 France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 211. 147 |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
192.35.222. 17 |147.237.77.216|lhited Sates |dover.idf.il ET DC5 SSL Bonb DoS Att enpt 5
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
95. 45, 254. 123 [147.237.72. 166 |Irel and aka idf.il SER\/ER APAO_E. Apache med_ss| non-SS. connection to SSL port 3
deni al of service attenpt
113. 160. 150. 62 |147. 237. 77. 179 |M et nam e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 174. 106 [147.237.8.28 |Netherl ands e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.142.19. 47 |147.237.77.216|Bul garia dover.idf.il ET SCAN Potential SSH Scan 1
222.186. 21. 195 [147. 237. 76. 39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.151.52. 8 147.237.76.38 |Wraine eenmeitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21.195 |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
40.115.58. 160 |147.237.77.226|Whited Sates |wwuchamatz.aka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
210. 61. 150. 154 |147. 237. 77. 61 [Tai wan e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
188.138.9.51 [147.237.8.14 |Ger many e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 160. 150. 62 |147. 237. 77. 179 |M et nam e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
82.117. 208. 243 |147. 237. 0. 17 mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
222.186. 21. 195 |147. 237. 76. 200 [Chi na eitan. aka. idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
78.142.19. 47 |147.237.76. 147 |Bul garia chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
222.186. 21. 195 [147.237.0.33 |China idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
210. 61. 150. 154 [147. 237. 77. 61 |Tai van e.cogat.idf.il ET SCAN NMAP -sS wi ndow 3072 1
5.110.58.153 |147.237.77.216|Saudi Arabia  |dover.idf.il ET D05 Large anmount of TCP ZeroWndow - Possible Niller2 1
DDos attack
210. 61. 150. 154 (147. 237. 77. 61 |Tai wan e.cogat.idf.il ET SCAN NVAP -f -sS 1
180. 223, 40. 254 |147. 237 0. 19 |cni na vadimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 145
82.145.220.26  |Europe 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 134
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 41
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 35
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 34
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 32
66. 240, 65,224 |Uited Sates  |147.237.77. 216 |dover. iof [ €M NG ENgine: TP Invalid Ivalid segnent retransnission. drop 32
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 29
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 29
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 27
66.249. 65,231 |Uited Sates  |147,237.77. 216 |dover. ior [ €2M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 26
Ret r ansni ssi on Packet dr opped.
46.117. 32. 199 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 23
66.249. 65,238 |Uited Sates  |147,237. 77, 216 |dover. ior [ €2M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 20
Ret r ansni ssi on Packet dr opped.
195. 154. 211. 26 |Fance 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 18
195.154. 211. 20 |Rance 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 14
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 14
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
198.58.103. 160 |lLhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
80.178.11.190 |lsrael 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 12
40. 77. 167. 39 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 11
207.46.13.11 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 11
195. 154. 216. 123|Rance 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 11
188. 165. 15. 14  |Fance 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 10
5.110. 58. 153 Saudi Arabia 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 10
75.126.221.55 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 10
131. 253. 25. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10
195.154. 211. 30 |Rance 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 9
208. 115.111. 73 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 9
41.33.231. 90 Egypt 147.237. 77. 216 |dover. i df .i|dr op SAMrule drop 8
157. 55. 39. 63 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 8
65.19.138. 34 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 8
195. 154. 194. 59 |Fance 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
66.249. 65. 231  |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 7
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 7
5. 255. 253. 157 :Z:::Inl on 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 7
66. 249. 65. 224 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop
209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop
157.55.39.180 |Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop
66.240.67.13  |Uited Sates  |147.237.72. 166|aka iar. i1 [ M NG Engine: TGP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
100.30.24.94  |uited Sates  |147.237. 77, 216 |dover. i i| T EAM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
76.122.18.176 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 5
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i|dr op drop 5
66. 249. 65. 238 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 5
129.184.84.40 |Rance 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 5
207.46.13.184 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
109. 200. 30. 154 [Wnited Ki ngdom|147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 4
68. 150. 52. 193  |Canada 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 4
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
66.249.65.238 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site S gnature Action ‘Count
m ny- kosher - kravi . i d
62.219.226.71 |lsrael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 6
208.115. 113. 88 |Lhited Sates |[147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 Bl ock
195. 154. 211. 20 [France 147.237.77.216|dover . i df . i Dstributed PHP A tenpt B ock
195. 154. 211. 20 |France 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed URL Access from 195. 154. 211. 20 B ock
’ . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
m ny- kosher - kravi . i d
89. 139. 3. 159 | srael 147.237.0. 17 f inly Dstributed |11egal Paraneter Encodi ng None 2
66. 249. 67. 133 [Israel 147.237.0.16 |ny-kosher-kravi.idf.i| [Wauthorized UR. Access to www ny- kosher-kravi.idf.il/ B ock 1
. . Unaut hori zed URL Access to
66.249.64.51 [israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p. st oragel 111 es/ 8/ si ze100x0/ 3238.  pg B ock 1
181.47.177.97 |Argentina 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
75.102. 8. 33 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/ wp-admn/ B ock 1
66.249.67.13 |lIsrael 147.237.72. 166 |[aka. i df . i | Uhknown Paraneter pop in wwy aka. idf.il/main/ hone/ None 1
195, 154. 211. 20 |France 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to www idf.il/plus/nytag_js. php B ock 1
62.210. 88.201 |France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1
. . S Untraceabl e Gonnection - Protocol violation
95. 45. 254. 123 (Irel and 147.237.72. 166 |aka. i df . i | (SSL_CONN QLI ENT HELLO) None 1
P . |Whaut hori zed URL Access to
66. 249. 67. 249 [l srael 147.237.0.16  |ny-Kkosher-kravi.idf.il v ny- kosher -kravi i df i 1/ obots. £ xt Bl ock 1
66.249.64.56 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 925- he/ r ef uah. aspx |[B ock 1
208.115.113. 88 |Lhited Sates |[147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi myoman/yoman.asp  |B ock 1
184.168.27. 42 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-adm n/ B ock 1
m ny- kosher - kravi . i d j i
85. 64.202. 120 |Israel 147. 237.0.17 my 'l1egal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . Unknown Paraneter utmcontent in
66.249.67.13 [Israel 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai 1 r abanut / gener al . aspx None 1
207.46.13.68 |Uiited Sates |[147.237.0.34 |[tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/tenpl ates/news/ |B ock 1
wawv chamat z. aka. i df . .
62.210. 88. 201 |France 147.237.77. 226 y Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1
129.184.84.40 |France 147.237.77. 216 |dover . i df . i | Paraneter Type Vol ation Pagelimin Bl ock 1
waw i df . i | /1283- en/ dover . aspx
’ . . Paraneter Type M ol ati on PageNumin
68.180. 230. 167 [Lhited States |147.237.76.31 |nakchal .idf.il nakhal .i df i1/ 1117- hel nakhal . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.61 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 4/ 3394. | pg B ock 1
195. 154. 194. 59 |France 147.237.77.216|dover . i df . i B one Qnfig. INC Information D sclosure attenpt B ock 1
m ny- kosher - kravi . i d _ _
85. 64.202.120 |lsrael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from 85. 64. 202. 120 None 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
208.115.111. 73 |Lhited Sates [147.237.72.166|aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
157.55.39. 221 |Lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
66. 249. 65. 238 |l srael 147.237.77.216|dover.i df . i D stributed Suspicious Response Code B ock 1
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
] . . Unaut hori zed URL Access to
65.99.237.154 |lhited Sates |147.237.76.42 |refuah.idf.il refua. atal i df i |/wor dpr ess/ vp- adhi Bl ock 1
208.115.111. 73 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
162. 254. 149. 38 [Lhited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnmin/ B ock 1
74.82.47.3 Lhited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
66.249.67.13 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.46.45.78 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
93. 157.100. 74 |Pol and 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-adnin/ B ock 1
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