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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2527
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 7
84.111. 80. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

81. 218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 22. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

5. 8. 66. 78 Russi an Federation 147.237.76. 34 yohal an.idf.il |Bock Np Al Net drop 1
183. 60. 48. 25 Chi na 147.237. 76. 197 e hinush.idf.il |[Block Udp All Nets Con Linit drop 1
64.233.172. 155 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

195.154.188.29  |France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WebDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 64. 181 |147.237.77.74 |Uhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 6
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
66.249. 67.208 |147.237.72.166 |Uhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 186 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
193.107. 16. 206 [147. 237. 76. 199 23::;'}0'1 e. nakchal i df . ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
131.109. 15. 2 147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
104. 192. 0. 20 147.237.0.17 |Wited Sates  |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
92.44.61.198 147. 237. 72. 166 |Turkey aka idf.il ET SCAN Behavi oral .Unusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
89.248. 174. 106 |147.237.77.74 |Netherl ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.8.24 |Mte DIvoire |elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
193.107. 16. 206 |147. 237. 76. 199 gj::;”ion e. nakchal i df i1 ET SCAN NVAP -sS wi ndow 1024 1
188.138. 9. 51 147.237.76. 42 |Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 192. 0. 20 147.237.8.28 |Whited Sates  |e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 176 |Canada test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
89.248.174. 106 |147.237. 77. 233 |Net her| ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 174. 106 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.24 |@te Dlvoire |elifestyle.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 243
71.190. 149. 123 |lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 121
54.187.55.213 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 117
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 67
198. 14. 230. 163 |thited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 66
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 53
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 49
208.69.40.101 |lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 49
54.72.0.55 Irel and 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 49
84.228. 237. 20 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 48
212.199. 182. 150]I srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 47
2.54.61.149 | srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 46
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 45
204. 13.255.3 Canada 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 39
212.179.90. 106 |l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 33
66.249. 65,224 |Uited Sates 147,237, 77. 216 |dover. i of 1| | SAM NG Engine: TGP | nvalid Inval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop 30
66. 102. 8. 233 Lhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 30
79. 176. 166. 243 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 29
50.87.144.145 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 28
66.249.65.238 |United Sates |147. 237, 77. 216 |dover. i of 11 [ SAM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
174.116.25.68 |Canada 147.237.77.74 |lawidi.il |Bad TCP sequence iz;e”ansm't with different wndow | ovor |22
157.55. 39. 63 Lhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 22
96. 236. 156. 239 |Lhited Sates [147.237.77.216 [dover.idf.il|dr op First packet isn't SN drop 21
86. 29. 31. 130 LK?ir::gom 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 21
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 19
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 19
66.249.65.231 |Uited Sates 147,237, 77. 216 |dover. ior 1| | S2M NG Engine: TGP | nvalid nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
54.187.55.213 |lhited Sates [147.237.77.216 |dover.idf.il|dr op drop 18
109.64.131.4  [israel 147237, 72. 166 |aka i 11 | SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet  dr opped.
5.29.218. 25 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 18
220. 255. 145. 82 |9 ngapore 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 17
82. 80. 25. 221 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 17
220. 255. 103. 217|S ngapor e 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 17
54.196.30.155 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 16
220. 255. 97. 166 |9 ngapore 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 15
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 15
66. 102. 8. 238 Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 15
220. 255.98. 6 S ngapor e 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 15
66.249. 65.238 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 15
66.249.65.231 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 15
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 14
198.58.102. 156 |Lhited Sates |147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 14
157.55.39. 180 [lhited Sates |147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 14
46. 19. 86. 45 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 14
68.180.228.112 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 14
219.74.148.42 |9 ngapore 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 13
79.183.211.14 |israel 147. 237, 77. 243 |noti 1 e, i o [ ' €A™ NG ENgi ne: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
185.3.144. 159 |Israel 147, 237. 72, 166 |aka i o 11 |2 €M NG Engi ne: TCP Inval i d nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
81.218.234.122 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 12
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
176.13.22.95 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 89
176.13.22.95 |Israel 147.237.0.19 |nadi matal .idf.i|Too Miny of the Same Response Code (404) in Session from 176.13.22. 95 |B ock 22
176.13.0.242 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
54.187.55.213 |lhited Sates [147.237.0.19 |madimatal .idf.i|Miltiple Wauthorized URL Access from 54. 187.55. 213 B ock 3
54,187.55.213 |lhited Sates [147.237.0.19 |nadimatal .idf.i|PHP Attenpt B ock 3
191. 43.21. 214 |Bazil 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.il/navy/ B ock 2
54.187.55.213 |lLhited Sates [147.237.0.19 |nadi matal.idf.i|Whauthorized LRL Access to nadimatal.idf.il/login. aspx/ Bl ock 2
176.13.19. 145 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
37.26.146. 139 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
) . . Unaut hori zed URL Access to
72.9.148.10  |thited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
- . D stributed Lhaut horized URL Access on
66.249.67.71 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
. . Unaut hori zed Method CPTI ONS for
5. 28.104. 24 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser B ock !
- . D stributed Lhaut horized URL Access on
66.249. 67.234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
5. 158, 239. 72 RF;Z:;“I o 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uri asp/ B ock 1
66.249.64.56 |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 66.249. 64. 56 B ock 1
Paraneter Type Mol ation
71.190. 149. 123 |Lhited Sates [147.237.77.216|dover.idf.il ct| 00$Cont ent Pl acetbl der 1$ucArti ¢l eLobbyCont rol $t xt Search in B ock 1
waw i df.il/tenpl ates/article/ v idf.il/1398-en/ dover. aspx
66.249.64.61 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/sip_storage/ fil es/9/2969.jpg |B ock 1
- - D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
79.111. 218. 222 gz:::tr: on 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response CQode B ock 1
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