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|Top Attackers | n DDoS- Def ence |

11-07-2015-01:04:09 to 11-07-2015-02:04:09

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2861
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 446
37.26.149. 138 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 85
5.22.129. 140 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 11
62.219. 254. 22 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6
54.244. 22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 6

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il ock Wp Al _Nets drop 6
5.22.129. 140 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 5
134.147. 203. 115 Ger nany 147.237. 76. 147 chinuch.aka.idf.il |Bock Udp All Nets drop 4

54. 244, 22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cookie drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
134.147. 203. 115 Ger many 147.237. 76. 147 chinuch.aka.idf.il |B ock Np Al _Net drop 2
222.186. 34. 48 Chi na 147.237.76. 31 nakchal .idf.il JLM Under At tack_Con_Tcp drop 2
213.176. 236. 128 Russi an Federation 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
98. 100. 216. 163 Lhited Sates 147.237.77. 74 lawidf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 20
165. 215. 209. 15 Lhited Sates 147.237.77.216 |dover.idf.il |14511: HITP. Wn32/ Aiga Fake User Agent B ock 1
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|Top Attackers In |D|

Target Address étotu?]ikf; Signature
98. 100. 216. 163 |147.237.77. 74 |lhited Sates |[lawidf.il A Injection - Select From 60
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 181 [147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 6 147.237.72.166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
104.192.0.20 [147.237.77.235|lnited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 160. 155 |147.237.0.16  |Net her| ands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
80. 40. 134. 103  [147. 237.77. 216 LKJ?irfggom dover.idf.il portscan: TCP DO stributed Portscan 1
188.138.9.51  |147.237.76.31 |Ger many nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
104.192.0.20 |147.237.76.39 |lhited Sates [mobile.neitav.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
89. 248. 174. 106 [147.237.0.34  |Netherl ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.82.78.8 147.237.0.19  [Netherl ands nadi matal .idf.il ET SCAN Behavi or Unusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
149.78.154.69 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 214
54.187.55.213 |thited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 116
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 54
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 48
66.249.65.224 |United Sates |147. 237, 77. 216 |dover. i of i1 [ | SAM NG Engine: TP Inval id nval i d segnent retransmssi on. drop 44
Ret ransm ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 39
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SWN drop 38
66. 249, 65,238 |Uited Sates 147,237, 77, 216 |dover. iof. 11| | €2M NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 38
Ret r ansmi ssi on Packet dr opped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 36
212.199. 182. 150]I srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 35
66. 249, 65,231 |Uited Sates 147,237, 77, 216 |dover. i of. 11| | €AM NG Engine: TGP Invalid nvalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |Wited Sates |[147.237.77.216|dover.idf.il|dr op Frst packet isn't SWN drop 26
188. 165. 15. 14  |Fance 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 25
37.46.174.171 |Sweden 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 24
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 20
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 20
87.69.7.151 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 20
2.52.31.93 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 19
212.179.90. 106 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 19
73.22.155.10 Lhited Sates [147.237.77.216 |dover.idf.il|{dr op First packet isn't SN drop 19
213.57. 250. 97 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 17
24.114.24.245 |Canada 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 17
109. 200. 30. 154 zint:gom 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 16
66.249.65.231 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 15
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 15
188.247.77.181 |Jordan 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 14
17.142.152. 72  |Wnited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 14
66.249. 65.238 |Lhited Sates [147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 14
183.79.221.13 |Japan 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 14
17.142.152.86 |nited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 14
176.12.136. 173 |l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 12
68.180.228. 112 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 12
109. 65. 214. 133 |Israel 147, 237. 77, 243 |mbi L e, i o || €AM NG Engi ne: TCP I nval i d nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
17.142.152.81 |[hited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 12
17.142.156. 109 |Uhited Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 12
100. 100. 123. 141 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 12
41.34.189.131 |Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 12
80.246.130. 61 I srael 147.237.77.233|atal .idf.i1 |Bad TCP sequence i;';e”ansm weh different wndow | oo [11
17.142.152.110 [hited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 10
79.181.5. 146 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
80. 43. 229. 86 Eiqir:gegom 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 10
149.78.72.163 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 9
66.249.65.231 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SWN drop 9
80. 246. 133. 170 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 9
82. 80. 25. 221 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 8
79.178.191. 239 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
5.22.129. 140 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 8
2.139.108.248 |Sain 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
37.26.149.138 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 7
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|Top Attackers In V\AF|

Devi ce

A t acker

ountry Target Address |Site Sgnature Acti on ‘Count
2.54.25.30 | srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Sane Response Code (404) in Session from 2.54.25. 30 Bl ock 61
2.54.25.30 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
208.115.111. 72 Lah;::: 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf or um asp B ock 2
73.22.155. 10 ;h;Its: 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 2
109. 65. 214. 133 [l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
73.22.155. 10 'éh;tteeg 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/newsitel english/ B ock 2
72.9.148.10 léh;:(f: 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to www navy. i df.il/994-8613-he/ navy. aspx. aspx  |B ock 2
. . D stributed Unaut hori zed URL Access on
66.249. 67. 242 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.51 |l srzel 147.237.76.42 Jrefuah. i df. i1 |17 537 76 45/6i p storage/ i1 es/ O/ si ze100x0/ 3350. | pg Bock |1
Illegal Byte Code Character in Method _[[#0]][[#0]][[#0]] DACZAIA%A QRS
174.116. 25. 68 |Canada 147.237.77.74 |lawidf .il [[#1]1[[#12]]i $o+A¢2n2") AoARJ[ [ #12] | =AAf[ [#17]] G ' [ [ #30] ] AGAZAFA’ B ock 1
N: 7Af Asf
66.249.67.13 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter gt; in v aka.idf.il/nain/rabanut/general . aspx None 1
Unknown HTTP Request Method _[[#0]][[#0]][[#0]] DACZATA%A aAS
174. 116. 25. 68 |Canada 147.237.77.74 [lawidf.il [[#1]1[[#12]]i $b+Ac2n2") AoARJ[ [ #12] 1 =A£Af[ [ #17]]1 G ' [ [ #30] ] AGAZAFA’ Bl ock 1
N 7AfA{ in URL
66. 249. 67. 250 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ si p_storage/ fil es/ 7/ 63577. doc |B ock 1
. . Uhaut hori zed URL Access to
66.249.64.56 |lsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ 5i p_st or agel 11 es/ 3/ si ze100x0/ 3493. ] pg Bl ock 1
174.116. 25. 68 |Canada 147.237.77.74 [lawidf.il Mal for med URL B ock 1
. . DO stributed Unaut hori zed URL Access on
66.249.67.71 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
183.79.221. 13 |Japan 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to 147.237. 77. 216/ robot s. t xt B ock 1
31. 154. 145. 255 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Lhited . . Uhaut hori zed URL Access to
157.85. 39. 248 Sates 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i |/ civil admni stration/ nat ak/ pages/ econony. aspx Bl ock !
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 894- he/ at al . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.64.61 |[Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p_storagel 1 | es/ O/ si ze100x0/ 3250,  pg B ock 1
174.116. 25. 68 |Canada 147.237.77.74 [lawidf.il NULL Character in Header Nane at Bl ock 1
79.178. 203. 221 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ recr ui t| ane. aspx B ock 1
66.249.67.90 |lsrael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/89-en Bl ock 1
37.239.151. 130 |Iraq 147.237.77. 216 |dover . i df . i | D stributed Unhaut hori zed URL Access on v idf.il/arr/ B ock 1
183. 79. 223. 85 |Japan 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
174.116. 25. 68 |Canada 147.237.77.74 |lawidf.il Abnornal |y Long Request net hod B ock 1
68. 180. 228. 112 gﬁ;tt:‘sd 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code Bl ock 1
66. 249. 64. 153 [l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag.idf.il/sip_storagelfiles/ 8/ 638. pds B ock 1
NULL Character in Method _[[#0]][[#0]][[#0]]DACZAtA%.A RS
174.116. 25. 68 |Canada 147.237.77.74 [lawidf.il [[#1]1[[#12]]i $b+Ac2n2") A2ARJ[ [ #12] 1 =A£Af[ [ #17]]1 G ' [ [ #30] ] AGAZAFA’ B ock 1
N: 7AfAs{
80. 246. 130. 61 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
66.249. 67. 122 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
62.210. 88. 201 |France 147.237.77.19 |l awforumi df. il [Unauthorized URL Access to 51.254. 206. 142/ htt pt est . php Bl ock
207.46.13. 71 gﬁ;tt:‘sd 147.237.77. 176 |mat pash. i df . i |  [Wauthorized LR Access to ww cogat.idf.il/english B ock 1
174.116. 25. 68 |Canada 147.237.77.74 [lawidf.il Ill1egal Byte Qode Character in Header Nane Bl ock 1
66.249. 64. 186 |l srael 147.237.77.74 |lawidf.i| Wnauthori zed LRL Access to B ock 1
wawn | aw i df . i |/ consol ef core/ doc_ngr/ doc_ngr. asp
174.116. 25. 68 |Canada 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
84.109.44.72 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ Bl ock 1
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