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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 2837
220.181. 108. 81 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 278
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 21
46.116. 159. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
84. 228. 144. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
100. 14. 33. 8 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 9
2.54.182.164 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26.147. 211 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 4
77.127.178. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
100. 14. 33. 8 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
37.238.180. 14 Iragq 147.237.77. 216 dover.idf.il SYNHood full table drop 3
188. 161. 178. 66 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SN Hood full table drop 2

5. 8. 66. 69 Russi an Federation 147.237. 76. 38 eeneitav.idf.ijBock Np All Net drop 1
96. 45. 232. 46 Lhited Sates 147.237.76. 30 hinush.idf.il [Bock UWdp All Nets dr op 1
172.87.128. 131 147.237.77. 216 dover.idf.il SYNHood full table drop 1
84.94.79. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

5. 8. 66. 69 Russi an Federation 147.237.76. 197 e hinush.idf.il |[Block Np Al _Net drop 1
207.46. 13. 184 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 1
85. 25. 103. 50 Ger nany 147. 237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
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Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 67. 122 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
78.142.19. 47 147. 237.72. 217 Bul gari a eidf.il ET SCAN NVAP -sS wi ndow 1024 1
78.142.19. 47 147.237.0.33 Bul gari a idf.il ET SCAN Potential SSH Scan 1
78.142. 19. 47 147.237.0. 16 Bul garia ny- kosher-kravi . i df . i ET SCAN Potential SSH Scan 1
78.142.19. 47 147. 237.76. 38 Bul gari a eeneitav.idf.il ET SCAN Potential SSH Scan 1
78.142.19. 47 147. 237. 72. 166 Bul gari a aka idf.il ET SCAN Potential SSH Scan 1
78.142. 19. 47 147.237.0. 17 Bul garia mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
188.138. 9. 51 147.237.77. 19 Ger many | awforumidf.il ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
2.52.190.118 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 723
109. 64. 16. 135 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 245
188. 70. 48. 81 Kuwai t 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 88
5.29. 118. 145 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 55
5.28.133. 115 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
79.183. 142. 224 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 51
149. 78. 154. 69 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 50
40.77.167.35 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 36
Sreamng Engine: TCP Invalid ' i ssi
66.249. 65. 231 |Wnited Sates |[147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 34
Ret r ansni ssi on Packet dr opped.
66.249.93.200 |Whited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 30
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 30
68. 4. 93. 63 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
109. 200. 30. 154 LK?lr:ge((jjom 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SIN drop 24
54.224.21.23 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 21
41.33.232.66  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
50. 87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 20
77.127.178.43 |[lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
66.249.93.196 |[lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 19
54.187.55.213 |[lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 18
Sreamng Engine: TCP Invalid ' i ssi
66.249. 65. 238 |Lnited Sates |[147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmission. drop 18
Ret r ansn ssi on Packet dr opped.
68. 180. 228. 112 |Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 17
54.244.22.103 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 17
86.67.9. 88 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
46. 116. 159. 165 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
41.109. 225. 178 |A geria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
66.249.93.192 |[lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 15
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 14
84.94.208.173 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
183.79.221.13 |Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 14
84.228. 144. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
198.58.102.95 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i ssi
66.249. 65. 224 |Wited Sates |147.237.77. 216 |dover. i df .l 9 =g Invalid segnent retransmssion. dr op 12
Ret ransm ssi on Packet dr opped.
176. 13. 19. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi
2.54. 25. 30 I srael 147.237.0.19 |madimatal.idf.i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid [ i ssi
79.177.148.51 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
173.52.85.106 |lhited Sates |[147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
37.238.180.14 |lraq 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
66.249. 65. 238 |lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 11
82.192.68.46  |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
66. 249. 65. 224 |Whited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 11
31.13.109.117 |(lreland 147.237.77.176 |matpash.idf.il |dr op First packet isn't SYN drop 10
31.13.100. 118 [Ireland 147.237.77. 176 |natpash.i df .il  |dr op First packet isn't SYN drop 10
173.252.81.112 |Lhited Sates |147.237.77.176 |matpash.idf.il |dr op Frst packet isn't SN drop 10
105.99. 16. 225 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
173.252.81.119 |Lhited States |147.237.77.176 |matpash.idf.il [drop First packet isn't SYN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.54.25.30 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 128
2.54.25.30 I srael 147.237.0.19 |nadi matal .idf.il[Too Many of the Sane Response Code (404) in Session from2. 54.25.30 (B ock 27
176. 12. 137. 147 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
176.12.142.14 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
’ . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
159. 255. 163. 132|Iraq 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/arr/ Bl ock 2
; ; D stributed Uhauthorized URL Access on
79.181. 147. 149 |[Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed) reset . css B ock 1
- . DO stributed Lhaut hori zed URL Access on
66.249.67.234 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ scri pt resour ce. axd B ock 1
69.171.231.226 |nited Sates |147.237.77.176|matpash.idf.il [Uauthorized URL Access to 147.237.77.176/ Bl ock 1
66.249.67.54  |Israel 147. 237. 72. 156 |anan. i df . i | thaut hori zed LR. Access to : B ock 1
waw anman. i df . i | / consol e/ cor e/ doc_ngr/ undef i ned
31. 154, 145. 255 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
87.68.157.177 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.67.242 [Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
. . . Unhaut hori zed URL Access to
66. 249. 65. 14 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 B ock 1
69. 171.231. 227 |Lhited Sates [147.237.77.176|matpash.idf.il [Wnauthorized URL Access to 147.237.77.176/ favi con. i co B ock 1
. ] D stributed Uhauthorized URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
46.19. 86. 100 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
87.69. 241. 92 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.i /v tikshuv.idf.il Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.250 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
; ] ] Unaut hori zed URL Access to
208.115.113.89 |lLhited Sates |147.237.72.166|aka.idf.il wiw aka. i df . i 1/ consol e/ cor ef doc_ngr/ gener al . aspx Bl ock 1
- . Unhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
46.117. 146. 161 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
109. 67.56.239 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_CONN QLI ENT_HALLQ None 1
Illegal Byte Code Character in URL /mivtza>xj xYxex! Xx?xA/x?x7xce
X XPXMXEXe<]/ @>, X| XZX—X"XPXPX?XZX0R X"X>A;, AEZXCX"XY¥ X! xex>
XexT™M
68.180.228. 112 |[Wnited Sates |147.237.77.216|dover.idf.il B ock 1
<p>
<tabl e cel | spaci ng=
. . Unaut hori zed URL Access to
66.249. 65. 237  |Israel 147.237.77. 216 |dover. i df .il 147. 237. 77. 216/ 1133- 15693- he/ dover . aspx Bl ock 1
5.28.171.57 I srael 147.237.72. 167 |i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock 1
208.115.113.89 |[Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 1
77.237.138.51 |Czech Republic|147.237.77.19 |lawforumi df.il |[Unauthorized LRL Access to / B ock 1
66.249.67.132 [Israel 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
64. 19. 78. 242 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
68.180.229. 239 |Wited Sates |147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5. 255, 253. 157 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to vww i df . il /kesher/ B ock 1
217.132.54.20 |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
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