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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 67. 208 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8283
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3303
220.181. 108. 92 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 209
66. 249. 67. 200 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 193
212.199. 95. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
108. 250. 9. 127 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 23
176. 12. 141. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
86. 108. 81. 116 Jor dan 147.237.77.216 dover.idf.il SYNHood full table drop 6
2.54.7.59 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.54.7.59 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
70.214. 6. 90 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
66. 249. 65. 198 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2

93. 168. 76. 231 Romani a 147.237.77. 216 dover.idf.il SYNHood full table drop 2
71.6.158. 166 Lhited Sates 147.237.76. 201 e atal.idf.il |Bock Wp Al Nets drop 1
167.114.82. 227 Canada 147.237. 76. 200 eitan.aka.idf.i|B ock Wdp All Nets drop 1

5. 8. 66. 69 Russi an Federation 147.237. 76. 86 navy.idf.il B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
176.13. 0. 219 147 237 77 233|151 8el atal idh il ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2 8
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.67.244 |147.237.76.86 |Lnited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 191 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 75.214  |147.237.77.170|Wited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
104. 128. 144. 131|147. 237. 76. 200 [Canada eitan aka. idf.il ET SCAN NMAP -sS wi ndow 4096 1
85, 106. 4. 54 147.237.8.45 |Turkey o aitanidf il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.21.25 |147.237.76.199|Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.21.25 [147.237.0.35 |China akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
197. 157. 244. 243|147. 237. 77. 178 |Sonal i a e. nat pash. i df . i ET SCAN Potential SSH Scan 1
5.8.66. 110 147.237.76. 177 Eég:::t”im ncore.idf.il ET SCAN Potential SSH Scan 1
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
190. 88. 160. 239 |147. 237. 77. 176 A'\i:ihlelr;sa”ds nat pash. i df . | Potonti sl Soan or Bute ForZe 1
188.138. 9. 51 147. 237. 72. 167 |Ger many i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 73.228. 136 |147.237.0.19 |9 ngapore nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
89.248. 174. 106 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
222.186.21.25 |147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 67.240 |147.237.72.166 |Lhited Sates aka.idf.il SERVER APAO_E Apac.he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
222.186.21.25 |[147.237.76.39 [China nobi le.neitav.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
58.179.35.226 [147.237.77.216|Australia dover.idf.il Xenu Link Seuth User Agent 1
202.198. 75. 232 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
14162, 114. 40 |147. 237, 0.34 I\t et nam Cikshov. i ] ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
188.138. 9. 51 147. 237. 77. 234 |Ger many hal ag.i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry |Target Addr ess Ste |Signature Devi ce Action |Count |
80. 230. 87. 234 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 1381
149. 78. 154. 69 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 192
54.187.55. 213 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 147
46.19.85.75 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 97
128. 255. 155. 26 Lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 45
82.192. 68. 46 Net her | ands 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 44
71.99. 166. 122 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 43
52. 16. 5. 197 Lhited Sates 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 42
5.15.55. 24 Romani a 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 42
46.117.97. 136 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 40
79.178.1.21 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence |SWNretransnit wth different w ndow scal e noni t or 38
46. 19. 85. 124 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 38
212.199. 182. 150 |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 38
54.72.0.55 Irel and 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 36
37. 26. 148. 252 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 35
84.228.111. 196 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 35
46.19. 86. 112 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 35
46. 116. 107. 54 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 33
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 30
2.54.7.59 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 30
59. 183. 27. 160 Indi a 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 28
174.90. 223. 113 Canada 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 28
100. 100. 27. 24 147.237.72.156 |aman.idf.il |dr op First packet isn't SN drop 27
41. 33. 231. 90 Egypt 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 26
41. 33. 232. 66 Egypt 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 26
217.132.227.109 [Israel 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 25
46. 19. 85. 227 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 24
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 23
68. 180. 228. 112 Lhited Sates 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 22
136. 243. 5. 203 Ger many 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 20
109. 200. 30. 154 United Kingdom [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 20
77.126.235.183 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 19
93.172.139. 151 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 19
100. 100. 27. 24 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 18
212.199.95. 73 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 17
157. 55. 39. 63 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 16
46. 19. 86. 236 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 16
67.189. 75. 139 Lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 16
79.178.1.21 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 15
85. 68. 249. 130 France 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 15
5.102. 254. 133 | srael 147.237.77.233 |atal.idf.il |[Bad TCP sequence |invalid AGK nunber noni t or 14
176.12. 141. 55 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 14
5.102. 254. 216 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 14
208.115.113. 89 Lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 13
176.13.0. 219 I srael 147.237.77.233 |atal.idf.il |Bad TCP sequence |invalid AX nunber noni t or 13
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 12
46. 19. 85. 142 | srael 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 11
52.25.12. 37 Lhited Sates 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 11
207. 46. 13. 127 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 11
207.46.13.11 Lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 10
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|Top Attackers In V\AF|

At acker

Devi ce

v aka. i df . il /https:/vww aka.idf.il/

count ry Target Address |Site Sgnature Acti on ‘Count
79.177.53.13  |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 49
185, 32. 179. 223 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 39
79.177.53.13  [Israel 147.237.0.19 |madi matal . i df. i ||70C V& of the Sane Response Qode (404) in Session from Bl ock 24
79.177.53. 13
79. 183. 215. 105 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 79.183.215.105 |B ock 4
37.122.154. 232 [I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.18. 162 |[lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
199.30.25.92 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to chinuch. aka.idf.il/404. htm B ock 2
40.77.167.63 |Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
. . .|DOstributed Uhaut hori zed URL Access on
66.249.79.31 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i i chi nuch. aka, i df 117404, htm B ock 1
. . Unhaut hori zed URL Access to
66.249.64.61 [Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ fi | es/ 4] 2904. pdf B ock 1
108.171.211. 74 |Uhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
. . D stributed Uhauthori zed URL Access on
66.249.67.71  |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
64.19.78.242 |wited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
68.180.230.29 |Wnited Sates  [147.237.77.176|matpash.idf.il  |>ramter Type Miolation Pagehumin Bl ock 1
W cogat . i df . i |/ 1927- he/ cogat . aspx
. . Unaut hori zed URL Access to
66.249. 64. 113 [l srael 147.237.77.74 |lawidf.il 147.237. 77. 74/ i p storage/ 11 es/ 8/ 308. pf B ock 1
109. 65. 210. 117 |I srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 67. 240 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL OO CLI ENT HELLO) None 1
. . . Uhaut hori zed URL Access to
199. 59. 148. 209 |Lhited Sates 147.237.77. 216 |dover . i df . i | Wi df i1 /si p_storagel fi1 es/ 2/ si ze220x0/ 5582,  pg B ock 1
64.79.85.205 |[Lhited Sates 147.237.77. 170 |maarachot . i df . i | [URL is Avbove Root Drectory naarachot.idf.il/../ B ock 1
. . Unaut hori zed Met hod HEAD f or
79. 183. 215. 105 |l srael 147.237.72. 166 |aka. i df . i | Wi aka, i df .|/ i 1V sachar/ def aul t . aspx B ock 1
) . . Paraneter Type Mol ati on PageNumin
68.180.230.29 [Wited Sates  [147.237.77. 176 |nmat pash. i df. il v cogat . i df . i /901~ he/ cogat . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 118 |l srael 147.237.77.74 |lawidf.il 147.237. 77. 741 si p storagel 11 es/ 4/ 264. pf B ock 1
5.102.254. 133 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
151.80. 31. 117 |italy 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
79.178.1.21 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
217. 69. 136. 208 23:;;”' o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf. i1/ newsitel novi es/yassinl.wav  |Bl ock 1
. . . Uhaut hori zed URL Access to
66.6.46. 225 Wnited Sates 147.237.77. 216 dover . i df . i | ww i df . i |/ 1133- 22901- he/ dover . aspx#. vj Ogus_34! g. t unbl r B ock !
80. 246. 136. 165 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
74.217.148.72 |lnited Sates 147.237.72. 166 [aka. i df . i | Aonornal |y Long Request request version B ock 1
66. 249. 65. 231 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock 1
79.180.57. 139 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.79.25 |[Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|taut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
. . Unaut hori zed URL Access to
66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ fi | es/ 7/ 2907. pef Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 250. 54. 170 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ i 1V Sachar/ r equest . aspx None 1
74.217.148.72 [lhited Sates 147.237.72. 166 [aka. i df . i | I11egal HITP Version browser_broker. exe HITP 1. 1 Bl ock 1
66. 249. 65. 238 [l srael 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 1
79. 183. 215. 105 |l srael 147.237.72. 166 |aka. i df . i | Distributed thauthorized U Access on Bl ock 1

11-06-2015-23:04:00 to

11-07-2015-00:04:00




