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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3152
0.0.0.0 147.237.77. 216 dover.idf.il SWNHood full table dr op 30
212.116.172. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
82. 166. 22, 98 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 25
109. 66. 113. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
109. 66. 113. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
2.54.23.114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
93.173. 230. 238 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 3
80. 246. 136. 204 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
79.177. 207. 253 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 13. 15. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.13. 6. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table dr op 2
79.176.192. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 250. 51. 47 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
46.19. 86. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 253 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
187.188. 166. 208 Mexi co 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
71.6.158. 166 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock_Udp All _Nets dr op 1
187.188. 166. 208 Mexi co 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176.13.7.29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
54. 244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
149. 78. 198. 240 | srael 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
90. 201. 129. 116 |Uhited K ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 271
197.27.88.167 [Tunisia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 99
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 97
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 89
108.171. 130. 167|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 86
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 78
169. 204. 238. 174|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54
77.125.135.103 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 50
85. 65. 185. 18 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 49
176.13.19. 76 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 45
65.119. 29. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 45
66.249.65.224 |Wnited Sates 147.237.77. 216 |dover. i r.i1 | €3M NG Engine: TCP Invalid invalid segnent retransmssi on drop 44
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
66.249. 65.231 |Whited Sates 147.237. 77, 216 |dover .11 | €M ng Engine: TCP Invalid |invalid segnent retransnission drop 36
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 34
2.102.9. 66 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32
66.249.65.238 |Wnited Sates 147.237.77. 216 |dover.ir.i1 |/ €3M NG Engine: TP Invalid invalid segnent retransnssi on drop 30
Ret r ansni ssi on Packet dr opped.
2.54.173.35 I'srael 147.237.0.19  |radimatal.icr.i| ! S2M NG Bngine: TCP Invalid |invalid segnent retransmission. | 30
Ret r ansni ssi on Packet dr opped.
5.29.69. 119 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
84.108.92.109 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
2.52.63.73 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
79.250. 94. 154  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
82. 166. 22. 98 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
162.243.199. 26 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
79.182.106. 113 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
108. 85.69.221 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
46. 19. 86. 63 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
121.54.54. 155  |Philippines 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
162.243.73.200 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
176.13.17. 115 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
85. 250. 178. 137 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
100. 100. 54. 216 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
79.181.5. 146 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
5.34.167. 77 ga:lcis;ii:;a” Territoryy 47 237, 7. 216 |dover.idf.il |drop First packet isn't SN dr op 10
157. 55. 39. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
109. 66. 113.28 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
188. 165. 15. 14  |Rrance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
66. 249. 65. 231 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
2.54.173.35 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 233
2.54.173.35 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 64
80.246.137.84 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 15
93.172. 145. 242 (I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 10
Russi an . .
5.158.236.247 |0 o 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 6
5. 158. 236. 247 RFeJZ;:tnl o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 5. 158. 236. 247 B ock 5
80. 246. 136. 159 || srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 5
40.77.167.63 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
80. 246. 139. 197 [l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
185. 32. 179. 223 || srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 3
37.26.146. 139 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86.186 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.120. 155. 212 [ srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
40.77.167.91 |Uited Sates |147.237.76.147|chi nuch. aka.i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 238 Bl ock 2
) . - Unaut hori zed URL Access to
72.9.148.10  |lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249.67.13 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df . il/900- he/ chi nuch. aspx |[Bl ock 1
62.210.88.201 |France 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 51. 254. 206. 142/ ht t pt est . php B ock 1
157.55.39.63 |Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to widf.il/aman/ B ock 1
79.178.27.137 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/main/ B ock 1
66. 249. 67. 147 |l srael 147.237.72. 156 |aman. i df . i | Lhaut hori zed LR. Access to list.ips.gov.il/robots. txt B ock 1
66. 249. 64. 113 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
66.249.78.18 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1486-he/ atal . aspx |B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.59 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
-kosher-kravi .idf.i i
66.220.146.22 |United Sates [147.237.0.16 | tnaut hori zed URL Access to . . B ock 1
| waw ny- kosher - kravi . i df . i1/i mages/ t enp/ password_i nmage. j pg
) . . Unaut hori zed URL Access to
157.55.39.78 |lhited Sates [147.237.76.42 |refuah.idf.il vuww ref ua, atal i i1/t enpl at es/ gsyst enf or B ock 1
. . Unaut hori zed URL Access to
79. 182. 226. 246 || srael 147.237.72. 156 |anan. i df . i | vown anan. | df i1/ htt ps: / ww anan. i df i1/ B ock 1
2.54.128.12 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |H ock 1
. - Unaut hori zed URL Access to
66.249. 67. 202 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
66.249. 65. 231 |Israel 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
vwwn i df i | /atal 1/ i zkor/ vi ew pi ct ures. asp
46.121.40. 158 |lIsrael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
85.65.12.164 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 1
) . . D stributed Lhaut hori zed URL Access on
68.180.228. 112 |Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 1
. - D stributed Lhaut hori zed URL Access on
66.249.67.65 |lsrael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized UR. Access from 66.249. 64. 51 Bl ock 1
m ny- kosher - kravi . i d i i
80.230.93.138 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
46.19.85.167 |lsrael 147.237.77.216|dover . i df . i Mal for med URL B ock 1
2.54.161.198 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
. - Unaut hori zed URL Access to
66.249. 67.208 |Israel 147.237.72. 166 [aka. i df . i | aka,idf.il/sip storagel fil es/ 7/ xOxxoaxa 7 Bl ock 1
. . . Unaut hori zed Met hod HEAD for
59.52.158.27 |China 147.237.72. 166 |aka. i df . i | vw aka. i ot i 1/ mai i/ mi | ui i about . aspx B ock 1
. - D stributed Lhaut hori zed URL Access on
93.172. 14. 162 |Israel 147.237.72.166 |aka. i df . i | vowe aka i o i1/ htt ps: /ww aka. i o i1/ B ock 1
5. 158. 236. 247 g;::tnl on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i/ main/gi yus/index. php [Bl ock 1
. - D stributed Lhaut hori zed URL Access on
66.249.67.71  |Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
) . . D stributed Lhaut hori zed URL Access on
207.46.13.1 Lhited Sates  [147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or urd asp/ showf or Um asp Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.56 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 2431 | pg B ock 1
46.19.85.167 |Israel 147.237.77.216|dover. i df . il Uhknown HTTP Request Method x55 in URL B ock 1
Unaut hori zed URL Access to
66. 249. 67. 238 |Israel 147.237.0.15 |kosher-kravi.idf.il wan kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ navrenu/ u |Bl ock 1
ndef i ned
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
59.52.158.27 |China 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 1
wwy i df . i | / shar ed/ user cont r ol s/ header upper/
77.127.222.23 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/wantikshuv.idf.il B ock 1
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