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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site Signature Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2629
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2360
220.181. 108. 97 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 233
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 33
46. 120. 3. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
93.173.182. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
87. 68. 62. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
12.232.97. 226 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 6
5.22.131. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.35.195 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5

82. 205. 94. 187 Pal estinian Territory, Qcupi eql47.237.77.216 dover.idf.il SYNHood full table dr op 5
77.125.103. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

80. 246. 136. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 120. 126. 36 147.237.77.216 dover.idf.il SYNHood full table dr op 3

95. 159. 8. 249 Syrian Arab Republic 147.237.77. 216 dover.idf.il SYNHood full table drop 2

89. 138. 95. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 186. 35. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
47.17.178. 232 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 2
2.54.173. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.173. 35 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 2
79.177.132.112 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

46. 166. 188. 68 Net her | ands 147.237.76. 44 e.refuah.idf.il[Bock Np Al Net drop 1
78.52. 228. 106 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
79.181. 143. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

46. 166. 188. 68 Net her | ands 147.237.76. 198 e.yohal an.idf.i|B ock Np Al Net drop 1
78.52. 228. 106 Ger many 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1

91. 208. 115. 34 Lkr ai ne 147.237. 76. 196 e.sviva.idf.il |Bock UWp Al Nets drop 1
79.177.50. 45 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnature Devi ce Action |Count
79.178.221. 92 I srael 147.237.76. 42 refuah.idf.il [Cl000004: HTTP. options method (M crosoft) Bl ock 2
79.183.128. 84 I srael 147.237. 72. 166 aka.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
95. 159. 8. 249 zrpluzﬂ ,Cﬂrab 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 204
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 202
84.109. 36. 89 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 122
31. 153. 53. 40 Cyprus 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 122
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 69
85. 65. 166. 32 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 61
79.179.128.126 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 56
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 55
79.181.153.41 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
46.121.42.194 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51
87.68.74. 180 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
91.23.167.210 |Cermany 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
109. 67.14. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
66.249.65.224 |United Sares  |147.237. 77, 216 |dover ich. i1 | @M NG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 40
Ret r ansmi ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 39
197. 32.221. 189 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 39
142.169. 78. 198 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
201.116.16. 177 |Mexico 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
213.140.59. 150 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
2.54.173.35 I'srael 147.237.0.18  |nadimaal ict. i[> 2 Nd Engine: TP Invalid imalid segnent retransmssion. | o 27
Ret r ansm ssi on Packet dr opped.
74.56. 165. 49 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
109. 200. 30. 154 |United Kingdom|147.237.77.216 |dover.idf.il drop First packet isn't SN drop 24
93.173.182. 168 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
46. 19. 86. 119 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
79.176.192.90 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
201. 235. 65. 108 |Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
84.94. 33. 175 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
66.249.65. 231 |Uited Sares  |147. 237,77, 216 |dover. it 1 || SN NG Engine: TP Invalid - invalid segnent retransmission. | 20
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
79.177. 50. 45 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
66.249 65.238 |ited Sates  [147.237.77. 216 |dover.iar.i1 | SAM NG Engine: TP Invalid - finvalid segnent retramsmssion. |, oo 18
Ret r ansni ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
100. 100. 54. 216 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SWN drop 18
100. 100. 51. 7 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 18
84.228.225.47 |Israel 147.237.77. 216 |dover iar.i1 | SAM NG Engine: TCP Invalid finvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 16
70.169.80.225 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
84.228.225.47 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
129.120.61.96 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
66.249.65.231 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
176.13.0. 124 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 317
176.13.0.124  [Israel 147.237.0.19 |madi matal .idf.i|/20 W of the Sane Response Code (403) in Session from Bl ock 156
176.13.0. 124
2.54.173.35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 138
93.172. 145. 242 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 123
176.13.0. 124 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 122
2.54.173.35 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 106
46. 19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 93
93.172.145. 242 |[israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 89
79. 180. 248. 237 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 54
46. 19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
77.125.117.130 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 17
208.115.113.88 [Lhited Sates  [147.237.76.86 |navy.idf.il Dstributed thauthorized LR Access on Bl ock 5
navy.idf.il/giyus/foruniasp/ show or um asp
’ - - Unhaut hori zed URL Access to
208.115.111.72 |lhited Sates 147.237.76.86 [navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 4
37.142.238.133 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
2.54.173.35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock
] - . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
176.13.7. 196 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 65. 18 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
207.232.37.228 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
132.170.27.255 |Uited Sates 147.237.77.216|dover. i df .i | Paranet er Type Mol ation SearchText in wwidf.il/1065-en/ dover.aspx |B ock 2
- - Unhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 1/ 3141 | pg B ock 1
95.252.33.104 |[italy 147.237.77. 216 |dover .i df . i | D stributed Suspicious Response Code B ock 1
84.108.36.112 |[lIsrael 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut hori zed URL Access from 84.108. 36. 112 B ock 1
. . Unaut hori zed URL Access to
66.249.67.250 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
192. 115. 100. 190! srael 147.237.72. 166 |aka. i df . i | v aka i df i 1/ edi | brary/ gener al doc. asp B ock 1
157. 55. 39. 63 Lhited Sates 147.237.77.216|dover.i df .i | D stributed Suspici ous Response Code Bl ock 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
91.79.181. 51 R‘Sf;:t”i o 147.237.77.19 |lawforumidf.il [thauthorized URL Access to 147.237.77.19/ B ock 1
62.210.88.201 |France 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to 51.254. 206. 142/ htt pt est. php Bl ock 1
. . . Unaut hori zed URL Access to
79.176.203. 48 I srael 147.237.77. 243 nobi | €. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock !
176.13.0. 124 I srael 147.237.0.19 |[madi matal .idf.i|Too Many 403: Response Code per Session Bl ock 1
66.249.67.132 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method GET for aka.idf.il/ituri niasp/searchresults.asp |[B ock
. . Unhaut hori zed URL Access to
66. 249. 64. 108 |l srael 147.237.77.74 |lawidf.il 147.237. 7. 74/ si p_storagel t11 es/ 0/ 770. pf B ock 1
105. 154. 181. 142|Mor occo 147.237.77. 216 |dover.i df .| Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
84.108.36.112 |[lIsrael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df . il/sip_storage/ B ock 1
37.237.140.67 |iraqg 147.237.77. 216 |dover . i df . i | D stributed Whaut hori zed URL Access on wawidf.il/arr/ B ock 1
207.46.13.172 [lnited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
157.55.39.242 |[lnited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 65. 238 B ock 1
91.79.181. 51 R‘F et o 147.237.77. 176 |nat pash. i df . i | |Uhauthori zed URL Access to 147.237.77. 176/ Bt ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 26 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ fi | es/ 8/ 2908, pef B ock 1
208.115.111.73 [lhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he Bl ock 1
79.180.114.19 [Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df . il/hinush B ock 1
66. 249. 67. 147  |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 113 |l srael 147.237.77.74 |lawidf.il 147.237. 7. 74/ si p storagel f1 es/ 7/ 267. pf B ock 1
109. 65. 72.100  |Israel 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
84.228.225.47 |[israel 147.237.77.216|dover.idf .i | D stributed Suspici ous Response Code Bl ock 1
46.19. 85. 131 | srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df . il /kanhar B ock 1
77.88. 31. 157 R‘Sf;:t”i o 147.237.77.19 |lawforumidf.il [thauthorized URL Access to 147.237.77.19/ B ock 1
207.46.13.172 [lnited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter tmin ww aka. i df.il/nain/giyus/ None 1
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