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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

‘Site

‘Signature

66. 249. 67. 216 Lited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, ., 3161
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2437
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf il Z;]: handshake violation, first packet mot . 551
83. 149. 99. 157 Net her | ands 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 7
83. 149. 99. 157 Net her | ands 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 7
109. 67. 2. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
79.176. 166. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.181.171. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93.184.6. 2 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 4
Cceupi ed
66. 249, 65. 238 Wited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot |, 4
38. 108. 216. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213. 149. 223. 82 Italy 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.117.75. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.8.115. 39 Palestini an Territory, 147.237.77.216  |dover.idf.il SYNFAood full table drop 3
Qccupi ed

178. 81. 24. 99 Saudi Arabi a 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.i|B ock_ Udp Al _Nets drop 3
188. 53. 160. 212 Saudi Arabia 147.237.77. 216 dover.idf.il SYNHood full table drop 3
83. 149. 99. 157 Net her | ands 147.237.76. 201 e atal.idf.il Invalid TGP H ags drop 2
109. 65. 117. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.47.225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
149. 78. 154. 69 I srael 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |4, 1
37.8.115. 39 gcisgi'géa” Territory, 147. 237.77. 216 dover. i df il SYN A ood out of context drop 1
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Target Address

At acker
Gountry
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QA generic sq with cooments injection attenpt - G&T

Potential Scan or Brute Force

188.52.177.182 |(147.237.77.216|Saudi Arabia |dover.idf.il 19
par aret er
188.52.177.182 |147.237.77.216|Sudi Aabia |dover.idf.il S Injection - Select Fom 16
188.52.177. 182 (147.237.77.216|Saudi Arabia |dover.idf.il INo OA_‘T(R' CBFLSG.A‘TI CN large nunper of calls to char function 12
- possi bl e sqgl injection obfuscation
188.52.177. 182 (147.237.77.216|Sudi Arabia |dover.idf.il XSS - |1 MG (PCBI) 10
188.52.177.182 (147.237.77.216|Saudi Arabia |dover.idf.il ET WEB SERVER WYSQL SELECT QGONCAT SQ I njection Attenpt 10
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
188.52.177.182 |147.237.77.216|Sudi Arabia |dover.idf.il ET VBB SERVER Possi bl e SQL SALI Attenpt Infornation Schema 9
Access
188.52.177. 182 (147.237.77.216|Saudi Arabia |dover.idf.il SERVER VEBAPP encoded cross site scripting HTM. I nage tag 6
at t enpt
188.52.177.182 (147.237.77.216|Saudi Arabia |dover.idf.il QA use of concat function with select - likely SQ injection |5
188.52.177.182 (147.237.77.216|Saudi Arabia |dover.idf.il ET WB SEFRVER Possible SQL Injection Attenpt SHECT FROM 5
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188.52. 177.182 |147.237.77.216|Sudi Aabia |dover.idf.il SQ Injection - Select Fom (PCBI) 4
66.249. 81. 145 |147.237.77.226|Wited Sates |wan chamatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
66.249.93.158 |[147.237.0.34 |Lhited Sates |[tikshuv.idf.il ET SCAN NVAP -sA (2) 2
94.23. 49. 49 147.237. 77. 170 |France naar achot . i df .i | SERVER- WEBAPP backup access 2
221.179.89.90 [147.237.76.198|hi na e. yohal an.idf.il ET SCAN Potential SSH Scan 1
83.149.99. 157 [147.237.72.166 [Netherlands  |aka.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147, 237. 77. 170 |Lhited Sates |nmaarachot.idf.il ET SCAN NVAP -sS w ndow 4096 1
79.176. 150. 254 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.151.52.8 147. 237.77. 234 |kr ai ne hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
113 121 170. 46 |147. 237. 77 212 |chi na o dover i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
222.190.111. 119|147.237.0. 200 |Chi na . i df il ET SCAN NVAP -sS w ndow 1024 1
83.149.99.157 |147.237.76.201 |Netherlands  [e.atal .idf.il ET SCAN Potential SSH Scan 1
221.179.89.90 [147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
83.149.99. 157 |147.237.72.156 |Netherl ands  [aman.idf.il ET SCAN Potential SSH Scan 1
66.249. 65.238  |147.237.77.216|Wited Sates |dover.idf.il portscan: TGP D stributed Portscan 1
46.151.52.8 147. 237. 72. 166 |Lkr ai ne akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
27 185 10453 |147. 237 77. 205 i na orisha i i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker
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188.52.177.182 |Saudi Arabia 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 628
151. 90. 254. 205 |(italy 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 335
54.187.55.213 |Lhited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 152
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 139
85. 65. 13. 167 | srael 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 68
37.26. 146. 218 |lsrael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 57
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 52
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 46
149.78.170.87 |l srael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 43
54.72.73.168 Irel and 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 42
198.17.111.194 [thited Sates |147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SYN drop 41
2.54.30. 49 | srael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 38
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 37
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il|dr op Frst packet isn't SYN drop 37
2.52.188. 89 | srael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 33
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 32
68.180.228. 112 |lhited States |147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SYN drop 32
100. 100. 92. 167 147.237.72. 166 |aka idf.il [drop First packet isn't SYN drop 31
131.91.4. 36 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 30
84.228.120. 177 |lsrael 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 30
66249, 65,231 |Uited Sates |147.237. 77, 216 |dover. iof. ji| | €M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 28

Ret r ansn ssi on Packet dr opped.
46. 19. 85. 254 | srael 147.237. 77. 216 |dover.i of . i l|{dr op First packet isn't SN drop 26
37.142.64.41  [israel 147.237.76.42 |refuah.idf.i|Bad TOP sequence ?Cg ;etra”sm't wWth different wndow |oitor  [26
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 24
63.143.229.86 |Lhited States |147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SYN drop 23
66.249.88.101 |Lhited States |147.237.77. 216 [dover.idf.il[dr op First packet isn't SYN drop 23
82. 80. 25. 221 | srael 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 22
78.95.98. 179 Romani a 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 22
207. 46. 13. 68 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 19
108.59.253.71 |Uhited Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 19
66.249.65.224 |United Sares |147. 237, 77. 216 |dover. i of 11| | €M NG BNgine: TCP I nval i d nval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.

189. 123. 219. 116|Brazil 147. 237. 77. 216 |dover. i of . i l[{dr op First packet isn't SN drop 18
46. 116. 71. 180 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 18
100. 100. 14. 43 147.237.72. 166 |aka idf.il [drop First packet isn't SYN drop 17
2.54.145. 17 | srael 147. 237. 77. 216 |dover. i of . i l[{dr op First packet isn't SN drop 17
72.9.148. 10 Lhited Sates |[147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 17
98. 116. 92. 50 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 17
50.87.144.145 |lhited States |147.237.77. 216 [dover.idf.il[dr op First packet isn't SN drop 17
93. 173. 249. 83 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 16
109. 200. 30. 154 LKTi;;éjom 147.237. 77. 216 |dover.i of . i l{dr op First packet isn't SN drop 16
46.19. 85. 164 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 15
109. 66. 182. 78  |Israel 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 15
149. 200. 238. 152|Jordan 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 15
100. 100. 124. 143 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 15
66.249.93.192 |lhited States |147.237.77. 216 [dover.idf.il[dr op Frst packet isn't SYN drop 14
92.241.53.173 |Jordan 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 14
66. 249. 65. 224 |l srael 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 14
37.237.232.130 |lraq 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 14
87.69. 220. 99 | srael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 13
114. 108. 229. 196 |Phi | i ppi nes 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 13
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2.54.184.27  |Israel 147.237.0.19 |nadimatal .idf.i| |[°0 MW of the Sane Response Code (404) in Session from B ock 370
2.54.184. 27

2.54.184.27  |Israel 147.237.0.19 |nadimatal .idf.il ;02 4'_\?:3{1_02'?'16 Sane Response (bde (403) in Session from Bl ock 172
2.54.184. 27 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 107
5.20.78.154  |Israel 147.237.72. 166 |aka. i df . i | m;li( ; ‘ftd?‘? i Wﬁ;t :loéii ;fscj a'\fhzcr’]?i fchri (’;:soé"r':”ﬁaggx J et aut huser Bl ock 10
94. 23. 49. 49 France 147.237.77. 170 |n@arachot . i df . i| |PHP Attenpt B ock 8
94.23.49. 49 France 147.237.77. 170 |maarachot . i df . i| [Miltipl e Wauthorized URL Access from 94. 23. 49. 49 B ock 7
87.69. 62.227 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 87.69. 62. 227 B ock 4
50.63.138.151 |Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 50. 63. 138. 151 B ock 4
37.26.148.195 |lsrael 147.237.0.19 |nadimatal .idf.i| [Ostributed Suspicious Response Code B ock 3
84.94.188.30 |Israel 147.237.72. 166 |aka. i df . i | m;’( : L:tdef : Wﬁ;t :loéil ;fs a'\l'ﬁthzcr"?i ';;’Iri g::;"r’:”f:‘acs’ﬂx J get aut huser B ock 3
89.138.251. 35 |[lIsrael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock
208.115.113. 88 [Lhited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show orumasp |B ock
66.249.79.25 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i [|D stributed Uhaut hori zed LRL Access on wan chi nuch. aka. i df . i |/ 404. ht m|B ock
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il m“tngs;' e e e/ navy. aspx. aspx Bl ock 2
176. 12. 142. 107 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
31.154.92. 165 |[lsrael 147.237.72. 156 |anan. i df . i | D stributed Unauthorized HTTP Met hod B ock 2
109. 64. 108. 28 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.i |/ mai n/ giyus/ | ogi n. aspx Bl ock 1
62.210.88.201 |France 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1
31.154.92. 165 |Israel 147.237.72. 156 [anan. i df . i | Mil tipl e Unhaut horized URL Access from 31. 154. 92. 165 B ock 1
87.69.33.182 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
66. 249. 67. 224 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/main/giyus/ x’x?xax” B ock 1
66.249.67.13 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
139.193.9.80 |l ndonesi a 147.237.77.74 |lawidf.il I1legal Byte Qode Character in Header Val ue Bl ock 1
94. 23. 49. 49 France 147.237.77. 170 [maarachot . i df . il [Miltiple Admin B ocking from 94, 23. 49, 49 B ock 1
46.117. 247.97 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wa i df .il/1395-en/ dover . aspx B ock 1
182. 118. 55. 217 |Chi na 147.237.0.15 |kosher-kravi . i df. i|unaut hori zed URL Access to 147.237.0. 15/ B ock 1
66. 249. 67. 102 |l srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 102 B ock 1
109. 64. 141. 162 |l sr ael 147. 237. 72. 166 |aka. i df . i | :)Llri%asl/ i?;;eﬁdfngggggzztjikﬁ f/ i 1V kapat z/ v es B ock 1
65.49.68.157 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock
31.154.92. 165 |[lIsrael 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to www anan. idf.il/sip_storagel/files/3/ B ock 1
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 1D4§t rzisl;‘ftgj ngfl‘“;;Or:/i ;efu?geﬁifzf.saggx Bl ock 1
139.193.9.80 |l ndonesi a 147.237.77.74 [lawidf.il Mitiple Illegal Byte Gode Character in Header Val ue from139.193.9.80 |B ock 1
182. 118. 60. 53 |Chi na 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ Bl ock
66.249. 67. 102 |Israel 147.237.0.34 |tikshuv.idf.il H’E‘SJ;:\?:' dzfe_ci’ IL/‘?‘D dﬁf‘;iffoi i fmpr | i neSSage. aspx Bl ock 1
66.249.64.51 |[lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1628- he/ r ef uah. aspx Bl ock 1
109. 65. 189. 231 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
87.69. 62.227 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/ giyus/ B ock 1
66.249.79.28 |Israel 147.237.76. 147 |chi nuch. aka. i df . i [|D stributed Whaut hori zed LRL Access on www chi nuch. aka. i df . i1/404. ht m|B ock 1
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 1D4§t rzisl;‘ftgj ngfl‘“;;Or:/i ;efu?geﬁifzf.saggx Bl ock 1
157.55.39.29 |lhited Sates [147.237.76.42 |refuah.idf.il Distributed Unauthorized URL Access on 147. 237.76. 42/ B ock 1
58.180.228. 110 2;)3; ic of 147.237.77. 176 [nat pash. i df . i | vL\x‘?_\;W Iccs)gf.oivgf ?Iolt. .Ej;r?;rt;;/yuser cont r ol s/ header upper/ Bl ock !
79.180.57. 139 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
188.52.177.182 |Saudi Arabia |147.237.77.216|dover.idf . il Distributed Suspici ous Response Code B ock 1
66. 249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 67. 122 B ock 1
66.249.64.61 |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;g?r;éegzgpfgfgf:gélil | es/ 6/ i 2610010/ 3126, pg Bl ock 1
109. 65. 209. 251 |1 srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&%??/g;eggfyim oo/ i st chi | ddocurent &/ 1071 Bl ock 1
37.142.64.41 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock
87.69.220.99 |l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147. 237. 77. 233/ 1246- he/ at al . aspx Bl ock
66.249.79.31 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ||Di stributed Unhaut hori zed UR. Access on v chi nuch. aka. i df . i |/ 404. ht m|B ock 1
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