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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 2635
87.68. 152. 131 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 58
0.0.0.0 147.237.77.216 dover.idf.il |SYNHood full table dr op 34
177.157.228. 112 Brazil 147.237.77.216 dover.idf.il |SYNHood full table drop 30
74.204.144. 93 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood full table drop 20
37.26. 146. 190 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 11
46. 19. 86. 209 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
46.117. 4. 204 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 10
71.81.165. 96 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood full table dr op 8
149. 78. 26. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Udp Al _Nets drop 6
77.126.237.71 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
46. 19. 86. 62 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
46.117. 110. 67 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 6
46.117. 4. 204 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e dr op 5
83. 149. 99. 157 Net her | ands 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 5
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 4
79.181. 143. 73 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
84.95. 223. 6 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
80. 179. 184. 165 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 3
66.102. 8. 237 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood full table dr op 3
176. 12. 146. 87 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 2
83. 149. 99. 157 Net her | ands 147.237.77.212 e.dover.idf.il |Invalid TGP H ags drop 2
79.177.207. 253 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
5. 8. 66. 69 Russi an Federati on 147.237.76. 44 e.refuah.idf.il{Block Np Al Net drop 1
71. 6. 186. 90 Lhited Sates 147.237.76. 34 yohal an.idf.il |Block Np Al _Net drop 1
176. 13. 18. 124 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

109. 65. 138. 209 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Qountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
81.169. 194. 232 (147.237.0.33  |Ger many idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.151.52. 8 147.237.8.24 |krai ne elifestyle.idf.{ET SCAN NVAP -sS w ndow 1024 1
110. 83. 62. 195 [147.237. 77. 216 |Chi na dover.idf.il ET VBB SERVER Poi son NUl | Byte 1
104.167.99.6  |147.237.0.33 |Canada idf.il ET SCAN NVAP -sS wi ndow 2048 1
92127 202. 96 |147 237 0.19 |RUSSian i matal idhi ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
84.108.20.217 |(147.237.77.216 |l srael dover.idf.il portscan: TCQP O stributed Portscan 1
81.169. 194. 232 |147.237.0.35  |Ger many akaws. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
75.103.231.98 |147.237.77.178|lhited Sates e.matpash.idf.il |JET SCAN NVAP -sS w ndow 4096 1
104.167.99.6  |147.237.0.33 |Canada idf.il ET SCAN NVAP -sS w ndow 4096 1
104.167.99.6 [147.237.0.33 |Canada idf.il ET SCAN NVAP -f -sS 1
89. 248. 174. 106 [147. 237. 76. 200 [Net her | ands eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
83.149.99. 157 |147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 259
109. 66.96. 174  |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 189
54.187.55.213 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 168
208.115.113.89 |lLhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 114
89. 139. 190. 155 |l srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 98
69.248.86.176 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 79
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 73
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 72
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 72
46.117. 230. 251 |l srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 71
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 70
184. 63. 94. 99 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 70
5.22.129.102 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 65
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 65
108.162.28. 171 [lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 63
46. 116. 194. 173 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 59
46. 19. 86. 62 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 59
177.157. 228. 112|Brazil 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 56
72.164.117.2 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 51
137.135.176. 145|thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 51
5.102.217.160 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 51
31.55.54. 137 LKJ?ir:;gom 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 49
176.12.143. 230 |lsrael 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 47
88. 102. 52. 205 gﬁ)ﬂ c 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 47
212.199. 182. 150]I srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 46
68.180.228. 112 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 46
64.233.172.163 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 44
64.233.172.155 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 43
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 37
100. 100. 14. 43 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 35
212.179.90.106 |lsrael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 35
74.204.144.93 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 35
109. 226. 17. 214 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 32
173.176.51. 108 |Canada 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 30
66.249.83.155 |lLhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 30
109. 226. 28. 77 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 29
66. 87. 132. 63 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 28
66.249.83.158 |lLhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 25
66.249.83.161 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 25
149. 78. 196. 165 |l srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 24
66.102.8.243  |Uited Sates |147.237.77. 216 |dover. iof. [ €AM NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.
66.240. 65,238 |Uited Sates |147. 237, 77. 216 |dover. i of [ €AM NG BNgine: TCP Inval i d Invalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.
85. 250. 246. 144 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 24
66.249.65. 224 |Uited Sares |147. 237, 77. 216 |dover i of i || CAM N Engine: TP Invalid Invalid segnent retransmssion. Packet |y ) 24
Ret r ansni ssi on dr opped.
176.12.146.87 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 23
66. 102. 8. 243 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 23
108. 14.111. 167 |Uhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 22
105. 198. 248. 171 |Egypt 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 22
37.26.146.190 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 22
87.69. 170. 249 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 21
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.180. 127. 112 | srael 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 70
79.180. 127. 112
79.180.127.112 [israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 53
100.67.105.98 |Israel 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method QPTIONS for . B ock 5
wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser
. . . Unaut hori zed URL Access to
2.52. 46. 146 I srael 147.237.77.243|mobi | e. i df . i | nobi | e, i . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 4
85.64.195.199 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
79.179.0.81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
107.178.33.22 |uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on ww idf.il/arr/ B ock 3
109. 66. 185. 86 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
; . ] D stributed Unauthori zed URL Access on
72.9.148. 10 Lhited States |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
66. 249. 79. 25 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. ht m B ock 2
. . . Uhaut hori zed URL Access to
220. 181. 108. 162|Chi na 147.237.76.86 |navy.idf.il vw vy, i cf i 1/i p st oragel 11 es/ 3/ si 7e338x0/ 1613, | pg Bl ock 1
] . . D stributed Uhaut hori zed LRL Access on
68.180.230. 244 |Wnited Sates [147.237.77.233|atal .idf.il 147, 237. 77. 233/ r obot 5. t xt Bl ock 1
66.249. 67. 208 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.39.1 Lhited Sates |147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
58. 100. 21. 56 Chi na 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
85. 64.127.178 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/https:/ww aka idf.il/ [B ock 1
78.40. 176. 51 Lebanon 147.237.77.216|dover . i df .i | D stributed WLhaut hori zed URL Access on v idf.il/arr/ B ock 1
185. 32.179. 190 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
66. 249. 69. 41 I srael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,1701 pdf /1 | es/ 5/ 112935, pdf Bl ock 1
. . Unknown Paraneter hc_|location in
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v har edi m gener al  aspx None 1
46. 19. 86. 188 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
. . Unaut hori zed URL Access to
80. 82. 65. 82 Netherlands  [147.237.77.176 |nat pash. i df . i | we cogat i df i |/894. enf shar ed/ user cont ol s/ header upper / B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/  obot 5. t xt B ock 1
157.55.39.1 Lhited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter sig2 in aka.idf.il/nain/rabanut/general . aspx None
62.210.88.201 |France 147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to ww googl e. pl / search B ock
. . Uhaut hori zed URL Access to
188. 165. 15. 210 |France 147.237.77.233|atal .idf.il atal i of i1/ shar ed user cont rol s/ header upper Bl ock 1
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.121.96.251 |Israel 147.237.77. 216 |dover . i df . i | Distributed that hori zed LR Access on B ock 1
wwv i df.il/https:/vwwidf.il/
m ny- kosher - kravi . i j i
80.230.93.138 | srael 147.237.0. 17 "y llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
77.126.237.71 |Israel 147.237.76.39 |nobi | e. neitav.idf.i| ["2am®er Type Molation ctl 00sCont ent A acetbl der 13t xt Passvord i1 15 oo\ 1
nobi | e. nei tav.idf.il/tenpl ates/| ogi n. aspx
. . Unaut hori zed URL Access to
66.249.67.242 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
176.13. 0. 90 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
87.69.17. 184 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vwwidf.il/https:/wwidf.il/ B ock
. . Unaut hori zed URL Access to
66.249.64.51  [Israel 147.237.76.42 [refuah.idf.il 147. 237.76. 42/ si p_storage/ fi| es/ 3/ si ze100x0/ 2423. j pg Bl ock !
79.179.194. 4 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
207. 46.13. 14 Lhited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
66.249.93.222 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
141.212.122.96 |Uhited Sates |147.237.76.30 |hinush.idf.il Mal formed URL proxyt est. zrmap. i 0: 80 B ock 1
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 1
50.63.138.151 |lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 50. 63. 138. 151 B ock 1
m ny- kosher - kr avi . i _ _
80.230.93. 138 |lsrael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 80.230.93. 138 None 1
ny- kosher-kravi .idf . i _ _ o _
77.127.169. 8 | srael 147.237.0. 16 | MBSQ Data Retrieval with Inplicit  Qrnversion Brors None 1
ny- kosher-kravi . i df . i _ R,
66. 249. 67. 249 | srael 147.237.0. 16 | Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
. . Unaut hori zed URL Access to
185. 3. 144. 45 I srael 147.237.72. 156 |anan. i df . i | - i1/ bt ps: /waw il Bl ock 1
94.230. 86. 237 | srael 147.237.77. 243|nobi | e. i df . i | Paraneter Type Mol ation Docurent Nunber in B ock 1
nobi | e.idf.il/sachar/l ogi n
66. 249. 64. 56 I srael 147.237.76. 42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 66.249. 64. 56 B ock
208.115.113.89 |[Wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawuidf.il/894-en B ock
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
. . D stributed Uhaut hori zed LRL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
149. 88. 73. 39 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
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