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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2930
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1025
79.180. 148. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
5.29.44.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
84.108. 86. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
62. 219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il|Bl ock Wdp Al _Nets drop 9
188. 120. 148. 241 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 9
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 9
83. 149. 99. 157 Net her | ands 147.237.8. 45 e.eitan.idf.il Invalid TGP H ags drop 7
83. 149. 99. 157 Net her | ands 147.237.77. 243 nobi le.idf.il Invalid TGP H ags drop 7
83. 149. 99. 157 Net her | ands 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 6
83. 149. 99. 157 Net her | ands 147.237.77.121 e. navy.idf.il Invalid TGP H ags drop 6
176. 12. 140. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
100. 100. 94. 128 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
83. 149. 99. 157 Net her | ands 147.237.77.19 lawforumidf.il |Invalid TP Hags drop 5
2.54.155. 117 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
83. 149. 99. 157 Net her | ands 147.237.72. 14 dover.idf.il(old) |Invalid TGP H ags drop 4
50. 48. 199. 95 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
79.182. 26. 169 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
2.54. 28. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets drop 3
93.172.52. 178 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
50. 48. 199. 95 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 2
99.117. 28. 144 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 2
100. 100. 16. 75 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
71.6.186.90 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Bock Np Al Net drop 1
46.19. 86. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
89.139.55.0 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.183.99. 138 Lhited Sates 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1
66. 249. 64. 191 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
167.114. 82. 227 Canada 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
71.6.186.90 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1
46.19. 86. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Count

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
146.247.79. 155 |147.237.76.86 |Netherlands  [mavy.idf.il SERVER- WEBAPP backup access 2
181.198. 213. 98 |147.237.8.50 |Ecuador e tikshuv.idf.il ET SCAN Potential SSH Scan 2
181. 198. 213. 98 |147.237.8.27 |Ecuador e.nadimatal .idf.il ET SCAN Potential SSH Scan 2
181.198. 213. 98 [147.237.0.19 |Ecuador madi matal .idf.il ET SCAN Potential SSH Scan 2
181.198. 213. 98 |147. 237. 76. 38 |Ecuador eeneitav.idf.il ET SCAN Potential SSH Scan 2
159. 226. 21. 168 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
181.198. 213. 98 |147. 237. 76. 148 |Ecuador gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
181.198. 213. 98 |147.237.76. 31 |Ecuador nakchal . i df il ET SCAN Potential SSH Scan 1
104.167.99. 6 147.237.0.16 |Canada ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 3072 1
83.149.99.157 |147.237.77.243|Netherlands  |nobile.idf.il ET SCAN NVAP -sS wi ndow 4096 1
210. 61. 150. 154 [147.237.8.50 [Tai wan e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
83.149.99. 157 |147.237.77.243|Netherlands  [nobile.idf.il ET SCAN NVAP -f -sS 1
181.198. 213. 98 [147.237.0.35 |Ecuador akavs. i df . il ET SCAN Potential SSH Scan 1
83.149.99. 157 [147.237.72.14 |Netherlands  |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
210.61. 150. 154 [147.237.8.50 [Taiwan e tikshuv.idf.il ET SCAN NVAP -f -sS 1
83.149.99.157 [147.237.72.14 |Netherlands  |[dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
204.13.204.139 [147.237.72.14 |thited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
181.198.213.98 |147.237.0.16 |Ecuador ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
83.149.99.157 |147.237.8.45 |Netherlands |e.eitan.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76. 147 |Whited Sates |chinuch. aka.idf.il ET DRCP Bshiel d B ock Listed Source 1
159. 226. 21. 168 |147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
181. 198. 213. 98 [147. 237. 76. 197 |Ecuador e hinush.idf.il ET SCAN Potential SSH Scan 1
159. 226. 21. 168 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
117.32.117.47 |147.237.0.16 |China ny- kosher - kravi . i df.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
181.198. 213. 98 |147.237.76.30 |Ecuador hi nush. i df . i | ET SCAN Potential SSH Scan 1
104. 167. 99. 6 147.237.0.16 [Canada ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
181.198. 213. 98 |147.237.8.46 |Ecuador e. chinuch. i df .i | ET SCAN Potential SSH Scan 1
222.190.111.119(147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
83.149.99. 157 |147.237.77.243|Netherlands  [nobile.idf.il ET SCAN NMAP -sS wi ndow 2048 1
181.198. 213. 98 |147.237.8.24 |Ecuador elifestyleidf.il ET SCAN Potential SSH Scan 1
83.149.99. 157 [147.237.76.42 |[Netherlands |refuah.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147.237.8.50 [Tai wan e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
181.198. 213. 98 |147.237.0.33  |Ecuador idf.il ET SCAN Potential SSH Scan 1
83.149.99. 157 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
204.13.204.139 [147.237.72.14 |thited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
181.198.213.98 |147.237.0.17 |Ecuador mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
83.149.99. 157 [147.237.72.14 |Netherlands  |dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
204.13.204. 139 [147.237.72.14 |lhited Sates |[dover.idf.il(old) ET SCAN NVAP -f -sS 1
159. 226. 21. 168 |147.237.76.34 |Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
78.142.19. 47 147.237.0.17 |Bilgaria mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
194. 143. 145. 246(147. 237. 72. 167 |kr ai ne i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 528
94.228. 34. 248 zi;g’gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 132
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 119
54.187.55.213 |UWited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 88
216.239.250.4 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 81
80. 62. 116. 167  |Denmar k 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 59
79.180. 57. 114 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 53
153. 96. 196. 2 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
50. 48. 199. 95 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 47
100. 100. 10. 184 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 38
66.249.93.196 |Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 37
157.55. 39. 61 Lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 34
100. 6. 81. 162 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 33
66.249.67.13  |Uited Sares |147.237.72. 166 |akaicr.i1 | €M NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
66.249. 65.231 |United Sates 147, 237, 77. 216 |dover. if. i1 [ S ng Eng! ne: T Invalid Invalid segnent retransmssion. drop 33
Ret r ansni ssi on Packet dr opped.
162.157.31.56 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
66.249.93.192 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 32
46.121. 133. 110 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 32
15. 203. 169. 126 |Eur ope 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 31
66.249. 65,238 |Uited Sares [147. 237, 77. 216 |dover icr i1 || Sam NG Engi ne: TCP | nvalid Invalid segnent retransmssi on. drop 29
Ret r ansn ssi on Packet dr opped.
157.55.39.1 Lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 28
208.115.111. 73 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 27
66.249.93.200 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 27
15. 203. 169. 126 |Eur ope 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 27
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 27
109. 160. 149. 158l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
149.78.154. 69 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 24
185. 24. 207. 12 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 24
2.52.34.103 I'srael 147.237.72. 166 |aka ier.i1 |7 SN NG Enginer TGP Invalid I vl d segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dr opped.
24.114.222. 243 |Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 24
66.249.65.224  |Uited Sares [147. 237, 77. 216 |dover icr.i1 || Sam NG Engi ne: TCP | nvalid Invalid segnent retransmssi on. drop 23
Ret r ansn ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
216.11.6. 192 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 22
37. 26. 147. 192 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 22
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
46. 19. 85. 188 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
46. 117. 230. 251 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
66.249.67. 122 |uited Sares |147.237.72. 166 |akaior. i1 |2 €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 21
Ret ransm ssi on Packet dr opped.
83.42.173.190 |Spain 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
176. 12. 145. 28 | srael 147.237. 72. 156 |anan.i df . il Bad TCP sequence Inval id ACK nunber noni t or 20
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
176.13.19. 157 |Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 19
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
176.13. 8. 38 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 19
143. 210. 79. 251 zint:gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
54.244.22. 103 Lhited Sates [147.237.77.176|natpash.idf.il|{Bad TCP sequence Invalid ACK nunber noni t or 18
87.81.227. 41 zi;g’gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
37.26.146.182 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 18
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf orumasp |B ock 9
146. 247.79. 155 [Netherlands  [147.237.76.86 |navy.idf.il PHP At enpt B ock 6
46.116.118.35 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
146. 247.79. 155 |Net her| ands 147.237.76.86 |navy.idf.il Mil tiple Uauthorized URL Access from 146. 247. 79. 155 B ock 6
46.121.82.57 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Days in mobile idf.il/mlluim B ock 6
. . .|D stributed Uhaut hori zed LRL Access on
66.249. 79. 31 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i i chi nuch. aka, i df 117404, htm B ock 5
190. 206. 153. 118|Venezuel a 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed Method for Known URL from 190.206.153.118  |B ock 4
. - D stributed Lhaut hori zed URL Access on
80. 255. 3. 80 Ger many 147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- hel navy. aspx. aspx Bl ock 3
. . Unaut hori zed URL Access to
80. 255. 3. 80 Ger many 147.237.76.86 [navy.idf. il wwv navy. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 3
. - Unaut hori zed Met hod HEAD for
46.116.126. 186 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai / sachar / vi ewpaysl i p. aspx Bl ock 3
] . . D stributed Unauthori zed URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il Wi navy. i df i 1/ 994- 8613- he/ navy. aspx. aspx B ock 2
46.19. 86. 130 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock
82.81.7.201 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from82.81.7.201 B ock
; ; . Unhaut hori zed URL Access to
176.12. 140. 245 |l srael 147.237.76.30 |hi nush.idf.il v chi nush, at al i df .i | / 994- 8668- he/ hi mish. aspx- Bl ock 1
. . .|D stributed Uhaut hori zed LRL Access on
66. 249. 79. 25 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i i chi nuch. aka, i df 117404, htm B ock 1
141.212.121.208|Uited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ Bl ock 1
. - Unaut hori zed URL Access to
66.249.67.71 | srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ har edi i r esour ces/ st yl es/ common. css Bl ock !
2.54.38. 165 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.228.157.72 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw i df.il/anan Bl ock 1
Unhaut hori zed URL Access to
208.115.113.84 |Wited Sates (147.237.77.74 |lawidf.il wan | aw i df . i | /tenpl ates/tenpl at econt rol S/ News/ Xgexxa x'x” x’x7xce B ock 1
XX
. . Unaut hori zed URL Access to
66. 249. 67. 250 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ styl es/ gener al . css Bl ock !
94.7.162. 240 z‘;;gom 147.237.76.31 |nakchal .idf.il NULL Character in Mt hod Bl ock 1
66.102. 9. 91 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df . il/1294-en/ v i df.il/english B ock 1
] . . URL is Above Root Directory
216.223.27.25 |wited Sates |[147.237.76.31 |nakchal .idf.il v nakhal i df i1/ /i nages/ shar ed/ hore. png Bl ock 1
. - Paraneter Read Qnly Molation in
176.13. 19. 53 I srael 147.237.72. 166 |aka. i df . i | Wi aka. i f i |/ nai nV sachar/ regi st rat i onw zar d st ep3. aspx None 1
] ] .|O stributed Whaut hori zed URL Access on
66. 249. 79. 28 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i v chi nuch. aka. i df i1/404. htm Bl ock 1
141.212.122.96 |Uited Sates |[147.237.76.147|chi nuch. aka. i df . i|Mal forned URL proxytest.znmap.io: 80 B ock 1
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
85. 64. 159, 47 I srael 147.237.76.200|ei tan. aka. i df . i | |Distributed PP Attenpt B ock 1
74.208.16.115 [lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 208. 115. 113. 88 B ock 1
66. 249. 69. 41 I srael 147.237.77. 170 |maar achot . i df . i | |Uhauthori zed LR Access to 147.237.77. 170/ robot s. t xt B ock 1
157.55.39. 2 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 64.108.28 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109. 64. 108. 28 B ock 1
. - Unhaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 2306. | pg B ock 1
216.223.27.55 |Lhited Sates [147.237.76.86 |[navy.idf.il LRL is Above Root Directory wawv navy.idf.il/../inages/ shared/ hone. png B ock 1
. ; . Unhaut hori zed URL Access to
180.76.15.136  |Chi na 147.237.76.42 [refuah.idf.il v refua. atal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
66. 249. 79. 28 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Waut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock 1
66.249.67.224 |israel 147.237.72. 166 |aka. i df . i | xmuiufmhfgl Zsed LR Access to waw aka. idf.T1/sip_storagelfiles/2/x0®x g o\ 1
141.212.122.96 |[lhited Sates |[147.237.77.176|nat pash. i df .i | Mal formed URL proxyt est . znap. i 0: 80 B ock 1
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