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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2877
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2211
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 44
213. 57.226. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
2.54.136. 45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
62.219. 135. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
162. 158. 64. 231 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62.219.135. 119 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 9
62.219.135. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
95. 86. 112. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.127.209. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
83. 149. 99. 157 Net her | ands 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 5
162. 158. 64. 231 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
83. 149. 99. 157 Net her | ands 147.237. 8. 28 e.nobi l e-ks.idf.il |Invalid TGP Hags drop 4
79.177.108. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 250. 52, 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.136. 45 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
62. 128. 48. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
83. 149. 99. 157 Net her | ands 147.237.76. 198 e.yohal an.idf.il Invalid TGP H ags drop 2
115. 239. 228. 8 Chi na 147.237.76. 31 nakchal .idf.il JLM Under Attack Con Htp drop 2
2.54.136. 45 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89. 120. 154. 71 Rormani a 147.237.77. 216 dover.idf.il SYNHood full table drop 2
178. 62. 44. 243 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1
2.52.170. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
167.114. 82. 227 Canada 147.237. 76. 147 chinuch.aka.idf.il |B ock Wdp All Nets drop 1
2.54.167. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
183. 178. 218. 227 Hong Kong 147. 237.76. 39 nobi | e.nei tav.idf.il|Bl ock Udp Al Nets drop 1
74.117.133.194 Lhited Sates 147.237.72. 156 anan.idf.il Frk_Under Attack Con_Tcp drop 1
176. 12. 138. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
77.125.105. 225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 85. 133 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 9
176.13.22. 220|147 237 76.30 |israel himshidf | ET DO5 Large anount of TCP ZeroVWndow - Possible Niller2 5
DDos attack
188.138. 9. 51 147.237.76.39 |Ger many nobi | e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
83.149.99. 157 |147. 237. 76. 198 [Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
188.138.9. 51 147.237.0.34 |Ger many tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
5. 8. 66. 101 147.237.8.46 |Russian Federation |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
119. 90. 138. 214 |147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 4096 1
117 84.118. 40 |147. 237, 0.35  |ni na kv, i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
111 206.95. 251 |147. 237. 72 156 |chi na aranidf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
95.241.247.252 |147.237.0.33 |[itay idf.il ET SCAN Potential SSH Scan 1
222.190. 111. 119(147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
95, 241. 247. 252 |147.237.0.16 |italy ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
188.138. 9. 51 147. 237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.182.163.74 |147.237.0.200 :%Zz'bli'zlzmc i df il ET SCAN NVAP -sS wi ndow 1024 1
188.138.9.51 147. 237. 72. 166 |Ger many aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 151 147.237. 77. 216 |I srael dover. i df.il portscan: TCP D stributed Portscan 1
5. 8. 66. 101 147. 237. 76. 148 |Russi an Federation |ggcenter.aka. idf.il ET SCAN Potential SSH Scan 1
192 228.9. 111 |147. 237 72. 166 i na akaLidh il ET SCAN Behavi oral Uusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
5. 8. 66. 101 147.237.8.45 |Russian Federation |e.eitan.idf.il ET SCAN Potential SSH Scan 1
119. 90. 138. 214 |147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
112. 228.131. 170{147. 237.8.28 |China e.nobi | e-ks.idf.il BT SAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
95.241.247.252 |147.237.0.35 |[itay akavs. i df i ET SCAN Potential SSH Scan 1
95.241.247.252 |147.237.0.19 |[italy nadi matal .idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76. 197 [Lhited Sates e. hinush. i df .il ET DRCP DBshield B ock Listed Source 1
95. 241. 247. 252 |147.237.0.15 |italy kosher-kravi . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
46. 19. 86. 29 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 136
70.199. 64.106 |Lhited States [147.237.77.216|dover.idf.il |[drop First packet isn't SN drop 109
182.19.72.120 |India 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 96
46. 19. 85. 55 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 94
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 86
94. 199. 238. 15 LK?ir::gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 73
118.189. 27. 161 |S ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 70
184. 64. 212. 207 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
85. 65.228. 117  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 52
54.187.55.213 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 46
99.92.141.158 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 43
5.246.161.238 |Saudi Arabia [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 36
37.26. 148. 210 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
37.26.146.135 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
37. 26. 148. 220 | srael 147.237.77. 176 |mat pash. i df . i 1|dr op First packet isn't SN drop 31
66.249.60.26  |Uited Sares |147.237. 77, 216 |dover iar.i1 | €A NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 25
198.58.102. 156 |[lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 24
54.244.22. 103 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 24
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
54.245.64.111 |Lhited Sates [147.237.77.176 |natpash.idf.il|dr op First packet isn't SYN drop 23
82.145. 217. 17 Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
77.125.7.39  [israel 147.237.72. 166 |aka idf.il  |Bad TCP sequence Ssz;';e”ansm with different wndowl oiior |20
197. 47.183. 223 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
66.249.60.42  |Uited Sares |147.237. 77, 216 |dover iar.i1 | €M NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
168. 253. 241. 176 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
77.126.168.92 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
66.249.60.34  |uited Sates |147.237.77. 216 |dover.icr. i1 |2/ €AMNG Bngine: TCP Inval id nval i d segnent retransmssi on. drop 16
Ret ransm ssi on Packet dr opped.
46. 19. 85. 222 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
79.180. 133. 214 | srael 147.237.72. 166 |akaicr.i1 |2 €M NG Engi ne: TCP Invalid nval i d segrent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
37.26. 146. 254  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 15
62.219.135.119 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
46. 227. 147. 22 LK?ir::gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
100. 100. 80. 8 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 12
198.58.102. 158 [lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
198.58.102.95 [lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
82.166.22.9 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 12
100. 100. 6. 181 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 12
46. 116. 155. 156 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
109. 67.171. 241 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
85.72.205. 218 |G eece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
2.54.47. 161 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
66. 249. 69. 42 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 10
37.26.147.203 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
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Devi ce

A tacker

ountry Target Address |[Site Sgnature Action ‘Count

2.54.163.253 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 82
176.13.12. 103 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 42
193. 106. 54. 32 [l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 30
176.13.19. 209 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 23
2.54.163.253 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
80. 246. 136. 218 |I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 14
2.54.158.108 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
93.173.62.251 |[lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 8
80. 246. 136. 218 |I srael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6
79.178.32.104 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 178. 32. 104 B ock 3
2.54.29. 63 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
109. 64. 213. 150 [l srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
84.111.216.70 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
79.178.32.104 |lIsrael 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 2
66.249.79.31 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. ht m B ock 2
80. 246. 137. 220 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
72.9.148.10  |Wited Sates |147.237.76.86 |navy. idf .| m;;e‘;t?%fuﬁ‘jt;&' Zed ﬁgsiszs?; aspx Bock 2
31.154.87. 224 |lsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock

81.218. 116. 129 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
46.19.86.40  |Israel 147.237.72.167 i shuri maka. i df . i | &T&ﬁﬁnﬁfeﬁﬂ“i’g Protocol violation None 1
79.180.52. 130 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx B ock

184, 64, 212. 207 |Canada 147. 237.77. 216 |dover . i df . i | porane IT/yfgg?s"_ g'nj"tcjo‘\’/r;rc_te'lsogf@”te”tp'acem der 1St xtEmai | in Bock |1
157.55.39. 181 |United Sates [147. 237. 77. 216 |dover. i df . i | Uhaut hori zed URL Access to wwwidf.il/atal /i zkor/vi ew i ny. asp Bl ock 1
66. 249. 65. 188 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx B ock 1
84.111.0. 19 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
54.245.64.111 |Wited Sates |147.237.77. 176 |nat pash. i df . i | Mil tipl e Uhaut horized URL Access from 54.245. 64. 111 B ock 1
31. 168. 243. 185 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/https: /v aka.idf.il/ B ock 1
212.34.11.40 |Jordan 147.237.77. 176 |nat pash. i df . i | Mal formed URL http/1.1 B ock 1
77.125.7.39  |israel 147.237.72. 166 |aka. i df . i | ?‘rjlotn'qglf gls.l\?’.gtgh/ Hel fwi dth Lhi code Encoding on URU Paraneter (+) g 1
180. 97. 106. 36 |Chi na 147.237.72. 156 |arman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 1
66.249.67.71 |Israel 147. 237.72. 166 |aka. i df . i | i;t rzist;tl’tfz‘.j 1%%?“;;0;} gzie;ustzexrc;s.sazgx B ock 1
66. 249. 64. 108 |Israel 147.237.77.74 |lawidf.il ;23_‘“22?'7;_6;’4/Lg‘p_pcstcjsjg;/?i | es/ 81 318, pdf Bl ock 1
46.117.80.182 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to w i df.il/hinush/sitel he/ hi nush.asp  |Bl ock 1
66.249.78.11 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ at al . aspx B ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
62.210. 88. 201 |France 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to waw googl e. pl / sear ch B ock 1
37.142.158.81 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
212.34.11.40 |Jordan 147.237.77. 176 |nat pash. i df . i | mnc‘;‘g’;t ﬂ'ﬁﬁ?ggf;_ 1Mat hod /5/'si 2e220X0/ 1785.1pg in LR B ock 1
66.249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/val tam Bl ock

180. 97. 106. 37 |Chi na 147.237.72.167|i shuri maka. i df . il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
66. 249, 64. 113 |Israel 147.237.77.74 |lawidf il ﬂ?ftzg;’.ri?;eiu?‘p ;C;S:g;/?i | es/ 2/ 262, pef B ock 1
116. 25. 104. 17 |Chi na 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to ww i df.il/w ndow | ocati on. href B ock

46.120. 202. 117 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock
207.46.13.176 United Sates [147.237.77. 233 atal . i df . i | o2 Afff,,sfoetf.x”ﬁﬂa:iai;ifﬂxg ! ,?9:;2‘1/ XPOEOC aok 1
66.249.67.41 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
62.210.88.201 |France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock 1
46. 19. 85. 28 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.69.42 |Israel 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 1
180. 97. 106. 162 |Chi na 147.237.0. 17 m ny-kosher - kravi .i Unhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
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