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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2206
46. 19. 85. 202 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 128
176. 13. 19. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie dr op 98
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 64
89. 138.247. 13 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
95. 86. 105. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
109. 64. 63. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
85. 65. 219. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
89. 120. 154. 71 Romani a 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26.147. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 64. 120. 250 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
68. 196. 188. 75 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4
185. 88. 24. 102 147.237.77.216 dover.idf.il SYNHood full table dr op 4
82.102. 169. 113 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
182. 185. 14. 166 Paki st an 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
133.130. 136. 70 Japan 147.237.76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 3
168. 253. 241. 162 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
93.172. 185. 156 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
93. 172. 185. 156 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
192. 115. 248. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186. 56. 42 Chi na 147.237.76. 197 e. hinush.idf.il JLM Under Attack_Con_Tcp drop 2
46. 19. 85. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
71.6.186. 90 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
46. 19. 85. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
146. 185. 239. 100 Russi an Federation 147.237. 72. 156 anan. i df.il bl ock-sp-traf 1 drop 1
46. 19. 85. 74 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
167.114. 82. 227 Canada 147.237.76. 198 e.yohalan.idf.il |B ock Wdp All Nets drop 1
41. 34. 252. 165 Egypt 147.237.77.216 dover.idf.il SYNHood full table dr op 1




11-06-2015-09:04:03 to 11-06-2015-10:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
222.84.6.146 Chi na 147.237.76.86  |navy.idf.il C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 4
132. 66. 168. 127 |l srael 147.237.77.170 |maarachot.idf.il |Cl000004: HTTP. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 65. 193  |147.237.77.233|Wiited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
31, 146, 101. 246 |147.237.0.35 |@orga akavs. i df il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
210. 61. 150. 154 [147.237. 76. 197 [Tai wan e.hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
209.95.50.130 [147.237.0.19 |[Wited Sates |nadimatal.idf.i|ET SCAN Potential SSH Scan 1
188.138. 9. 51 147. 237. 76. 196 |Ger many esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 202 |Canada ehalag.idf.il |ET SCAN NVAP -sS w ndow 3072 1
37.26.149.228 |147.237.0.19 |[Israel madi matal .idf.i |ET SCAN Possible S Brute Force attack or Ste Gaw 1
210. 61. 150. 154 |147. 237. 76. 197 |Tai van ehinush.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
209. 95.50. 130 |147.237.0.34 |lited Sates |tikshuv.idf.il [ET SCAN Potential SSH Scan 1
109. 64. 192. 69  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 |147.237.77.233 atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1




11-06-2015-09:04:03 to 11-06-2015-10:04:03

|Top Attackers In FW |

Attacker Address ‘Attacker Gountry |Target Addr ess Ste |Signature Devi ce Action |Count |
212.76.114.7 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 8288
149. 78. 154. 69 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 177
54.187.55. 213 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 144
89. 204. 130. 181 Ger many 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 116
84.94.32.197 | srael 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 113
84.229. 155. 249 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 111
82.192. 68. 46 Net her | ands 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 79
109. 239. 21. 201 Azerbai j an 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 64
184. 64. 212. 207 Canada 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 59
149. 78. 93. 197 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 56
80. 83. 18. 62 Lebanon 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 55
93. 203. 229. 165 Ger many 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 55
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 54
52.16.5.197 Lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 53
184. 20. 72. 192 Lhited Sates 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 51
2.54.136. 144 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 51
68. 196. 188. 75 Lhited Sates 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 51
88. 202. 127. 229 Eur ope 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 50
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 48
79.182.199. 71 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 48
79.182.101. 29 I srael 147.237.76.42 |refuah.idf.il[Bad TCP sequence |SYNretransnit with different w ndow scal e noni t or 45
208. 69. 40. 101 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 42
79.177.124.59 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 42
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 40
108. 59. 253. 71 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 36
77.158. 88. 40 France 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 35
2.54.177.171 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 35
185. 88. 24. 102 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 32
212.199. 182. 150 |Israel 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 29
141. 0. 14. 217 Eur ope 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 28
77.158. 88. 42 France 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 28
89. 120. 154. 71 Romani a 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 28
37.26. 147. 189 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 26
41. 33. 232. 66 Egypt 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 25
37.26. 146. 198 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 25
17.142.152.81 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 24
46. 19. 86. 229 | srael 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 24
46.121. 101. 165 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 23
85. 64. 120. 250 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 23
185. 58. 201. 28 Lebanon 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 22
17.142.152. 85 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 22
85. 64. 154. 154 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SN drop 21
95. 86. 105. 156 | srael 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 20
109. 200. 30. 154 United Kingdom [147.237.77.216 |dover.idf.il |dr op First packet isn't SYN drop 20
5.29.251. 242 I srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 20
72.9.148. 10 Lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 19
37. 26. 146. 223 I srael 147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 19
168. 235. 196. 127 [Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 18
2.54.174.55 | srael 147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 17
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.139. 205 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 71
37.26.149.228 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 62
2. 54.139. 205 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 61
178. 150. 15. 158 |lkrai ne 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt Bl ock 6
93.172.8. 144 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for ww aka.idf.il/main/gi yus/ general . aspx |H ock 5
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 178. 150. 15. 158 Bl ock 5
167. 114. 156. 198|Canada 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
79.183.0. 162 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
184.172.57.52 |Wited Sates |147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 184. 172.57. 52 Bl ock 4
46. 19. 85. 47 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 3
2.54.136. 144 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf . il Distributed Suspici ous Response Code Bl ock 2
79.177.155.238 Israel 147.237.0.19  [nadi matal . i df i [| oot Ve 7'5;;_’?\;:52??;2? Fl acerbl der 13txt Last Nare i n Bl ock 2
192. 114. 23. 209 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Uhauthorized LRL Access on nobi | e.idf.il/sachar/index B ock 2
31.154.16.162 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.218.167.58 |[lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 2
207.232.37.228 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.218.251. 250 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/wan tikshuv.idf.il B ock 2
37.26.149 228 |1srael 147.237.0.19 |madimatal .idf.il ;(;?2’\:n1y4;fzége Sane Response Code (404) in Session from B ock 2
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il m;;?/‘;t o a2 oo 2o aspX Bock |2
5.28.184. 54 I 'srael 147.237.77. 216 |dover.i df . i | Unhaut hori zed URL Access to ww i df.il/894-he B ock 1
216.218.206. 68 |Lhited Sates |147.237.72.156 |anan. i df.il Unaut hori zed URL Access to 147.237.72. 156/ B ock 1
79.182.168. 188 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
178. 150. 15. 158 |lkrai ne 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. idf.il/main/giyus/index. php B ock 1
66.249.67.65  |Israel 147.237.72.166 |aka. i df . i | 1D4§t rzi?,k;‘_“g?' 1&7“;}?:} ;efu;geﬁgfgf_saggx Bl ock 1
167. 114. 156. 198|Canada 147.237.72. 166 |aka. i df . i | Uhknown Paranet er anp; doci d i n www aka. i df.il/giyus/forns/ None 1
84.228.225.41 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
38.111.147.88 |lnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 1
2.52.185.125 | srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
167. 114. 156. 198|Canada 147.237.72. 166 |aka. i df . i | Unknown Par aret er anp; modul et ogot o i n waw aka. i df . i|/giyus/ | ogi n/ None 1
66.249. 67.227 |Israel 147.237.77.176 [mat pash. i df . il  |Uhauthorized UR. Access to ww cogat . idf.il/894-he Bl ock 1
66.249.65.139 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy.idf.il/navy/ navy/watercrafts. aspx |B ock 1
142.54.172.100 |nited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw cl oud. ph/ B ock 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/print_text.asp Bl ock 1
182.185. 14. 166 |Paki stan 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 182. 185. 14. 166 B ock 1
66.249. 67.190 |Israel 147.237.77. 74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ sip_storagel fil es/ 3/ 453. pdf |H ock 1
167. 114. 156. 198|Canada 147.237.72. 166 [aka. i df . i | Unknown Paranet er anp; doci d i n waw aka. i df.il/giyus/forundefault.asp |None 1
195.62.18.172 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.177.184.178 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1135- he/ at al . aspx B ock 1
176.13.23.199 | srael 147.237.76.42 |refuah.idf.il  [J300ed thahori zed o o e Bock |1
66.249. 67.254 I srael 147.237.76.42 |refuah.idf.il ﬂ?g;g‘?f;ééﬁzﬁpﬁ:tﬁsjgéﬁi | es/ 1 2031 pef Bl ock 1
66.249. 65. 146 [l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df . il /navy/ navy/ general . aspx Bl ock 1
157. 55. 39. 46 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to ww aka. i df.il/yohal an/ f or uns/ asp/ B ock 1
37.26.149.132 |[Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
81.218.116.228 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df .i|/mai n/ gi yus Bl ock 1
66. 249. 69. 42 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v idf.il/international _training/ catal og.asp |B ock 1
182. 185. 14. 166 |Paki stan 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df.il/inages/ B ock 1
167. 114. 156. 198|Canada 147.237.72. 166 [aka. i df . i | Unknown Paranet er anp; doci d i n waw aka. i df . i |/giyus/ general / None 1
66.249.67.196 |lsrael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ sip_storage/ files/ 1/ 771. pdf |B ock 1
94. 230. 84. 86 I srael 147.237.72. 167 |i shuri maka. i df . i|PHP Attenpt B ock 1
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