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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6150
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2486
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 422
37.142. 64. 49 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 41
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
2.52.57.126 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
79.176. 159. 189 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
79.182.103. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
188. 120. 150. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 160. 191. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.177.166. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
124.11. 242. 216 Tai wan 147.237.76. 39 nobi | e. neitav.idf.il|B ock Wdp All Nets drop 3
109. 65. 170. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
84.111.124.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.142.242.131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
157.55. 12. 64 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
93.172. 185. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.162.7 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

46. 19. 85. 149 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 288
149.78.154. 69 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 224
205.203.135.1 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 102
79.176.57.121 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 92
173.27.145.42 |wnited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 88
79.176.184. 189 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 73
115. 164. 208. 165|M aysi a 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 60
54.187.55.213 |lhited States [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 60
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 55
68. 96.59. 120 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 55
77.126.236.228 |lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 54
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 49
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 47
84.108. 34. 55 | srael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 45
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 45
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 44
2.54.54. 226 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 43
82.145.211.76 |Europe 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 43
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 41
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 39
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 34
86.67.9. 88 France 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 34
212.199. 182. 150]I srael 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 33
46. 19. 85. 132 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 32
93.172.160. 154 |Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 25
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 25
46. 19. 86. 206 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 24
85. 64. 82. 40 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 22
207.241.229. 190|Wited Sates |147.237.72.166|aka idf.il |Véb Server Enforcenent M ol ation V;EViSfévers Stow HITP Denial - of rej ect 22
2.52.57.126 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 22
2.54.151. 117 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 21
176. 106. 226. 158|l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 21
109. 200. 30. 154 zint:gom 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 20
46. 19. 85. 160 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 19
157. 55. 39. 92 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 19
46.19. 86.8 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 19
70.198. 41. 99 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 18
176.12.143. 127 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 18
157.55.39.180 [thited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 18
66. 249. 69. 42 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 17
2.54.150. 75 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 17
79.181. 5. 146 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 17
188. 120. 150. 249|I srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 16
5.102. 254.203 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 16
192. 115. 29. 213 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 16
157.55.39. 115 [thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 15
2.52.58.20 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 15
79.182.120.211 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 15
198.58.102. 158 |[thited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 14
65.55.210. 128 |tited Sates |147.237.77.234|hal ag.i df . i Streamng Engi ne: TCP Invalid Invalid segment retransmssion. Packet | 14

Ret r ansm ssi on

dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
5.102. 254. 203 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unknown HTTP Request Method from 5. 102. 254. 203 B ock 25
5.102. 254. 203 |Israel 147.237.77. 216 |dover . i df . i | Miltiple Illegal HITP \Version fromb5. 102. 254, 203 B ock 25
5.102. 254. 203  |Israel 147.237.77.216|dover . i df . i | Ml tiple Mal formed URL from 5. 102. 254. 203 B ock 25
66. 249. 65. 93 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
40.77.167. 91 Lhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 3
149.78.191. 61 |[lIsrael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3
176.12. 147. 187 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
. . Uhaut hori zed URL Access to
109. 67.36. 233 |Israel 147.237.76.86 |[navy.idf.il v navy. i df . i 1/ consol e/ cor e/ doc.ngr/ doc. ngr . asp B ock 2
; . ] O stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
- . . |Unaut hori zed URL Access to
79.176. 159. 189 |lIsrael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed! aj ax/ updat enakat gaunt i ty. aspx Bl ock 2
5.29. 252. 173 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . D stributed Uhaut hori zed URL Access on
66.249.67.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
157. 55. 39. 31 Lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw ti kshuv.idf.il/site/links. aspx Bl ock 1
79.182.139. 232 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/https:/ww aka.idf.il/ B ock 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 1
62.210.88.201 |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw googl e. pl / sear ch B ock 1
5.102. 254. 203 |Israel 147.237.77. 216 |dover.i df .i | Ilegal HITP \ersion B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
66. 249. 65. 99 | srael 147.237.76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
] . . Uhaut hori zed URL Access to
157. 55. 39. 47 Uited Sates |147.237.72.166|aka.idf .il vaww aka, i df i 1/ i | Ui it enpl at es/ v behazdaa. or g Bl ock 1
82.102. 169. 113 |l srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
5.102. 254. 203 |Israel 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method Host: in URL v idf.il B ock 1
66. 249. 69. 42 I srael 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 1
192.99.16. 165 |Canada 147.237.77. 170 |maar achot . i df . i | |Unhaut horized URL Access to naarachot . i df . il /wordpress/ wp-adm n/ B ock 1
66.249. 67.133  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1644- he/ r ef uah. aspx B ock 1
109. 205. 114. 54 |iraq 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
62.219.161.81 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
5.102. 254.203 |Israel 147.237.77.216|dover.i df . i | Mal formed URL i off . i | B ock 1
72.29.127.17 Uhited Sates |147.237.77.170 |maarachot . i df. il |Unauthorized URL Access to maarachot.idf.il/ol d/ wp-adm n/ B ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
66.249.65. 174 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock
157. 55. 39. 94 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Suspicious Response Qode B ock 1
84.109.10.117 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /mainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 69. 42 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to v i df .il/hi nush B ock 1
207. 46.13. 27 Lhited Sates |147.237.76.86 |navy.idf.il D stributed Unaut hori zed URL Access on wa navy.idf.il/sip storage/  |B ock 1
. . Uhaut hori zed URL Access to
66.249.67. 142 [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p st oragel fi | es/ 9/ 2689, | pg Bl ock 1
. . Uhaut hori zed URL Access to
66.249.65.17  |Israel 147.287.77. 170 |m@arachot . i df . i 1 |- a0 27120, 71538, he/ nmar achot . aspx Bl ock 1
142.54.187.46 |thited Sates |147.237.76.86 |navy.idf.il Unhaut hor i zed URL Access to ww cl oud. ph/ B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf .i | O stributed Suspicious Response Code B ock
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
157.55.39.132 |[lhited Sates |147.237.76.86 |[navy.idf.il Dstributed Unhaut hori zed LRL Access on vww navy.idf.il/sip_storage/  |Bl ock 1
87.69. 136. 33 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
54.162.137.101 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
2.54.3.195 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 48 I srael 147.237.77. 216 [dover . i df . i | 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock !
208. 113. 234. 185|lhited States |147.237.77. 170 [m@ar achot . i df . i | [Wauthorized URL Access to maarachot.idf.il/wp/ wp-adnin/ B ock 1
. . Uhaut hori zed URL Access to
66.249.67. 196  Israel 147.237.77.74 (lawidf.il 147, 237. 7. 741 163- 4526- he/ pat zar . aspx Bl ock 1
. ] .|D stributed Whaut hori zed URL Access on
66. 249. 65. 86 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i vaww chi nuch. aka. i df i1/ 404. htm Bl ock 1
79.181.52.117 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/nain/ gi yus/ B ock 1
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