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M dover.idf.il

M nadi matal .idf.i

M aka. idf.il

M tikshuv.idf.il

M rat pash. i df . i

M navy.idf.il

I hal ag.idf.il

M refuah.idf.il
mu. i df . il

M nobile.idf.il

M 167. 114. 156. 16
176. 13. 14. 188
I 54.187. 55. 213
149. 78. 154. 69
Il 94. 159. 191. 227
M 188. 166. 43. 71
I 66. 249. 69. 42
Il 37.231. 180. 26
82.192. 68. 46
W 41.33.231.90
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 3861
149. 78. 154. 69 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3180
167.114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 2320
66. 249. 67. 13 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 1890
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 491
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 382
213.57. 202. 92 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
194. 90. 83. 233 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 3
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il |[Block Np All Net drop 3
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
108. 211. 9. 98 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 2
180. 97. 106. 161 Chi na 147.237. 72. 166 aka.idf.il |block-sp-trafl drop 1

46. 19. 86. 85 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1




11-06-2015-07:04:01 to 11-06-2015-08:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgna1ure Devi ce Action |Count |
63. 143. 34. 37 Lhited Sates 147.237.76.42 |refuah.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
63. 143. 34. 37 Lhited Sates 147.237.76.42 |refuah.idf.il |5670: HITP. SQ Injection (SALECT) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
54.187.55.213 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 316
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 240
94.159. 191. 227 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 217
188. 166. 43. 71 :ZZ::FI on 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 186
37.231.180.26 |Kuwait 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 72
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 69
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 65
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
46.116. 88.101 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 55
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
2.52.61.27 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 52
176.13. 14.188 |israel 147.237.0.19  |radimatal igr.i| > Samng Engine: TP Invalid  invalid segnent retransmssi on. drop 49
Ret r ansni ssi on Packet dr opped.
91.232.101.58 |Lebanon 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 47
109. 67.129. 236 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
176.13.7.240 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 40
66.249.69.42  |Uited Sates  |147.237. 7. 216 |dover ich. i1 | SAMNg Engine: TP I nvalid - linvalid segnent retransnission drop 40
Ret r ansni ssi on Packet dr opped.
68. 96. 59. 120 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 40
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
31.154.29.94 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
98.202.189. 179 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 32
157.55.39.180 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
109. 200. 30. 154 |United Ki ngdom|147.237.77.216 |dover.idf.il dr op Frst packet isn't SWN drop 28
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
109. 65. 114. 222 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
2.54.12.68 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 25
46.120. 251. 104 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
66. 249. 69. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
5. 62.128. 68 :Z:::Inl on 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
157.55.39. 181 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
46. 19. 86. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
66.249.69.30  |ited Sates 147, 237.77. 216 |dover icr. 1 | S NG Engine: TP Invalid - Jinvalid segrent retransmission. |, o 18
Ret r ansm ssi on Packet dr opped.
212.70.38.146 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
157.55.39.208 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
157.55.39. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
157. 55. 39. 92 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
66.249.60.26  |Uited Sares  |147.237. 77. 216 |dover icr. i | SAM NG Engine: TGP Invalid - invalid segnent retransnissi on drop 16
Ret r ansni ssi on Packet dr opped.
79.179.59. 247 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
66. 249. 69. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
198.58.102. 156 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
213.57.130.227 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | onitor |14
46.19. 85. 24 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 13
84.109.243.29 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘Tar get Address |Site

‘Count

Country Action
176.13. 14. 188 [l srael 147.237.0.19 |nadimatal .idf.il  |1o0 My of the Sane Response Code (404) in Session from Bock  [782
176.13. 14, 188
176.13.14. 188 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 335
173.208.169.34 |lhited Sates [147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 173. 208. 169. 34 Bl ock 25
176.13. 14. 188 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Same Response Code (403) in Session from B ock 14
176.13. 14. 188
173.208.169.34 |lhited Sates [147.237.0.34 |tikshuv.idf.il Ml tipl e Admin Bl ocking from 173.208. 169. 34 Bl ock 13
173.208.169. 34 |[Uhited Sates [147.237.0.34 |ti kshuv.idf.il PHP At enpt B ock
162. 243. 215. 132|thited Sates |147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 162. 243, 215. 132 B ock
2.52.151. 148 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock
] . . DO stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 2
198. 20. 69. 74 Lhited Sates |[147.237.0.19 |nadimatal .idf.il Dstributed Waut horized URL Access on 147.237.0. 19/ B ock 1
. . Unaut hori zed URL Access to
66.249. 67. 142 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 9/ 3049, | pg B ock 1
40.77.167. 14 Lhited Sates |147.237.76.86 |navy.idf.il O stributed Uhauthorized URL Access on ww navy.idf.il/sip_storage/ |Bl ock 1
Gooki e Tanpering on cooki e _pk_ref.322.9cd2: Expected
85. 250. 3. 125 | srael 147.237.0.19 |nadimatal .idf.il ["","", 1445274878, "htt ps: / / wan googl e. co. il /"], Cbserved None 1
["","", 1446788915, "ht t ps: // wwn googl e. co. il /"]
. . O stributed Unaut hori zed URL Access on
66.249.67.250 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66.102. 9. 81 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-en/wanidf.il/english |B ock 1
] . . Unaut hori zed URL Access to
157.55.39.189  |Uited States |147.237.77. 234 hal ag. i dff . i | Wy | ogistics.atal.idf.il/tenplates/shared usercontrol s/ navnenu/ Bl ock !
72.9.148.10 Lhited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from72.9.148. 10 B ock 1
66.249.67.190 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
’ . - Unaut hori zed URL Access to
207.46.13.71  [Wited Sates |[147.237.77.176|nat pash. i df. il v cogat . i df i 1/901- 11019- en/ cogat . aspx. Bl ock 1
40.77.167.21 Lhited Sates |[147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general .aspx |Bl ock 1
92.53.113. 220 RJF Sﬁ::ﬂ on 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/test/wp-adm n/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 67. 254 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 3 2413.| pg B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
; ; ] Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il v i i |/ nevsi t e/ engl i sh/ 120103- 3. st ) Bl ock 1
. . Lhtraceabl e S3. Sessions: Protocol violation
66.249.67.224 |Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO None 1
207.46.13.120 [Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
] . . Unaut hori zed URL Access to
40.77.167. 39 Lhited Sates |[147.237.77.216|dover.idf.il vow i df i |/ shar ed/ user cont r ol s/ header upper/ B ock 1
] . . . Unaut hori zed URL Access to
173.208.169. 34 |lLnited Sates [147.237.0.34 |tikshuv.idf.il vaww i kshuv. i f i | /£ reeaspupl oad upl oadt est er . asp B ock 1
. . Paraneter Type Mol ati on SearchText in
93.173.233.105 |Israel 147.237.77. 216 |dover.i df . il v i df i 1/ 1065- he/ dover . aspx Bl ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/894-he B ock 1
. . Unaut hori zed Met hod HEAD for
190. 232. 70. 148 |Feru 147.237.72.166 |aka. i df . i | voww aka. i i |/ nai v gi yus/ def aul t . aspx B ock 1
. . O stributed Unaut hori zed URL Access on
66.249. 67. 71 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
2.52.184. 84 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
173.208.169.34 |lhited Sates [147.237.0.34 |tikshuv.idf.il Adnin Bl ocki ng Bl ock 1
79.176.165.53 |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for B ock 1
ww aka. i df . i1/ mai n/ gi yus/ general . aspx
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249.67.240 |[Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
212.227. 114. 135|Ger nany 147.237.77. 170 |n@ar achot . i df . i | Unhaut hori zed URL Access to maarachot . i df . il/wp-admn/ B ock 1
62.210.88.201 |France 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to waww googl e. pl / sear ch B ock 1
- . D stributed Lhaut hori zed URL Access on
151.80.31.125 [italy 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- hel navy. aspx. aspx Bl ock 1
66. 249. 69. 34 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx B ock 1
_ m ny- kosher - kravi . i _
198. 20. 69. 74 Lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
. . Unaut hori zed URL Access to
66.249.67.133 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ O/ 3250. | pg B ock 1
5.28.178. 213 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock
82.82.42.178 Ger many 147.237.77.216|dover . i df . i | O stributed Suspicious Response Gode Bl ock
. . Unhaut hori zed URL Access to
66. 249. 67. 242 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
176.13.14. 188 |l srael 147.237.0.19 |[madimatal .idf.il Too Many 403: Response Code per Session Bl ock
62.210.88.201 |France 147.237.77. 170 |n@ar achot . i df . i | Lhaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock
157.55.39. 104 [thited Sates |147.237.76.86 |navy.idf.il O stributed Uhauthorized URL Access on ww navy.idf.il/sip_storage/ |Bl ock 1
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