11-06-2015-06:04:05 to 11-06-2015-07:04:05

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da”y Report

|Top Targets |
3, 2004¢
2, 400"
. M dover.idf.il
1, 600+ M aka.idf.il
i M nadi matal .idf.il
Nummber ] M vy chamat z. aka. i df . i |
a M naarachot . i df .|
Attacks 0- . . .
' I tikshuv.idf.il
& M chi nuch. aka. i df.il
¥ m ny- kosher - kravi . i df . il
M nat pash. i df . i |

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
54.187. 55. 213

I 91. 228. 167. 109
149. 78. 154. 69

" r(;ber Il 136. 0. 99. 90
Attacks M 54.244.22. 103

I 41.33.231.90

M 151. 236. 176. 82
79.180. 28. 154

Ml 65. 55. 54. 191

Top Attackers



11-06-2015-06:04:05 to 11-06-2015-07:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swit chbl adG dest - r eset 2186
176. 13. 19. 206 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 22
84.109.12. 174 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
95.185. 91. 24 Saudi Arabi a 147.237.77. 216 dover.idf.il |SINHood full table drop 2
31.210. 186. 148 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 2
46.121.15. 72 | srael 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1

59. 148. 91. 18 Hong Kong 147.237.76. 86 navy.idf.il |Block Wdp All Nets dr op 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

66.249. 73. 191 147.237.77.170 |Wnited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 6
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
188.138. 9. 51 147.237.76.39  |Ger many nobi | e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89.248.174.106  [147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.175.228.199 |147.237.76.148 |Korea, Republic of |gqcenter.aka.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
54.187.55.213 |lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 220
91.228.167.109 |49 ovakia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 143
149.78.154.69 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 130
136. 0. 99. 90 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 116
54.244.22.103 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 115
151. 236. 176.82 |lrag 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 73
79.180. 28. 154 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 56
65.55.54. 191 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 53
176. 28. 46. 163 |Ger many 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 51
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 40
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 38
110.174.76.65 |Austraia 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 38
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 36
174.44.100.56 |hited Sates [147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 34
212.199. 182. 150|l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 31
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 30
108.59.253.71 [thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 30
66.249.60.26  |Uited Sates |147.237.77. 216 |dover. ior. i [ €AM NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet |, 30
Ret r ansni ssi on dr opped.
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 27
64. 46. 23. 242 Canada 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
72.9.148. 10 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 24
157.55.39.181 |[thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 21
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i df .i|dr op drop 21
66.249.60.34  |Uited Sates |147.237.77. 216 |dover. iof. [ €AM NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet |, . 20
Ret r ansni ssi on dr opped.
157.55. 39. 92 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 20
136.243.5.203  |Ger many 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 20
188. 48. 215. 144 |Saudi Arabia 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 20
66.249.60.42  |uited Sates |147. 237, 77. 216 |dover. i of i || SN Egine: TP Invalid Invalid segment retransmssion. Packet |, 18
Ret r ansnmi ssi on dr opped.
157. 55. 39. 115 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 18
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 18
149. 88. 81. 58 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 17
98. 150. 154. 247 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 15
176. 13. 19. 206 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 13
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 13
50. 116. 28. 209 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 12
95. 185.91. 24 Saudi Arabia 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 12
98.216.106. 141 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 12
79.182.181. 253 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 10
125. 212. 124. 136|Phi i ppi nes 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 9
176.12.138.18 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 9
208.184.112.75 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 8
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i of .i|dr op SAMrul e drop 8
68.184.245.199 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 8
131.253.25.156 |Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 7
66. 249. 69. 26 | srael 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 7
2.54.29.137 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 7
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 7
109. 200. 30. 154 zi;gegom 147. 237. 77. 216 |dover. i df .i |dr op First packet ismt SYN drop 7
92.247.181.31 |Bilgaria 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop
198.58.102.96 |[Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.14.188 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 22
: . . Uhaut hori zed URL Access to
208.115.113.88 [Lhited Sates  [147.237.76.86 |navy.idf.il navy. i o . i 1/ gi yus/ f or und asp/ showf or um asp B ock 5
. . . Mil tipl e Whaut hori zed Method for Known URL from
187. 149. 197. 237 |Mexi co 147.237.72. 166 |aka. i df . i | 187. 149, 197, 237 B ock 4
187. 149. 197. 237|Mexi co 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
m ny- kosher - kravi . id _ _
46.19. 85. 132 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 2
207.46.13.27  |lnited Sates  [147.237.76.86 |navy.idf.il O stri but ed Lhaut hori zed LR. Access on Bl ock 2
W navy. i df . il /sip storage/
46.19. 86. 133 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock
199. 30. 25. 40 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm [B ock
162.243. 215. 132|thited Sates  |147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 162.243.215. 132 B ock
. . Uhaut hori zed URL Access to
66.249.65.21  |Israel 147.237.77. 170 [m@ar achot . i df . i | 147.237.77. 170/ 71652- he/ maar achot . aspx Bl ock 1
207.46.13.3  [lnited Sates  [147.237.76.86 |navy.idf.il O stri but ed Lhaut hori zed LR. Access on Bl ock 1
W navy. i df . il /sip storage/
66.249.67.122 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam Bl ock 1
www. chanat z. aka. i df . ) )
66. 249. 79. 20 | srael 147.237.77. 226 il Ml ti pl e Unaut hori zed URL Access from 66.249. 79. 20 B ock 1
66. 249. 65. 25 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robot s. t xt Bl ock
182.118. 45. 212 [China 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock
66. 249. 67.250  |Israel 147.237. 72. 166 |aka. i df . i | Distributed Lhauthorized URL Access on B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 1
66. 249. 65. 99 | srael 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
207.46.13.71  |lhited Sates  [147.237.77.176 |nat pash. i df . i | thaut hori zed LRL Access to Bl ock 1

wa cogat . i df . i |/ about / mat ehanat pash/ pages/ dover . aspx

. wwwy, chanat z. aka. i df . .
182.118.55. 118 |Chi na 147.237.77. 226 Unaut hori zed URL Access to 147.237.77.226/ B ock 1

il
: . Uhaut hori zed LRL Access to
66.249. 67. 254 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 926- hel r ef uah. aspx Bl ock 1

ww, chanat z. aka. i df . )
62.210. 88.201 |France 147.237.77. 226 Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1

il
. . Unhaut hori zed Met hod HEAD f or
192. 115. 100. 190|I srael 147.237.72.166|aka. i df . i | ww aka i df i 1/i turi nh aspl vers. asp B ock 1

m ny- kosher - kravi . id

foil
. . Uhaut hori zed URL Access to
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | vaww aka. i df i 1/ 1148- he/ chi nuch. aspx Bl ock 1

Paraneter Type Molation catld in

84.94. 161. 105 | srael 147.237.0. 17 Dstributed I11egal Paraneter Encodi ng None 1

40. 77. 167. 57 Lhited Sates 147.237.0.34 |tikshuv.idf.il vy ti kshuv. i df i 1/si tel general . aspx B ock 1
182.118.60.35 |China 147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i | Suspi ci ous Response Code Bl ock
; . Uhaut hori zed URL Access to
66.249.65.17  |Israel 147.237.77. 170 |n@ar achot . i df . i | 147. 237.77. 170/ 71866- he/ maar achot . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ edl | | br ary/ gener al doc. asp B ock 1
40.77. 167. 68 Lhited Sates 147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 1
212.49.107. 118 RJSIS;:Fi on 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code B ock 1
182.118.60.35 |China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ Bl ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover.i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
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