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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4553
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3224
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3065
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2326
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
222.186. 56. 42 Chi na 147.237.76. 198 e.yohalan.idf.il |JLM Under Attack_Con_Tcp drop 2
180. 97. 106. 36 Chi na 147.237.72. 167 i shurimaka. i df.il|bl ock-sp-traf 1 drop 1
112.175. 228. 69 Korea, Republic of 147.237.77. 234 hal ag.idf.il Invalid TGP H ags drop 1
180. 97. 106. 162 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-trafl drop 1
183. 60. 48. 25 Chi na 147. 237. 76. 200 eitan.aka.idf.il |Block Wp Al Nets Con Linit drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
109. 149. 178. 174 United Ki ngdom 147. 237.72. 166 aka.idf.il CL000106: HTTP. maj estic bot B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 24 e lifestyle idf.il |13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
125. 208. 13. 94 |147. 237. 76. 196 [Chi na esvivaidf.il |ET SCAN Potential SSH Scan 1
89. 248. 174. 106 |147.237.0.19  [Netherl ands nadi matal .idf.il|ET SCAN NMAP -sS wi ndow 1024 1
200. 2. 165. 224 [147.237.72. 167 |Suri nane i shurimaka. i df.i ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
193. 107. 16. 206 [147. 237. 0. 34 232;;} o tikshuv.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
104. 245. 101. 69 |147. 237. 77. 216 dover.idf.il SERVER- WEBAPP admi n. php access 1
46.151.52. 8 147.237.76. 42 |kraine refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.115.58. 160 |[147.237.77.212|Wited Sates e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 262
174.44.100.56 |Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 242
197. 133. 215. 191 |Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 157
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 114
197. 40. 99. 97 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 114
2.54.57.28 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 108
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 68
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 63
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 62
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 58
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 52
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 51
154. 20. 37. 56 Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 43
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 42
75. 183. 52. 46 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 41
72.9.148. 10 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 41
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 40
45. 16. 159. 164 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 38
165.225.72.54 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
109. 200. 30. 154 [United Ki ngdom 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 34
66.249.81.218 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 31
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 30
Sreaning Engine: TGP Invalid ' i ssi
157.55.2.139  |wited Sates 147. 237, 77. 234 |hal ag. i df . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.81.212 |Wited Sates 147. 237. 77. 216 |dover. i df . i g =g Invalid segnent retransmssion. 4 o 30
Ret r ansni ssi on Packet dr opped.
82.80. 25. 221 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 28
Sreanming Engine: TCP Invalid i i ssi
66.249.69.42  |lnited Sates 147. 237. 77. 216 |dover . i df . i 9 =g Invalid segnent retransmssion. drop 28
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i Ssi
79.176. 150. 147 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Inval i d segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dr opped.
66.249.81.215 |Russi an Federation 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 26
41.33.231. 90 Egypt 147.237. 77. 216 |dover. i df .i |dr op drop 24
Sreaming Engine: TGP Invalid ' i Ssi
66.249.69.34  |nited Sates 147. 237. 77. 216 |dover . i df . i 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
157.55.39.208 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 23
131.118.85.100 |lLhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 19
110.174.76.65 |Australia 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 19
157. 55. 39. 92 Lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 14
69.112.124. 174 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 14
85. 64. 205. 157 |l srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 13
157.55.39.180 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 13
S SYNFAXK retransnit with different .
213.57.141. 203 |lsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence wi ndow scal e noni t or 13
65. 19. 138. 33 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
66.249.69.26  |Uited Sates 147. 237, 77. 216 |dover. i df . i 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
198.58.103.36 |lLhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 12
198.58.102.96 |lLhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
66. 249. 81. 212 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 11
69. 164. 219. 121 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 10
176. 67. 98. 139 g";'cisgi'géa” Territory. 1147. 237. 77. 216 |dover. i of. i |dr op First packet ism't SWN drop 10
66. 249. 69. 42 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 10
157.55.39. 115 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 10
77.127.208. 58 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10
40.77.167.59 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop
40. 77. 167. 39 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 65.126. 10 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 109. 65. 126. 10 |B ock 7
. . . Mul tipl e Whaut hori zed Method for Known URL from
187. 149. 197. 237 |Mexi co 147.237.72. 166 |aka. i df . i | 187, 149, 197, 237 B ock 6
104. 236. 201. 44 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 104. 236. 201. 44 Bl ock
109. 65.126.10 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
162. 243. 215. 132|thited Sates |147.237.77.176 |nmat pash. i df . i | Ml tipl e Unauthorized URL Access from 162. 243, 215. 132 Bl ock
104. 236. 201. 44 147.237.76.86 |navy.idf.il Ostributed thaut horj zed LR Access on Bl ock 2
W navy. i df .il/sip storage/
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 1
62.210.88.201 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to www googl e. pl / sear ch B ock
182.118.60.35 |China 147.237.72.167|i shuri maka. i df . il Unhaut hori zed URL Access to 147.237.72.167/ Bl ock
. . Unhaut hori zed Met hod HEAD f or
109. 65.126.10 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ Bl ock
207. 46. 13. 60 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www: navy. i df . il /sip_storage/ B ock
. . DO stributed Whaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
Uhaut hori zed URL Access to
180. 76. 15. 139  |China 147.237.0.15 |kosher-kravi.idf.il winv kosher -kravi . i df . i1 /tenpl at es/ shar ed/ user cont r ol s/ header upper |Bl ock 1
/
: . . Uhaut hori zed URL Access to
40.77.167.40  |Wited Sates [147.237.77.176|nat pash. i df.il v cogat i df i 1/si p. st oragel i | es/ 8 4538, pof Bl ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/ar/see B ock 1
62.210.88.201 |France 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v googl e. pl / sear ch B ock 1
. - Unknown Paraneter _ VI EASTATEENCRYPTED i n
115.188.41.81 |New Zeal and [147.237.72.166|aka.idf.il v aka. i o . i 1/ i v Sachar/ request . aspx None 1
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
207.46.13.94  |nited Sates [147.237.76.86 |navy.idf.il O stributed Lhaut hori zed LR. Access on Bl ock 1
W navy. i df .il/sip storage/
66.249. 67. 122  |Israel 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
182.118. 45. 212 |Chi na 147.237.76.30 |hinush.idf.il Unhaut hori zed URL Access to 147.237.76. 30/ B ock
} . . . O stributed Uhaut hori zed URL Access on
40.77. 167. 90 Lhited Sates [147.237.76.147|chi nuch. aka.idf.il o chi nuch. aka, i df i | /404, ht m B ock 1
. . Uhaut hori zed URL Access to
104. 236. 201. 44 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 34 B ock 1
66. 249. 65. 83 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
187.149. 197. 237|Mexi co 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/giyus/ general/ Bl ock 1
. www. chamat z. aka. i df ) .
157.55.39. 166 |lhited Sates |[147.237.77.226 i Mil tipl e Unaut hori zed URL Access from 157.55. 39. 166 B ock 1
www. ch z. aka. i df i
66.249.79.20  |Israel 147, 237. 77, 226 | Chanat 2. aka. i df funaut hori zed URL Access to B ock 1
il waw, chamat z. aka. i df . i | / 1056- en/ hanaz. aspx
216.218. 206. 66 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.67.133 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 938- he/ ref uah. aspx  |B ock 1
m ny- kosher-kravi . id i i
46.117.164.60 |israel 147.237.0.17 m llegal Paraneter Encoding rnd in . None 1
foil mny- kosher -kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
182.118.54.31 |[China 147.237.77. 176 [mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock
66. 249. 69. 34 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwwidf.il/mazi B ock
. . . D stributed Whaut hori zed URL Access on
66. 249. 65. 86 I srael 147.237.76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i | /404 htm B ock 1
. . Unhaut hori zed Met hod CPTI ONS for
190. 232.70. 148 |Peru 147.237.72. 166 aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser B ock 1
79.182.8.1 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
. . DO stributed Whaut hori zed URL Access on
66.249.67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher-kravi .id _ _
46. 117. 164. 60 | srael 147.237.0. 17 £l Miltiple Illegal Paraneter Encoding from46.117. 164. 60 None 1
182. 118. 55. 138 |Chi na 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
66. 249. 69. 48 I srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ robots. t xt Bl ock 1
192. 115. 100. 190|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwn aka.idf.il/iturindasp/wars.asp |B ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
162. 243. 215. 132|thited Sates |147.237.77.176 |nat pash. i df .i | Uhaut hori zed URL Access to ww cogat . idf.il/894-he Bl ock 1
40.77.167.14  |Uited Sates [147.237.76.86 [navy.idf.il O stributed Lhaut hori zed LR. Access on Bl ock 1
W navy. i df .il/sip storage/
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