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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2436
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 251
212.143. 234. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
204. 42.253. 2 Lhited Sates 147.237.76. 31 nakchal .i df.il Bock Np All _Net drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il Bock Np All _Net drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
201. 202. 214. 233 Qsta H ca 147.237. 76. 148 gocenter.aka.idf.il |JJLM Under Attack Con Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 2
222.186. 56. 42 Chi na 147.237. 76. 198 e.yohal an.idf.il JLM Under Attack_Con_Tcp drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
180. 97. 106. 36 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
162.211.181. 186 Lhited Sates 147.237.0. 200 ndu. i df . i | JIMPurple Gon Limt Htp drop 1
180. 97. 106. 161 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-trafl drop 1
71.6.165. 200 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock_Ulp Al _Nets dr op 1
167.114. 82. 227 Canada 147.237.76. 86 navy.idf.il B ock Wp Al _Nets drop 1
71.6.186. 90 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 102. 7. 140 147.237.76.86 |Wited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 2
60.183.217.96 [147.237.0.34 |China tikshuv.idf.il SERVER VEBAPP JBoss web consol e access att enpt 1
210. 61. 150. 154 |147.237.8.27 [Taiwan e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
60.183.217.96 |147.237.0.17 |China mny- kosher -kravi . i df .i| |SERVER WEBAPP JBoss web consol e access att enpt 1
190. 124. 35. 115 |147. 237. 77. 243N caragua nobi | e. i df.il ET SCAN NVAP -sS w ndow 2048 1
190. 124. 35. 115 |147.237. 77. 243 |N car agua nobi | e.idf il ET SCAN NVAP -f -sS 1
124,928,138, 21 |147. 237, 0.15  |ni na vosher-kravi i df il ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248. 174. 106 |147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.174.28.18 147.237.0.35 |[italy akaws. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
81.174.28.18 147.237.0.33 |italy idf.il ET SCAN Potential VNC Scan 5900- 5920 1
60.183.217.96 [147.237.0.34 [China tikshuv.idf.il GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
60.183.217.96 |147.237.0.17 |China mny-kosher-kravi .idf.il [GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
190. 124. 35. 115 |147. 237. 77. 243N caragua nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.115.58.160 |147.237.72.166|lhited Sates [aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
179. 209, 229. 220|147 237 76. 30 |Brasil hrsh. i il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
119. 51. 142. 246 [147.237.0.19 |China nadi matal .idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
89.248. 160. 192 (147.237.8.46 |[Netherlands |e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.174.28.18 147.237.0.34 |italy tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
81.174.28.18 147.237.0.19 |italy nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 326
50.118.198.18 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 208
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 164
109. 64. 192. 150 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 128
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 105
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 64
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 52
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 45
24.118.96.233 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 45
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 43
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 39
54.244.22.103 |lhited Sates 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 36
108.19.59.169 |Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 32
72.83.148.61 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 30
109. 200. 30. 154 |United Ki ngdom |[147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
176.12.144. 74  |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 26
173.54.15.189 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 25
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
66. 96. 128. 60 Lhited Sates 147.237.77.233|atal.idf.il |drop SAMrul e drop 20
207.58.236.26 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 18
32.212.74.101 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 16
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 16
157.55.39.208 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
41.254.5. 25 S;E:ha:nr x;b 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
212.143. 234. 180|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
157.55.39. 115 |Uhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 9
157.55.39.181 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 8
71.179.60.154 |lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 8
75.183. 52. 46 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
176.12.137. 158 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 8
50. 34. 148. 253 |lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 8
79.181.171. 206 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
79.181.223.50 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 7
60.183.217.96 [China 147.237.0.34 |tikshw.idf.i|Bad TCP sequence mdrostvrsa:;r‘lt wth different monitor |7
66.249.69.26  |nited Sates 147. 237, 77. 216 |dover i 1 || €AM NG Engine: TGP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dr opped.
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
93.168.241.66 |Romani a 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
66.249.69.34  |lited Sates 147. 237, 77. 216 |dover. i o i1 | ' €@M NG ENgine: TCP | nvalid  finvalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dr opped.
73.167.122.184 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op drop 6
66.249.69.42  |nited Sates 147. 237, 77. 216 |dover i .1 || €AM NG Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
41.235.221.13 |Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 5
162.157.31.56 |Canada 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 4
134. 240.109. 34 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
134.240. 109. 34 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 4
54.244.22.103 [lnited Sates [147.237.76. 147 |chi nuch. aka. i df .i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 2
. . Unaut hori zed URL Access to
66.249.65.17 |l srael 147.237.77. 170 [m@ar achot . i df . i | 147.237.77. 170/ 72179- he/ nmar achot . aspx B ock 1
’ . . Unaut hori zed URL Access to
157.55. 39. 248 |lhited Sates |147.237.77. 176 |nat pash.ldf.l | W cogat . i df . i | /report s/ wat er r eport 34. pub Bl ock 1
) . . D stributed Lhaut hori zed URL Access on
71.179.60. 154 |Uited Sates |147.237.77.216 |dover. i df.i| v i i |/ 894- en/ i dff gdover . aspx B ock 1
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/robot s. t xt B ock 1
62.210.88.201 |France 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock 1
182.118. 60. 82 |Chi na 147.237.76.39 |nobile.neitav.idf.il |Unhauthorized LRL Access to 147.237.76. 39/ B ock 1
157.55.39. 166 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to v aka.idf.il/sip_storage/files/1/24 |B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 250 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ r obot 5. t xt B ock 1
. . Unaut hori zed URL Access to
66.249.65.25 [l srael 147.237.77. 170 |n@ar achot . i df . i | 147.237.77. 170/ 71861- he/ mmar achot . aspx B ock 1
176. 12. 150. 144 |I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to vww cogat . idf.il/894-ar B ock 1
_ m ny- Kosher - kravi . i d [unaut hori zed URL Access to
60. 183. 217. 96 |Chi na 147.237.0. 17 £l 147. 237. 0. 17/ veb- consol e/ serveri nfo. j sp B ock 1
92. 224, 248. 107 [Ger many 147.237.77. 216 |dover . i df . i | Suspi ci ous Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 67. 194 |l srael 147.237.77.74 (lawidf.il v g, i df i |/ 602- 2265- he/ pat zar . aspx - par agr aph_ 12 B ock 1
64.79.85.205 |Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
204.12.251.37 |Uited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to www aka. i df.il/defaul t.aspx B ock 1
’ . . Unaut hori zed URL Access to
157.55.39.212 [Wited Sates [147.237.77.170 |naar achot . i df . il maar achot . i df i |/ pdf /i | es/ 5/ 109335, pf x| xx2- ! xcex” B ock 1
. - Unaut hori zed URL Access to
66.249. 67. 254 [l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p._st or age/ i | es/ 8/ 3208, pef B ock 1
66. 249. 65. 139 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to wwu navy. i df . il/navy/links. aspx B ock 1
. m ny- kosher-kravi .id .

60. 183.217.96 |[China 147.237.0. 17 £l VB M SC Whaut hori zed Fil e Access None 1
182. 118. 53. 218 |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 67. 204 |Israel 147.237.77.74 |lawidf.il 147, 237.77. 741 t enpl at es/ get £ 1 ¢/ get fi | e. aspx B ock 1
64.79.85.205 |Uited Sates [147.237.72.166|aka.idf.il Unknown Paranet er anp; docld in aka.idf.il/giyus/forns/ None 1
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/news/jeninkilled/ stn |B ock 1
157.55.39.231 |Whited Sates [147.237.77.74 [law idf.il D stributed Suspi ci ous Response Code B ock 1

Unaut hori zed URL Access to
66.249.74.57 |Israel 147.237.0.15 |kosher-kravi.idf.il v kosher -kravi . i df . i1/t enpl at es/ shar ed/ user cont rol s/ navnenu/ un  |Bl ock 1
defi ned
. . Unknown Par anet er 4d9c6f 40 in
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . il v aka. i df i 1/gi yus/ f o und asp/ show or um asp None 1
. . . . Unaut hori zed URL Access to
60.183.217.96 |China 147.237.0.34 |tikshuv.idf.il 147. 237. 0. 34/ web- consol e/ ser ver i nf 0. | sp Bl ock 1
182.118.54. 42 |Chi na 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock
141.212.122. 64 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | Unaut hori zed URL Access to /x B ock
. . Unaut hori zed URL Access to
66.249. 67. 234 |[lIsrael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
64.79.85.205 |lhited Sates [147.237.72.166|aka.idf.il Unknown Par anet er anp; nodul et ogot o i n aka. i df.il/giyus/login/ None 1
157.55. 39. 248 |lhited Sates |147.237.77. 176 |nat pash. idf.il Ml tipl e Whaut horized URL Access from 157. 55. 39. 248 B ock 1
50.34.148. 253 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
66.249.79. 100 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx |B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ g yus/ gener al . aspx Bl ock 1
60. 183.217.96 |China 147.237.0.34 |tikshuv.idf.il VEB M SC Uhaut hori zed File Access None
182. 118. 55. 159 |Chi na 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ Bl ock
157.55.39.96 |lhited Sates |147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 242 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
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