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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2487
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 439
2.54.176. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
62.219. 254. 22 I srael 147. 237.72. 167 ishurimaka.idf.il |Block Udp Al Nets drop 3

66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 2

66. 240. 236. 119 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.i| Bl ock Udp All Nets drop 1
10.0.0.2 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
180. 97. 106. 36 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 161 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

94. 102. 52. 213 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count
New Zeal and 147.237.72.166  |aka.idf.i| [3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 20
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

202. 124. 109. 87 [147. 237. 72. 166 [New Zeal and aka.idf.il SQ Injection - Select From 22
41.252.86.215 (147.237.77.216 S;ghai”rx;b dover.idf.il ET WEB_SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 8
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.252.86.215 [147.237.77. 216 'j'aﬁ’;hai”rip;:b dover i df . ET WEB_SERVER Possi bl e OVE-2014- 6271 Attenpt in UR 3
41.252.86.215 |147.237.77.216 S;g’;fhai“rip;:b dover.idf.il ET WEB_SERVER Possi bl e CVE-2014-6271 Attenpt in HITP Cookie |2
Li byan Arab R
41.252.86.215 |[147.237.77.216 Janahi i ya dover.idf.il SERVER- WEBAPP TRACE att enpt 2
Li byan Arab R . . ..
41.252.86.215 |147.237.77.216 Jarahiriya dover.idf.il Admin ogin page scan - Havij 2
Li byan Arab R . .
41.252.86.215 |[147.237.77.216 Janahi riya dover.idf.il SERVER- WEBAPP adni nl ogi n access 2
, _ . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
61.64.14.170 [147.237.8.27 [Taiwan e.madi matal .idf. i , 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
49.74.112.87 |147.237.0.33 [China idf.il _ 1
Potential Scan or Brute Force
Li byan Arab o ET VBB SERVER /bin/sh In UR Possibl e Shell Gonmand Executi on
41.252.86.215 |147.237.77.216 o dover.idf.il —
Janahi riya At t enpt
198.52.97.84  |147.237.77.216|lnited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
Li byan Arab R . .
41.252.86.215 |(147.237.77.216 Janahi i ya dover.idf.il SQ Injection - Select From 1
188.138.9.51  |147.237.77. 179 |Ger many e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 81. 158. 163 [147. 237. 77. 121 e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.252.86.215 |147.237.77.216 S;ﬁ’;fha:‘rip;:b dover.idf.il SERVER | | S cnul. exe access 1
119. 90. 138. 60 |147. 237. 76. 147 |Chi na chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
i WNDOMNE M crosoft Forefront UAGjavascript handler in R
41.252.86.215 |147.237.77. 216 |- YA A@D dover.idf il & J P 1
Janahi riya XSS att enpt
112. 216. 8. 157 |147.237.72.167 |Korea, Republic of |ishurimaka. idf.il|ET SCAN NVAP -sS w ndow 3072 1
Li byan Arab S ET VBB SERVER cnd. exe In UR - Possi bl e Command Executi on
41.252.86.215 |147.237.77.216 . dover.idf.il — 1
Janahi riya At t enpt
112. 216. 8. 157 |147.237.72. 167 |Korea, Republic of |ishurimaka idf.il|ET SCAN NVAP -f -sS 1
41.252.86.215 |[147.237.77.216 'j'aﬁ’;hai”rip;:b dover.idf.il ET VBB SERVER Possible SQ Injection Attenpt SHECT FROM 1
82.117. 208. 243 |147. 237.8. 45 eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
54.72.73.168 [147.237.77.216(Irel and dover.idf.il portscan: TCP Dstributed Portscan 1
i ET VB SERER /systen82/ in Ui - Possible Protected O rector
41.252.86.215 |147.237.77. 216 |- YA A@b dover i df . — Y Y I
Janahi riya Access Attenpt
' ndi ng i n comment characters - possible sg injection
41.252.86.215 |147.237.77. 216 |- YA A dover.idf.i| SQ. url - ending P a
Janahi ri ya at t enpt
185. 81. 158. 163 [147. 237. 77. 121 e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
1.161.246.20 |147.237.0.34 |Taiwan ti kshuv.idf il , 1
Potential Scan or Brute Force
41.252.86.215 |[147.237.77.216 'j'aﬁ’;hai”rip;:b dover.idf.il SERVER WEBAPP /et c/ passwd fil e access attenpt 1
120. 107. 144. 49 (147. 237. 77. 170 |Tai wan maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
i PQLICY-OHER script tagin LR - likely cross-site scriptin
41.252.86.215 |147.237.77. 216 |5 Y3 Arad dover. i df i bt tag y pting 1
Janzhi ri ya at t enpt
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
119. 42. 127. 232 (147.237.8.28  |Thai |l and e. nobi | e-ks. i df .il , y 1
Potential Scan or Brute Force
Li byan Arab S
41.252.86.215 |147.237.77.216 Jarahiriya dover.idf.il GPL WEB_SERVER / et ¢/ passwd 1
112. 216. 8. 157 |147.237.72. 167 |Korea, Republic of |ishurimaka.idf.il|ET SCAN NVAP -sS wi ndow 2048 1
' ET V(B SERER <cript tag in UR, Possible Goss Ste Scriptin
41.252.86.215 |147.237.77. 216 |- YA A dover.idf.i| — pttag pting -y
Janahi ri ya At t enpt
89. 248. 174. 106 [147. 237. 76. 42 |Net herl ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
153. 107. 192. 208|Austral i a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 656
185.12.223.2 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 324
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 320
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 302
203. 215. 144. 252|Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 110
54.187.55.213 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 90
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 76
119.92.247.120 |Pnili ppines 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 76
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 70
2.54.45.123 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 58
216. 4. 56. 146 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 55
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 54
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 46
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 44
99. 238.52. 167 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
109. 200. 30. 154 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
50.87.144.145 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 33
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
108.59.253.71 |[nited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 28
201.52.36.247 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
5.102. 254. 174 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 24
208.115.111. 73 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 22
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
157.55.39.115 [lhited Sates [147.237.77.216 |dover.idf.il |drop Frst packet isn't SN drop 21
66.249.60.26  |Uited Sares |147.237. 77, 216 |dover iar.i1 |2 €M NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
188. 29. 164. 28 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
66.249.88.101 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 16
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
66. 249. 88. 81 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 15
79.176. 150. 147 |Israel 147.237.72. 166 |akaicr.i1 | 2" €M NG Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 15
Ret r ansn ssi on Packet dr opped.
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
66. 249. 88. 91 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 15
41. 234.50. 29 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
208.115.113.89 |Lhited States [147.237.77.216|dover.idf.il |[drop First packet isn't SN drop 14
5.29.80.92 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
198.58.102.49 [nited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
66.249.60.34  |uited Sates |147.237.77. 216 |dover.icr. i1 |2/ €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
66. 249. 69. 26 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
157.55.39.208 |[lnited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 12
157. 55. 39. 92 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 11
70.138.169. 158 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 10
31.210.186. 138 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
79.181.171.206 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
54.244.22.103 |Lhited Sates [147.237.77.176 |natpash.idf.il|drop First packet isn't SN drop 10
109. 66. 41. 114 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
129.81.167. 124 |[nited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop
99. 110. 72. 23 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

Sgnature

Devi ce

‘Count

Country Action
66.249.69.26  |Israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 2
ww i df . i |/ navy/ htni/tool fs. asp
. . D stributed Unhaut hori zed LRL Access on
66. 249. 69. 34 I srael 147.237.77.216|dover.i df . il waw i o .i 1/ navy/ ht nh/ t ool  s. asp Bl ock 2
66.249. 67.204 |lsrael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ Bl ock 1
31.193.51.17 France 147.237.77. 216 |dover . i df .i | Suspi ci ous Response Code B ock 1
: . . Unaut hori zed URL Access to
157. 55. 39. 61 Lhited Sates |[147.237.72.166|aka.idf.il aka. i df i1/ consol e/ cor e/ doc. nur/ gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.69.40  |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 19336- he/ dover . aspx Bl ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
207.46.13.120 |lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robots. txt B ock
. . Unaut hori zed URL Access to
84.111.14.234 [Israel 147.237.72. 166 |aka. i df . i | wan aka i df i1/ rai v sachar/ undef i ned Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
37.142. 68. 63 I srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ Bl ock 1
157.55.39. 101 |lhited Sates |147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 42 I srael 147.237.77.216|dover. i df . i | ww i cf i 1/ nawy/ ht nh/ t ool £ 5. asp B ock 1
. . D stributed Unhaut hori zed LRL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai n/ smal i nd showbi g. aspx Bl ock 1
: . . ] Unaut hori zed URL Access to
208.115.113.82 |lnited Sates |147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai v gi yus/ general . aspx B ock 1
109. 65. 105. 123 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
m ny- kosher-kravi .id _
62.210.88.201 |Fance 147.237.0. 17 £l Unaut hori zed URL Access to www googl e. pl / search Bl ock 1
: . . . Unaut hori zed URL Access to
173.252.90. 120 |Uited Sates |147.237.0.34 |[ti kshuv.idf.il 147.237.0. 34/ si p._stor age/ fi | es/ 1/ si 2e220x0/ 1751, pg Bl ock 1
66. 249. 69. 42 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to www i df.il/navy/ htmi/tool fs. asp Bl ock 1
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . . Unaut hori zed URL Access to
114.97.53.176 [China 147.237.77. 176 |nat pash. i df . i | vaw cogat . i df .1 1/ shar edl user cont r ol s/ header upper / Bl ock 1
. ] ] D stributed Unauthori zed URL Access on
66. 249. 65. 86 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | i chi nuch. aka. i df i 1404, htm B ock 1
178. 255. 87. 242 LK!i“r:gegom 147.237.77. 243 |nobi | e. i df . i | Unaut hor i zed URL Access to 147. 237.77. 243/ robot s. t xt B ock 1
: . . . D stributed Unauthori zed URL Access on
69.171.230.118 |lhited Sates |147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p_storage/ fi | es/ 1/ si 2e220x0/ 1751, pg B ock 1
66.249.67.196 |[Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
. . . D stributed Unaut hori zed URL Access on
31.13.102.123 |ireland 147.237.0.34 |tikshuv.idf.il 147, 237. 0. 34/ 901- 7935- he/ i kshuv. aspx Bl ock 1
. . . Unaut hori zed URL Access to
149. 78.213. 206 |l srael 147.237.0.34 |tikshuv.idf.il 147. 237, 0. 34/ 901- 7935- he/ i kshuv. aspx Bl ock 1
. . . Lhaut hori zed URL Access to
66. 249. 69. 38 I srael 147.237.77.243|nobi [ e.i df . i | nobi | e, i o .| 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1772 B ock 1
. . Unknown Paraneter hc_|location in
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . |/ mai v har edi m gener al  aspx None 1
203.215.144. 252|ustralia  |147. 237. 77. 176 |mat pash. i df . i | Paraneter Type Mol ation Searchext in Bl ock 1
wa cogat . i df . i |/ 938- en/ cogat . aspx
79.197.203.120 |Ger many 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 1
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