11-06-2015-02:04:06 to 11-06-2015-03:04:06

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

4, 000"

3, 000" M dover. i df. il

J Wilawidf.il

M aka.idf.il

M nakchal .idf.il

Number ’ M navy.idf.il

" tgcks ' M nat pash. i df i |

Meitan aka.idf.il

M hal ag. i df .il
naarachot . i df.il

M e cogat.idf.il

2, 000"

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
149. 78. 154. 69

I 54. 85. 198. 156
46. 153. 180. 204

Nuréfber M 208. 115. 111. 73
Attacks M 82. 145. 222. 198

[ 41. 252. 86. 215
W 176. 12. 141. 248
132.3.29.78

W 41.33.231.90

Top Attackers



11-06-2015-02:04:06 to 11-06-2015-03:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 2047
54.72.0.55 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 739
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 99

176. 12. 141. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22

31. 210. 187. 160 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 15

176. 12. 141. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6

69. 27. 76. 49 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2

180. 97. 106. 36 Chi na 147.237.77.176 nat pash. i df . il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure |Devi ce Action |Oount ‘

41. 252. 86. 215 Li byan Arab Janahi riya 147.237.77.216 |dover.idf.il |3909: HITP. Goss Ste Scripting (Aert function) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 73. 191 147.237.77. 170 Lhited Sates n@ar achot . i df .i 1 ET SCAN NVAP -sA (2) 4
41.252. 86. 215 147. 237.77. 216 Li byan Arab Janahiriya dover.idf.il SERVER WEBAPP | ogi n. ht m access 4
41.252. 86. 215 147.237.77. 216 Li byan Arab Janahi riya dover.idf.il SERVER WEBAPP adm n. php access 1
41. 252. 86. 215 147.237.77. 216 Li byan Arab Janahi riya dover.idf.il Admin | ogin page scan - Havij 1
222.186. 34. 158 147.237.0.19 Chi na nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 61. 150. 154 147.237.77.61 Tai wan e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
173.0.51. 225 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
173. 0. 51. 225 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -f -sS 1
41.252. 86. 215 147.237.77. 216 Li byan Arab Janahiriya dover.idf.il GPL WEB SERVER /et ¢/ passwd 1
210. 61. 150. 154 147. 237.77. 61 Tai wan e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
210. 61. 150. 154 147.237.77.61 Tai wan e.cogat.idf.il ET SCAN NVAP -f -sS 1
188.138. 9. 51 147. 237. 76. 44 Ger many e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.0.51. 225 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 160. 192 147.237.77. 233 Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.252. 86. 215 147.237.77. 216 Li byan Arab Janahi riya dover.idf.il SQ Injection - Select From 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |[Target Address ‘Ste ‘Signature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 250
54.85.198.156 |lhited Sates 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 168
46.153. 180. 204 |Saudi Arabi a 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 153
82.145.222. 198 |Eur ope 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 115
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 115
132.3.29.78 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 98
41. 252. 86. 215 S;E:Enr iNy;b 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 88
100. 13.41. 137 |Whited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 88
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 86
140. 241. 253. 162|lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 82
198.217.26.198 |lLhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 81
52.7.46. 16 Lhited Sates 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 76
176. 12. 141. 248 |l srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 72
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 70
31.210.187.160 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 64
54.72.0.55 Ireland 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 55
132.3.29.81 Lhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 51
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 48
212.199. 182. 150|I srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 45
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 45
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 43
198. 251. 52. 101 |Canada 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 42
132.3.29.79 Lhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 40
64.233.172.155 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 38
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 33
66.249.93.196 |lhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 32
64.233.172. 163 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 32
79.177.55. 37 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 30
109. 200. 30. 154 [United Kingdom |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 30
69. 27. 76. 49 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 26
66.249.93.192 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 26
132.3.29.80 Lhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 25
46. 19. 86. 217 | srael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 23
50.87.144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 23
66.249.93.200 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
178.63.55.202  |Ger many 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 20
212.117.149. 162|lI srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 20
157.55.39. 115 |lLhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 18
66.249.69.34  |ited Sates 147. 23777, 216 |dover. it i[> | €A™ NG ENgi ne: TCP Invalid nval i d segnent retransmssi on. drop 18

Ret r ansni ssi on Packet dr opped.
198.58.103. 102 |Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 16
5.141.231.100 |Russian Federation [147. 237. 77. 216 |dover.idf.i|dr op First packet isn't SYN drop 14
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 14
108.59.253.71 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 13
75. 82.50. 94 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 13
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 12
66.249.69.42  |nited Sates 147, 237. 7. 216 |cover i | €M NG Bngine: TCP Inval i d nval i d segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dr opped.

198.58.102. 158 |lhited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 12
198.58.96.215 |Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 12
107.170.62.43 |Whited Sates 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 12
37.26. 146. 147 |lsrael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 12
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|Top Attackers In V\AF|

147.237. 72. 166/ nai n/ snal i ml showbi g. aspx

At acker . ) Devi ce
count ry Target Address |Site Sgnature Action ‘Count
Li byan Arab . . . .
41. 252. 86. 215 3 iriya 147.237.77.216|dover . i df . il Mil tipl e Unhaut horized URL Access from4l. 252. 86. 215 B ock 13
208.115.113. 88 [Lhited Sates  [147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 Bl ock 7
41.252.86.215 |N YA A 140 537 77 216 |dover.idf .| PHP At tenpt B ock 3
Janahi ri ya
54,173.113.175 |Lhited Sates  [147.237.77.74 [lawidf.il Ml tiple Unhauthorized URL Access from 54.173.113. 175 B ock 2
79.178.50.199 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
. . Unaut hori zed URL Access to
66.249.65.17  |Israel 147.237.77. 170 |m@ar achot . i df . i | 147. 237.77. 170/ 71786- hel maar achot . aspx B ock 1
141.212.122. 64 |Wited Sates  [147.237.77.176 |nat pash. i df . i | D stributed Unhaut hori zed URL Access on /x B ock 1
. . D stributed Uhauthori zed URL Access on
66.249.67.71 |Israel 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
41. 252. 86. 215 5' byainriA;;b 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . il/nosuchpagel23 Bl ock 1
’ . . Unaut hori zed URL Access to
208.115.113. 88 [Lhited Sates  [147.237.76.86 [navy.idf.il v navy. i df . i 1 /994- 8613- he/ navy. aspx. aspx Bl ock 1
85.65.98.228 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/https:/ww aka.idf.il/ B ock 1
. . . O stributed Whaut hori zed URL Access on
66.249. 65.80 |Israel 147.237.76. 147 |chi nuch. aka. i df .i1 [~ chinuch. aka. i df i1/ 404 htm B ock 1
149. 88. 158. 65 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
66. 249. 67. 217 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
104.33.97.119 |Whited Sates |147.237.72. 156 |anan. i df .i | Enail collector robots 14 B ock 1
66.249. 67.6 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/rights/info.asp Bl ock 1
157.55.39. 181 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df .il/1514-en/ dover. aspx. B ock 1
. . Unaut hori zed URL Access to
66.249. 67. 242 |Israel 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
62.210. 88. 201 |France 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock
104.33.97.119 |lhited Sates |147.237.72.156|anan. i df.i | eMai | Hoar di ng B ock 1
. . Unaut hori zed URL Access to
66.249.67.59 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi il yoman/ yonan. asp B ock 1
Unaut hori zed URL Access to
! . . maar achot . i df . i1/ pdf/files/ 5/ 109335. pdf xeAsAtx“xYA; A/Bmx‘xY
207.46.13.182 |wnited Sates [147.237.77.170 |maarachot . i df . il A Ao x"xV Ag Ao x*x Az Ak x oA AG x*x ¥ Ag Ao xxY B ock 1
A AVA»
69.95.110.175 |Lhited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/dover/site/ nai npage. asp B ock 1
62.210. 88.201 |France 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1
m ny- kosher - kravi . i
141.212. 122. 64 |Lhited Sates 147.237.0. 17 of niyl Uhaut hori zed URL Access to /x B ock 1
66.249. 67.65 |Israel 147.237.72. 166 |aka. i df . i | thauthori zed LRL Access to Bock |1
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