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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2200
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 43
2.52.181. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
79. 180. 153. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 20
87.152. 53. 17 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.176. 215. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
10. 0. 0. 25 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
93.173.162. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 5
95. 150. 62. 128 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
176.13. 18. 85 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.182. 135. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
75.75.130. 73 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
180. 97. 106. 162 Chi na 147.237.77.19 | awforumidf.il bl ock-sp-traf 1 dr op 1
64. 246. 165. 170 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 drop 1
149. 78. 187. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
75.75.130. 73 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.54.151.120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.6.135.131 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il Bl ock_UWp Al _Nets drop 1
46. 19. 86. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
222.186.56.87 [147.237.76.198|hi na eyonalanidf.il |ET SCAN Potential SSH Scan 1
222.186.56.87 |147.237.76. 147 |China chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
222.186.56.87 |147.237.0.15 |China kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
199. 101. 186. 159[147. 237. 72. 217 |United Sates |e.idf.il ET SCAN NVAP -f -sS 1
123.56. 134. 251 |147.237.8.46 |China e.chinuch.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 34 [Canada yohal an. i df . il ET SCAN NVAP -sS w ndow 2048 1
83.209. 247.62 [147.237.8.27 |Sweden e. rradimatal.idf.iIEr SCAN Behavi oral Lhusually fast inbound Tel et Connections, 1
Potential Scan or Brute Force
71.177.22. 76 147.237.8.27 |lhited Sates |e.nadimata.idf.il|ET SCAN NVAP -sS w ndow 1024 1
222.186.56.87 |147.237.76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
222.186.56.87 [147.237.76. 177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
222.186.56.87 |147.237.76.44 |China erefuah.idf.il  [ET SCAN Potential SSH Scan 1
199. 101. 186. 159[147. 237. 72. 217 |United Sates |e.idf.il ET SCAN NVAP -sS w ndow 2048 1
112. 225. 146. 194|147. 237.0. 15 |Chi na kosher-kravi.idf.iIEr SCAN Behavioral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 34 |Canada yohal an. i df . i ET SCAN NVAP -f -sS 1
71.177.22.76 147.237.8.27 |Wited Sates |e.nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
46.151.54.209 |147.237.72. 166 |Wkrai ne aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 161
2.54.129. 187 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 128
179.177.63.99 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 114
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 68
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 66
82.81.42. 136 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 54
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51
176.12.140.20 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
109. 90. 217.30  |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 45
79.180. 61. 48 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 44
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 40
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39
109. 66. 36. 30 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 32
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 31
79.173.231.90 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
83. 244. 105. 75 (F;ajcis;iigjja” Territory. 1147, 237. 77. 216 [dover.idf.i1 |dr op First packet isnt SN drop 26
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
162.243.199. 26 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 20
2.54.37.63 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
174. 112. 202. 150|Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 16
192. 55.55. 41 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
100. 100. 14. 49 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 12
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
100. 100. 14. 49 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 12
79.176.52.202 |Israel 147.237. 72, 166 |oka i1 | €AM NG Engi ne: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
94.228.34.249 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
45. 48. 96. 151 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
2.52.181. 242 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
208.184.112.75 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
85.214.11.209 |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
79.181.171. 206 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
46.19. 85. 78 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
66.249.69.34  |Lnited Qates 147, 237. 77. 216 |dover. 111 || SAM NG Engine: TP Invalid |invalid segnent retransmssion. |, o, 8
Ret r ansni ssi on Packet dr opped.
176.13.22.120 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
54.244.22.103 |Uited Sates 147.237.77. 176 |nat pash. i df . i 1|dr op First packet isn't SW drop 7
79.181.143.59 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192.116. 188. 47 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
79.180. 153. 131 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence mdroif,rsac';rit Wth different mnitor |7
157.55.39.207 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
176. 12. 141. 223 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
87.68.152.16 | srael 147.237.72. 166 |aka. i df . i | Too My of the Sane Response Cbde (404) in Session from B ock 25
87.68. 152. 16
] . . . |Dstributed Unaut hori zed URL Access on
40.77.167.91 Wited Sates |147.237.76. 147 [chi nuch. aka. i df . il vz chi nuch. aka. i df i 1/404. htm Bl ock 5
40.77.167. 63 Wited Sates |147.237.76. 147 |chi nuch. aka. i df . j |2 Str1Puted thauthorized URL Access on Bl ock 3
wawv chi nuch. aka. idf.il/404. htm
87.69.249.201 |[Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
198.1.101.123 |lhited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Gode B ock 3
87. 68. 54. 232 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
2.54.167. 163 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
66.249.73.194 [ srael 147.237.76.86 |navy.idf.il Dstributed thauthorized LR Access on Bl ock 1
navy.idf.il/giyus/forunasp/ showf or um asp
. - D stributed Lhaut hori zed URL Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
’ .. .|Whaut hori zed URL Access to
207.46.13. 43 Uited Sates [147.237.0.15 |kosher-kravi.idf.i kosher-kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
150. 70. 97. 86 Japan 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df.il/1133-22461- he/ dover.aspx. |B ock 1
87.68. 152. 16 I srael 147.237.72. 166 [aka. i df . i | Too Many 404: Response Code per Session B ock 1
66.249.69.34  |Israel 147. 237.77. 216 |dover . i df . i | thaut hori zed LR. Access to B ock 1
wwy i df . i | /i df/ consol e/ sear ch_r esour ces. aspx
62.210.88.201 |France 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw googl e. pl / sear ch B ock 1
176.13.14. 208 |l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
132.74.95. 21 I srael 147.237.77. 170 |maarachot . i df . i| [Uauthorized UR. Access to maarachot.idf.il/pdf/files/3/112293. pdf  |B ock 1
. . Unaut hori zed URL Access to
66.249.73.202 |lsrael 147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ show or um asp Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 1
157. 55. 39. 53 Uhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to waw tikshuv.idf.il/site/links. aspx B ock
66. 249. 69. 42 I srael 147.237.77.216|dover . i df . i O stribut ed Suspicious Response Gode B ock
62.210.88.201 |France 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php Bl ock 1
178. 255. 87. 242 LKTI;gegom 147.237.72. 166 |aka. i df . i | Unaut hor i zed URL Access to 147. 237. 72. 166/ robot s. t xt B ock 1
141.212.122. 64 |lhited Sates [147.237.77.19 (lawforumidf.il [Wauthorized URL Access to /x Bl ock 1
. P Unaut hori zed Met hod PCST for
77.125. 88. 85 I srael 147.237.72. 166 |aka. i df . i | vown aka, i o i |/ rai v sachar/ r egi st rat i onwi zar d st epd. aspx Bl ock 1
66.249.67.251 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Gode_Cust om Tenpor ary B ock
157.55.39.116 |Uhited Sates [147.237.72.156|aman. i df.il Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock
46.19.85.1 I srael 147.237.77.243|nobi l e.idf . il D stributed Suspicious Response Code B ock 1
66.249.69.42  |Israel 147. 237.77. 216 |dover . i df . i | D stri but ed Uhaut hori zed LR Access on Bl ock 1
wn i df . i | /i df/ consol e/ sear ch resour ces. aspx
66. 249. 65. 99 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i [|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
141.212.122.96 |lhited Sates [147.237.77.170(naarachot.idf.il [Wauthorized URL Access to /x B ock
2.54.48.128 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css B ock
. . Mil tiple Fullwidth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
79.180. 153. 131 |l srael 147.237.76.86 |navy.idf.il from 79. 180. 153. 131 Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i Suspi ci ous Response Code B ock
157.55.39. 168 |Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock
] . . D stributed Lhaut hori zed URL Access on
54.187.55.213 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 69. 48 | srael 147.237.77. 216 dover . i df . i | 147.237. 77. 216/ shared/ cli ent scri pts/j query/j query.featurelist-1.0.0.js Bl ock !
66.249.65.132 |lIsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/navy/ navy/ general .aspx |B ock 1
’ - . Unaut hori zed URL Access to
199. 59. 148. 210 |lhited Sates |147.237.77.216(|dover.idf.il v i1/ p storagelfi1 es/ 1/ si e220x0/ 12451 | pg Bl ock 1
. . O stributed Unaut hori zed URL Access on
150.70.97.86  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_bottomasp |B ock 1
176.13.12.8 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
54.187.55.213 |lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/1133-22461-he/ dover.aspx. |B ock 1
109. 201. 154. 222|Netherl ands ~ |147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/1133-22638- he/ dover.aspx. |B ock 1
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