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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2455
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 560
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 20
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 12
109. 67. 81. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
178.119.110. 31 Bel gi um 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 66. 130. 121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
80. 246. 139. 201 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 5
46.121. 86. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.76.114.7 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
79.178. 116. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
68. 2. 180. 122 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4
81.218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.8.64.131 Pal estinian Territory, Gcupied [147.237.77.216 dover.idf.il SWNHood full table drop 3
91.228.127.198 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46.117. 65. 199 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 2
81. 218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
80. 246. 139. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
91.228.127.198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
91.228.127. 198 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
46.19. 85. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
141.212. 122. 169 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |Block Wdp All Nets drop 1
81. 218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Bock Np All Net drop 1
5.28.183.120 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
180. 97. 106. 36 Chi na 147.237.0.19 nadimatal .idf.il |bl ock-sp-trafl drop 1
180. 97. 106. 36 Chi na 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
71.6.186.90 Lhited Sates 147.237. 76. 86 navy.idf.il Block Np All _Net drop 1
46.19. 85. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
111.93.198.54 [147.237.76.30 [India hi nush. i df i | ET SCAN NVAP -f -sS 1
94.182.163. 74 [147.237.8.14 'F;m)l:ilz"'c e.orchot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
89, 248. 160. 192 |147. 237 72. 217 INet her | and il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
. . . . . . erl ands el N .

Potential Scan or Brute Force
190. 220. 168. 6 |[147.237. 76. 199 |Argenti na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
50.151. 50. 165 |147.237.77.121|thited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
190. 220. 168. 6 [147. 237. 76. 196 [Argenti na esvivaidf.il ET SCAN Potential SSH Scan 1
40.115.58. 160 |147.237.0.19 [Lhited Sates madi matal .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
189. 254. 90. 133 |147. 237. 76. 177 |Mexi co ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
2.50. 39. 157 147. 237. 76. 200 g:;de;’ab eitan.aka.idf.il |ET SCAN NVAP -sS w ndow 2048 1
189. 254. 90. 133 |147. 237. 76. 177 |Mexi co ncore.idf.il ET SCAN NVAP -f -sS 1
165. 215. 209. 15 |147. 237. 77. 216 |Lhited Sates dover.idf.il Tehila - Perl LW wth fake user agent 1
111.93.198.54 [147.237.76.30 [India hi nush. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
104. 148. 147. 54 (147. 237. 77. 243 |Lnited Sates nobi | e. i df . il ET SCAN NVAP -sS w ndow 1024 1
o01. 197 42. 94 |147 237 76.30 |costa R Hrsh i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . . St a ca | nusn. | N .
Potential Scan or Brute Force
_ _ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

92.127.141.34 |147.237.76.30 |Russian Federation [hinush.idf.il . 1

Potential Scan or Brute Force
190. 220. 168. 6 [147. 237. 76. 201 |[Argenti na eatal.idf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 192 [147. 237. 72. 166 |Net her | ands akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 220. 168. 6 |[147.237. 76. 197 |Argenti na e himshid.il |ET SCAN Potential SSH Scan 1
190. 220. 168. 6 |147.237.76. 177 |Argentina ncore.idf.il ET SCAN Potential SSH Scan 1
2.50.39.157  |147.237.76. 200 ;E::&Nab eitanakaidf.il [ET SCAN NVAP -sS wi ndow 3072 1
189. 254. 90. 133 |147. 237. 76. 177 |Mexi co ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
2.50.39. 157 147. 237. 76. 200 g:;de;‘ab eitan.aka.idf.il |ET SCAN NVAP -f -sS 1
188.138.9.51 [147.237.8.28 |Germany e.nobi le-ks.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
111.93.198.54 |[147.237.76.30 |india hi nush. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
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190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 338
54.187.55.213 |thited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 84
149.78.154.69 |l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 71
54.244.22.103 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 58
109. 67. 140. 47  |Israel 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 54
149. 78. 98. 80 | srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 50
176. 106. 226. 158|l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 47
100. 100. 107. 221 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 30
66.240.60.26  |Uited Sates 147,237, 77, 216 |dover. iof. 11| | €2M NG Engine: TGP Invalid nvalid segnent retransmssi on. drop 26
Ret r ansni ssi on Packet dr opped.
79.178. 116. 186 I srael 147 237.77. 243 |t e, o, [T €AM NG ENgi ne: TCP Invalid Inval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet  dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 24
66.249.60.42  |Uited Sates |147.237.77. 216 |dover. i 1|2 | SN ng Engl ne: e Invalid Inval i d segnent retransmssi on. drop 22
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 21
52. 16. 5. 197 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 21
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 19
41.105.86.132 |Ageria 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 18
66.240.60.34  |Uited Sates |147.237.77. 216 |dover. iof 11| €AMNG Engine: TCP Inval id Inval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet  dr opped.
68. 2. 180. 122 Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 17
46. 19. 86. 65 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 17
109. 67.81.108 |Israel 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 15
46. 19. 85. 235 | srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 15
46.117.65.199 |Israel 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 14
94.7.245. 80 E?ir:;gom 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 14
198.58.102.96 |[lhited Sates |147.237.77.216|dover.idf.il|drop First packet isn't SN drop 12
100. 100. 25. 160 147.237.72. 166 |aka.idf.il |drop First packet isn't SN drop 12
50.87.144.145 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 12
82. 80. 25. 221 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 12
100. 100. 90. 221 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 12
46. 121. 63. 36 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 12
5. 156. 203. 35 Romani a 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 11
109. 66. 130. 121 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 10
94.159. 169. 165 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df .il [dr op SAMrul e drop 10
109. 66. 106. 17 |l srael 147,237, 72. 166 |akaior. i1 |2 €@M NG Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
87.69. 56. 105 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
79.178.123. 200 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 9
37.26.148.214 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 8
149.88.97.39  |Israel 147. 237, 77. 243 |roti 1 e, o [ ' €A™ NG ENgi ne: TCP Invalid Inval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
151.80.31. 112 |ltay 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 8
93.172.166. 211 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 7
52.22.111. 114 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 7
46. 19. 86. 106 I srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
207.46.13.73 Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 7
207.46.13.137 |Wited Sates |[147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 7
79.178.116. 186 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 6
37.174.5. 116 France 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 6
79.176.52.202 | srael 147,237, 72. 166 |akaior. i1 |2 €@M NG Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
149. 88.25. 215 |l srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 6
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At acker

Devi ce

ountry Target Address |Site S gnature Action ‘Count
2.54.31.62 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.10. 141 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
79.178. 116. 186 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/docunent B ock 1
66.249. 67. 122 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
61. 135. 190. 200 |Chi na 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
157.55.39.19 |lhited Sates |147.237.72. 166 |aka. i df . i | Unhknown Paraneter 1ff7b328 in wwv aka.idf.il/iturimasp/results.asp [None 1
66.249.69.26 |[lsrael 147.237.77.216|dover. i df .il D stributed Suspici ous Response Code Bl ock 1
66.249.65.93  [lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13.21.87 |[Israel 147.237.77.243|nobi l e.idf . i | Dstributed Suspicious Response Code B ock 1
37.236.54.176 |[lraq 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
79.178. 163. 198 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/gitus B ock 1
Unaut hori zed URL Access to
66.249. 67. 122 |[lIsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ hone/ def aul t . aspx/ r esour ces/ i mages/ bar / def aul t . a |Bl ock 1
SpX
61. 135. 190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
157.55.39.20 |lited Sates |147.237.72.166|aka. i df .i | Unknown Paraneter 1225bd80 in wwy aka.idf.il/ituriniasp/results. asp [None 1
66.249.69.32 |Israel 147. 237.77. 216 |dover . i df . i | e e e hef dover. aspx Bock |1
66.249.67.59 |Israel 147.237. 72. 166 |aka. i df . i | iét rzgt;tl’tfz(.j 1%26}“;‘;0[:} ;e;ustfg‘exles.sazzx B ock 1
188.138. 1. 218 |Ger many 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to 147.237.0. 15/ B ock 1
46.19.85.235 |[lIsrael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
84.109.9.211 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 67. 122 |Israel 147.237.72. 166 [aka. i df . i | Unhknown Parangter docl.. in vww aka.idf.il/main/giyus/general .aspx [None 1
66.249.65.17 |Israel 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/ fil es/ 4/ 107264. pdf |B ock 1
157.55.39.92 |Wited Sates [147. 237. 77. 216 |dover . i df . i | gz:;tigefiimpﬁc;?;&;m;g; &\i/;éjgé j‘g:ﬁ:fw ABA BU, g ek 1
66. 249. 79. 17 | srael 147.237.77. 226 }IW\rI;/ chamat z. aka. i d Ml tiple Whauthorized URL Access from 66. 249. 79. 17 Bl ock 1
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ml yonan/ yoman. asp |B ock 1
Unknown Par anet er
46.19.86.163 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHol der $t xt Password i n None 1
w aka. i df . i |/ mai n/ gi yus/ f aqg. aspx
91. 223. 175. 116 |Pol and 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 67. 196 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
66.249.65.21  |lIsrael 147.237.77. 170 |naar achot . i df . i | Mul ti pl e Unaut horized URL Access from 66. 249. 65. 21 B ock 1
167. 114. 64. 100 |Canada 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 1
66.249.79. 209 |[lIsrael 147.237.72. 156 [arman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock 1
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“;g?r'?;egﬁeﬁ gf;e;sa;; ¢ | s 8 71550, pek B ock 1
61. 135. 190. 198 |Chi na 147.237.0.15 |kosher-kravi.idf.il |[Distributed Unauthorized URL Access on 147.237.0. 15/ B ock
141.212.122. 64 |Lhited Sates |147.237.77.233|atal .idf .il Unaut hori zed URL Access to /x Bl ock 1
66.249. 67. 242 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.65.25 |Israel 147.237. 77. 170 |n@ar achot . i df . i | D e L ot aspx Bock |1
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