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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - reset 2196
0.0.0.0 147.237.77. 216 dover.idf.il |SINHood full table drop 324
2.54.54. 58 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 45
188. 103. 104. 133 Cer many 147.237.77.216 dover.idf.il |SINHood full table drop 30
37.142.68. 110 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 30
37.142. 147. 252 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 24
176. 12. 141. 222 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 23
149. 88. 201. 160 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 23
109. 67. 186. 100 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 18
37.26. 149. 163 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 16
46. 19. 86. 62 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 16
79. 180. 186. 80 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 15
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 14
83.244.6. 13 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il |SINHood full table drop 12
31.154. 10. 66 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 12
80. 179. 141. 237 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 10
79. 180. 198. 235 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 10
134.114. 223. 248 Lhited Sates 147.237.77.216 dover.idf.il [SINHood full table dr op 10
152. 26. 177. 32 Lhited Sates 147.237.77.216 dover.idf.il [SINHood full table dr op 9
46.120. 25. 174 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 8
80. 246. 139. 168 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 8
213. 8. 240. 123 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 7
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 7
66. 249. 83. 160 Lhited Sates 147.237.77.216 dover.idf.il [SINHood full table dr op 7
185. 32. 179. 50 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 7
37.26. 147. 147 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
80. 246. 136. 127 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 6
69. 55. 125. 151 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 6
46.121. 234. 36 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
185. 32. 179. 141 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
46. 19. 86. 228 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
50. 153. 154. 253 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 5
213.16.131. 98 G eece 147.237.77. 216 dover.idf.il [SINHood full table dr op 5
109. 67. 180. 235 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
95. 145. 186. 81 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SINHood full table drop 5
213. 151. 60. 219 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
5. 102. 254. 101 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
46. 19. 86. 78 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
109. 66. 127. 252 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 5
46. 120. 200. 164 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
213. 57. 45. 56 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
87.69. 119. 126 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
5. 102. 254. 232 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
46. 19. 86. 126 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
87.95. 25. 128 H nl and 147.237.77. 216 dover.idf.il [SINHood full table dr op 4
80. 246. 136. 97 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
46. 19. 85. 39 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
109. 66. 81. 217 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
84.228. 195. 253 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
80. 246. 139. 126 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

104. 207. 153. 7 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1




11-05-2015-20:04:01 to 11-05-2015-21:04:01

|Top Attackers In |D|

At acker

Target Address ount ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
117.21.174. 87 |147.237.76. 147 [Chi na chinuch. aka. i df .iI|ET SCAN Potential VNC Scan 5900- 5920 1
177.96.93. 234 [147.237.72.217 |Razil eidf.il ET SCAN NVAP -sS wi ndow 1024 1
117.21.174. 87 |147.237. 76. 197 |Chi na ehimssh.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
117.21.174.87 |147.237.76.86 |China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.26.147.240 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
188.138.9.51  [147.237. 72. 156 |Ger many anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
117, 214. 213. 73 |147. 237 76.30 lindia i rush. i | ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

‘Attacker Qountry Target Address ‘Ste ‘Signature
8.37.225.41 Anonynous Proxy 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 1143
23.27.44.219 |lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 338
109. 65.53.135 |Israel 147.237.76.42 |refuah.idf.ilBad TOP sequence V?’:d:)itvri”;rit wth different moni tor (320
2.52.57.137 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 195
54.187.55.213 |[lhited Sates 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 132
105. 229. 68. 139 |South Arica 147. 237. 77. 216 |dover. i of .i l{dr op First packet isn't SN drop 106
176. 106. 227. 60 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 103
208. 115. 111. 73 |Lhited Sates 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 103
152.26.177.32 |lhited Sates 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 100
37.60. 45. 169 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 96
213. 151. 60. 219 (I srael 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 79
185. 27. 105. 157 |l srael 147. 237. 77. 216 |dover. i of .i l[{dr op First packet isn't SN drop 76
37.26.148. 244 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 72
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 69
37.26.148. 231 |Israel 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 69
201.52.168. 110 |Brazil 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 67
5.108. 132. 210 |[Saudi Arabia 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 63
132. 68. 245. 127 |l srael 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 61
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 57
37.231.22.249 |Kuwai t 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 56
41. 33. 232. 66 Egypt 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 53
66. 249. 93. 200 |Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 53
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 53
83.244.6.13 ?Cis;ii:cijan Territory, 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 51
176. 67. 120. 109 gjcis;iig;a” Territory, {147, 237. 77. 216 |dover. i of.i1|dr op Frst packet isn't SWN drop 51
50. 87. 144. 145 |[lhited Sates 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 48
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 48
37.236.132.27 |lraq 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 45
54.72.73.168 Irel and 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 44
100. 100. 54. 60 147.237.72. 166 |aka.idf .il |dr op First packet isn't SN drop 43
46. 19. 86. 62 | srael 147.237. 77. 216 |dover. i df . i l[{dr op First packet isn't SYN drop 43
54.72.0.55 Irel and 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 41
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 40
212.179. 21. 194 |l srael 147.237. 77. 216 |dover. i df . i l[{dr op First packet isn't SYN drop 40
87.68. 84. 116 I srael 147. 237. 77. 216 |dover. i of .i l{dr op Frst packet isn't SN drop 38
213.8.240.123 |Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 37
70.199. 82.214 |[lhited Sates 147.237. 77. 216 |dover. i df . i l[{dr op First packet isn't SYN drop 36
66.249. 83. 158 |Lhited Sates 147. 237 77. 216 |dover. . 11| > €M NG Engi ne: TCP Invalid invalid segnent retransmissi on drop 36
Ret r ansn ssi on Packet dr opped.

87.68.52.241 |[Israel 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 36
37.201. 171. 160 |Ger many 147.237. 77. 216 |dover.i of . i l[{dr op Frst packet isn't SYN drop 36
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 35
66.249.93.192 |[Lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 35
77.126.215.15 |Israel 147.237. 77. 216 |dover.i of . i l[{dr op Frst packet isn't SYN drop 34
46. 19. 85. 56 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 34
176. 106. 226. 64 |l srael 147.237. 77. 216 |dover.i of . i l[{dr op Frst packet isn't SYN drop 34
79.182. 141. 244 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 32
2.54.161.242 |[Israel 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 32
66.249. 93. 192 |[Israel 147.237. 77. 216 |dover.i of . i l[{dr op Frst packet isn't SYN drop 31
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 29
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 51 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 25
; . - Unaut hori zed URL Access to
208. 115.113. 88 [Lhited Sates |147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ show or Um asp Bl ock 4
54.210.135.24 |lhited Sates [147.237.77.74 |lawidf.il Ml tipl e Unauthorized URL Access from 54.210. 135. 24 B ock
2.54.45.95 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock
Unaut hori zed URL Access to
79.183.59.211 |Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ sachar/ resour ces/ i nages/ common/ hrhori zont al . g |Bl ock 3
if"
5.29.163.242 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
87.69.119. 126 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
65.182.39.253 |lhited Sates |147.237.77.216|dover. i df . il Paraneter Type Mol ation ct| 00SCont ent Al acetbl der 1Stxt Enai | in Bl ock 2
waw i df . i1/1038-en/ dover . aspx
2.54.152.219 |[lIsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Qode B ock
62.90.255.72 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None
. - Unaut hori zed Met hod PCST for
2.52.174.134 |[lIsrael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 2
79.179. 30. 103 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
62.210. 88.201 [France 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 1
109. 67. 41. 149 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ |B ock 1
5.29.177.170 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
79.183. 135. 151 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LR Access to wan aka.idf.il/sip storage/files/ 1/ B ock 1
. - D stributed Lhaut hori zed URL Access on
66.249.67.71 |[Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
: . ] Unknown Par arret er 387bf 100 in
207.46.13.123 |Wnited Sates [147.237.72.166|aka.idf.il vwv aka i o1 /i turi ndasp/ r esul £ 5. asp None 1
2.54.12.210 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw idf.il/anan B ock 1
79.180.27.51 |Israel 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
ny- kosher - kravi . i df _ .
128.199.95.16 |9 ngapore 147.237.0.16 | Unaut hori zed URL Access to 147.237.0.16/127.zip B ock 1
31.154.91.171 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/wantikshuv.idf.il B ock
80.230. 18. 44  |Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter busted in v aka.idf.il/nain/giyus/ None
. - Unaut hori zed URL Access to
66.249. 67. 234 [l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
208.115.113. 88 |Lhited States [147.237.76.86 |navy.idf.il Mil ti pl e Wnaut hori zed URL Access from 208. 115. 113. 88 B ock 1
109. 65. 53. 135 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css  |B ock 1
79.183.7.168  |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.65.17 [l srael 147.237.77. 170 |maar achot . i df . i | 147. 237, 77. 170/ 72018- he/ mmar achot . aspx Bl ock 1
141.212.122. 96 |Wnited Sates [147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to /x B ock 1
31.210. 186. 183 |I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to ww i df.il/hi nush/site/ he/ hi nush. asp  |Bl ock 1
84. 111. 140. 107 |l srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in LR /mainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66.249.69.34 |lIsrael 147.237.77.216|dover.idf .l D stributed Suspicious Response Code B ock 1
; . . Unaut hori zed URL Access to
54.210.135.24 |United States |147.237.77.74 [lawidf.il v | aw i df i |/ 163- 7183- en/ pat zar . aspx&quiot Bl ock 1
. . Ml tiple Ful l width/Hal fw dth Lhi code Encodi ng on URY/ Par anet er (+)
109. 65. 96. 113 [l srael 147.237.72. 166 |aka. i df . i | from 109. 65. 96. 113 B ock 1
66.249.67.13  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/val tam Bl ock 1
37.26.147. 147 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock
151.80.31.121 [italy 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-en B ock
. . Unaut hori zed URL Access to
2.52.27.137 I srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31 si p, st or agel f | es/ 8/ 1668. doc B ock 1
84.111. 140. 107 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR from84. 111, 140. 107 B ock 1
68.180.230.29 |lhited Sates |147.237.77.176 |nmat pash.idf.il Unaut hor i zed UR. Access to www cogat . idf.il/894-ar Bl ock 1
208.115. 113. 89 |Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 65. 137. 31 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
79.183. 135. 151 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for www aka. i df .il/ B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. - Unaut hori zed Met hod PCST for
87.26.147.173 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ nai n/ sachar/registrationw zar d/ st ep4. aspx Bl ock !
197. 134. 127. 56 |Egypt 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/1133-22777-ar/dover. aspx) |B ock 1
. - D stributed Lhaut hori zed URL Access on
85. 65. 49. 191 | srael 147.237.72. 166 |aka. i df . i | ww aka i of i |/ htt ps: /ww aka, i of i1/ B ock 1
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