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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 8979
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 2864
46. 19. 86. 92 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 2698
167. 114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DOS- Tool - Swi t chbl adG dest - r eset 2111
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 1155
0.0.0.0 147.237.77. 216 dover.idf.il|SINHood full table drop 333
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 107
185. 120. 126. 50 147.237.77.216 dover.idf.il[SINHood full table dr op 39
109. 160. 168. 177 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 30
192. 116.50. 114 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 30
46.19. 86. 214 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
213. 57. 149. 56 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 20
37.26.147. 151 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 20
94. 223. 35. 156 Ger many 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 19
46.19. 86. 137 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 11
46.117.40. 70 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
79.179. 128. 139 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
193. 41. 209. 2 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
2.54.141.173 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 10
109. 184. 132. 152 Russi an Federation 147.237.77.216 dover.idf.il|[SINHood full table dr op 9

93. 173. 254. 62 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
46.117. 10. 103 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8

85. 250. 120. 180 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 7
188. 120. 148. 247 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 7

85. 250. 121. 60 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 6
176. 228. 69. 160 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
109. 64. 218. 67 I srael 147.237.77. 216 dover.idf.il|Bl ock Udp All Nets drop 6

85. 64. 21. 48 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
79.178. 60. 30 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
46.19. 86. 120 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
79.176.51. 212 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
185. 32.179. 112 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
149. 88. 11. 34 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
0.0.0.0 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
132. 74. 24. 198 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3

66. 249. 88. 100 Lhited Sates 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
54.244. 22. 103 Lhited Sates 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 3

95. 86. 112. 218 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3

85. 64. 81. 217 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3

41. 107. 154. 32 Ageria 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
46.121. 94. 141 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il|Bl ock_Udp All _Nets drop 3

46. 19. 86. 85 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
176.13.0.5 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
109. 186. 17. 50 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
79.181. 131. 124 I srael 147. 237.72. 166 aka.idf.il |Block Udp All Nets drop 3

66. 220. 145. 244 Lhited Sates 147.237.77. 216 dover.idf.il|SINHood full table drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|HTTP-M SC- Sl ow ori s- DOS- Var 1 dest - r eset 3
109. 64. 218. 67 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |S gnat ure Devi ce Action |Count
85. 64. 32. 140 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) ock 3
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

|Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188.138. 9. 51 147.237.77.226 |Ger many waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
176. 12. 149. 161 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
128.199. 95. 16 147.237.77.179 |S ngapore e.mazi.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
110. 77. 239. 2 147.237.72.166 [Thail and akaidf.il ET SCAN NMAP -sS wi ndow 4096 1
110. 77. 239. 2 147.237.72.166 |Thail and aka.idf.il ET SCAN NVAP -f -sS 1
93.173. 153. 159 147.237.72.166 |lIsrael aka idf.il portscan: TCP O stributed Portscan 1
80. 58. 132. 27 147.237.72.167 |[Spain i shuri maka.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.52.141. 151 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.15. 11 147.237.72.166 |lIsrael aka idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 147.237.77.216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 1
110. 77. 239. 2 147.237.76. 31 Thai | and nakchal . i df il ET SCAN NMAP -sS wi ndow 3072 1
110. 77.239. 2 147.237.72.166 |Thailand akaidf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 128. 144. 131 |147.237.72.156 [Canada aman. i df.il ET SCAN NMAP -sS wi ndow 4096 1
89. 248. 174. 106 147.237.0.33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

151. 236.176. 71 |[lrag 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 315
109. 64. 200. 103 | srael 147, 237.76. 200 |ei tan. aka i of | @M NG Engine: TCP Invalid vl i d segnent retransmssion. drop 312

Ret r ansnmi ssi on Packet dr opped.

46. 248. 210. 171 |Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 252
37.26. 146. 244 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 239
109. 66. 70. 144 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 131
197.133.22.53 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 101
5.29.182.214 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 93
54.187.55.213 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 88
74.96.213.13 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 71
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 66
108. 63.200. 72  |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 64
156. 173. 56. 209 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 60
46. 19. 86. 25 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 60
85. 250. 65. 233 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 46
46. 19. 86. 137 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 45
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 44
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 44
5.22.134. 60 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 43
66.249.93.196 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 40
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 37
77.0. 140. 251 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 37
66. 220. 145. 244 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 32
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
129.171.6. 32 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 28
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 27
81.34.222.158 |Spain 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 27
66.249.93.200 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 27
66. 249. 88. 81 Lhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 26
207.46.13.137 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 26
100. 100. 47. 213 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 25
186. 188. 226. 123|Panana 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
66.249.83.155 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 24
93.172.187.122 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 23
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
100. 100. 55. 68 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 22
81.218.176. 100 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21
151.11. 216. 189 |ltay 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
109. 64. 218. 67 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
213.57.143.125 |israel 147.237.72.166|aka.idf.il  |Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdifferent ) oonitor |19
5.29.117.89 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 19
66.249.83.158 |Wiited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 19
213.57.96. 28 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
196. 207. 233. 184 |Senegal 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
50.87.144.145 |Wited Sates |(147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 18
66.249.83.161 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 18
105.93.101. 7 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
100. 100. 4.5 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 17
149. 78. 59. 204 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 17
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 160. 160. 115|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock

85. 65.219.110 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
77.127.44.209 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock

109. 186. 112. 95 |l srael 147.237.72. 166 |aka. i df . i | V%;J;L:‘f;é i w‘z;t :IO;: ;fs‘j/ a'\l'::thr;?]?i fcgtri f:s‘):r‘:”i‘aggxl getathuser [P O 3
37.142.116.223 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 214 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
46.117. 40. 70 I srael 147.237.77.243|mobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
2.54.159. 144 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.181.52.117 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/ gi yus/ Bl ock 2
80. 246. 139. 148 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtxr&???/g;eggfﬁzm oo/ i sthi I ddocunent of 1403 Bl ock 2
74.96.213.13  |United Sates [147. 237. 77. 216 [dover . i df . i | L el IT/yESG\é-OeIrZ\a/IégCe%jsC;;TeXt n Bock |2
141.212.122.64 |Wited Sates [147.237.77.234|hal ag.idf . il Unhaut hori zed LRL Access to /X B ock 1
37.26.147.224 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
186. 89.229. 92  |Venezuel a 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
46.120.67.192 |[Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 42 I srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on v i df .il/894-he B ock 1
149. 78. 40. 227  |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149.78. 40.227 |B ock 1
37.77.51. 205 Iraq 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwwidf.il/arr/ B ock 1
85.250.94. 185 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179.128. 139 |lIsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ B ock 1
207.46.13.180 |lhited Sates [147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 1
62.128.48.130 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.160. 73 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 42 I srael 147.237.77.216|dover.idf.i |l Uhaut hori zed URL Access to waw i df.il/international -traini ng B ock 1
157.55.39.109 |Uhited Sates [147. 237. 72. 166 [aka. i df . i | m”;:;fri';f?lﬁpf‘;fgfzg;fi | es/ 8 57075, . 2005 B ock 1
95.35.143.106 |isradl  147.237.72 166 aka. i f . i i sk O 1) 1yl ht co  onser i co. o getaehuser |79 |1
79.180.199.70 |Israel 147.237.72. 156 |anan. i df . i | g;i (fr'])e Untraceabl e SS. Sessions from79. 180.199. 70 (Unknown S 1o 1
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
208.115.113.82 |[thited Sates [147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
2.231. 166. 54 Italy 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/anan B ock 1
132.74.95.19 | srael 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/2/111912. pdf |B ock 1
82.166.22.98  |Israel 147.237.72. 166 |aka. i df . i | m ;;(;‘f;‘_’i Wﬁt“ttggliﬁaf:i sfciﬁsls on B ock 1
66.249.79.17 |l srael 147. 237. 77. 226 :‘AM:AII chamat z. aka. i d mu;:;;tzze.ikﬁ df‘_:icle/stse;; at es/ gener ol gereral . aspx B ock 1
178.63.96. 242 |Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 178.63.96.242 |B ock 1
2.54.13. 158 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 65. 190. 147 |l srael 147.237.72. 166 |aka. i df . i | V%;J;L:‘ffﬁ%”:gg}ﬁagi gfcclels/s on B ock 1
79.180.199.70 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
66. 249. 69. 34 I srael 147.237.77.216|dover . i df . i Distributed Suspicious Response Qode B ock 1
213.57.37.202 |lIsrael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod HEAD for v aka. i df.i|/main/giyus/|ogin. aspx |B ock
5.22.134. 58 I srael 147.237.72. 166 |aka. i df . i | muiiri' d?‘_eidl /'\'ﬁ;hn‘;c;i %} glfh;r:;: cati onservi ce. asm getauthuser |B1 9K 1
138.134.192. 10 |[lsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/ml net B ock 1
84.109. 1. 111 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
183. 79. 220. 250 |Japan 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df . il/896- B ock 1
2.54.52. 163 | srael 147.237.72.167|i shurimaka. i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
109. 67. 106. 222 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.180.231.42 [israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 69. 34 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to vwwidf.il/idf/tenpl ates/closed |ist.aspx |B ock 1
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