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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1956
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 478
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 438
66. 249. 73. 207 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake viol ation, first packet not syn |[drop 227
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 120
77.126.34.211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 68
46. 19. 85. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 53
84.108. 10. 69 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 37
176.12. 138. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
46. 19. 85. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
37.26. 147. 192 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 19
2.54.131. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
46. 19. 85. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
2.54.26. 58 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
82.81.193. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
2.54.5.181 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
82.80.178. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
2.54.59. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
85. 250. 120. 180 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 8
93. 173. 240. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 186. 47. 236 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
89. 249. 221. 248 Lebanon 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
79.183. 184. 36 | srael 147.237.72. 167 i shurimaka.idf.il|Bl ock Wdp Al _Nets drop 6
46.120. 193. 42 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
109. 65. 193. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.179. 185. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109.64. 1. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
79.178. 8. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 228. 54. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
31.168. 207. 183 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
84.111. 37. 49 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
79.182.121.110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 66. 169. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 148. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 1. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
88. 151. 157. 86 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 5
82. 80. 219. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 148. 226 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
31.154.92. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 12. 146. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.109. 96. 170 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 186. 22. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 131. 214 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.22.128. 228 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
84. 95. 88. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.142.132. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 147. 186 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
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11-05-2015-18:04:05 to 11-05-2015-19:04:05

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
79.181. 111. 145 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 |147.237.77.19 |lhited Sates [lawforumidf.il |ET SCAN NMAP -sS wi ndow 3072 1
186.89.229.92 |147.237.0.15 |Venezuel a kosher-kravi .idf.i | SERVER WEBAPP bad HTTP/ 1. 1 request, Potentially wormattack 1
37.142.131.43  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
5.199. 172. 36 147, 237. 76. 197 |Li thuani a e hinush.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
94.102. 49. 79 147.237. 77. 179 [Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.248.174. 106 |[147.237. 76. 196 [Net her| ands e.svivaidf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 106 |147.237.76.30 |Netherl ands hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
85. 65. 49. 187 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
84.228.242. 172 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
208, 124. 241, 182|147 237 77. 205 |canada orisha. i f i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
79.181.51.175 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
188.138. 9. 51 147.237. 77. 212 |Ger many e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
176, 13. 0. 227 147 237 77 233 |1 sr el atal idh il ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos 1
attack

31.154.91.137 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 49. 79 147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.199. 172. 36 147. 237. 76. 197 |Li t huani a e hinush.idf.il ET SCAN NVAP -f -sS 1
89. 248. 174. 106 |147.237.76. 198 |Net her | ands e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 174. 106 |147.237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.68.77.193 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
85. 65. 17. 4 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qount ry Target Address |Ste Signature
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 152
100. 100. 49. 71 147.237.72. 167 |i shuri maka. i of . i [dr op Frst packet isn't SN drop 97
46.121.219. 30 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 89
54.187.55.213 |[lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87
5.43. 214. 180 g‘ijcisgiigém Territory, 147, 237. 77. 216 |dover. i . i 1 drop First packet ism't SWN drop 70
100. 100. 55. 68 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 62
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
79. 183. 66. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
77.125.164. 242 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 56
151. 236.176. 71 |Iraq 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
46. 19. 86. 1 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor  [52
37.26. 147.203 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
190. 162.40.91 |Chile 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
84.108. 10. 69 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
79.180. 175. 195 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
95. 86. 88. 208 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
84.228. 237. 151 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
176. 106. 45. 13 Ecﬁii:;a“ Territory: 147 237. 77. 216 |dover.idf.il  |drop First packet isn't SN drop 31
176.13.1.107 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
66.249.60.26 |lUnited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval id imvalid segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dr opped.
62.64.170. 71 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
100. 100. 61. 21 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 30
2.54.26.58 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
109. 64. 1. 110 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
66.249.60.34 |lnited Sates 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Inval id invalid segnent retransmssi on drop 28
Ret r ansm ssi on Packet dr opped.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
31.154.92.250 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 25
99. 234.173. 80 |[Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
79.178.187.70 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
88.151. 157.86 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
37.26. 146. 153 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
100. 100. 51. 108 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 22
100. 100. 61. 21 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
129.171. 6. 32 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
100. 100. 92. 129 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 22
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
82.81.193. 82 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 20
5. 255. 253. 157 |Russi an Federati on 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
69.92.61.167 |Whited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
66.249.60. 42 |lnited Sates 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
41. 232. 246. 157 |Egypt 147. 237. 77. 216 |dover. i df .i ot ransrrgi] ssigon 'Pg‘éak!td dsreggggg_ retransmssion. 4 o 18
79.181.171. 206 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
149. 88. 79. 153 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
93.172.99.77 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
79.180. 199. 43 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 180. 199. 43 B ock 17
79. 179. 169. 247 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/aj ax/ pages/ f an_st at us. php B ock
79.179. 169. 247 |I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock
46.120. 66. 146 |l srael 147. 237.72. 166 |aka. i df . i | 3!;\: ;L:.“it;d. iﬁr}?tai‘;ﬂpzdzctje;?;tﬁgczﬁz on Bok |5
46.120. 66. 146 [l srael 147.237.72. 166 [aka. i df . i | Dstributed Unhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 5
46.120. 66. 146 [l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 5
149. 88. 143. 163 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 149. 88. 143. 163 B ock 5
46.121.86.230 |[Israel 147.237.72.167|ishurimaka. i df .i| |[Distributed PHP Attenpt B ock 4
37.26.149. 221 |Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response CGode Bl ock 3
46.19.85.121 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Gode B ock 3
5.29.212. 69 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 3
5.20.212.69  |israel 147.237. 72. 166 |aka. i df . i | pstr buted ith}a;far;‘/’rlijdZ‘:eg?;\tﬁ:CSE; on Bock |3
80. 246. 136. 155 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock
5.29.212. 69 I srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut hori zed URL Access on v aka. i df.il/ufi/reaction/ B ock
212.76.98.78 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212, 76.98. 78 B ock
72014810 |§ 11472377686 |navy.idf il m“tnzs;' e e ) navy. aspx. aspx Bock |2
149. 78. 40. 227 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 149. 78. 40. 227 B ock 2
46.19. 86. 22 I srael 147.237.0.19 |[nadi matal .idf.il O stributed Suspicious Response Code B ock 2
31.154.91.238 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/giuys B ock 2
84.228.101. 254 | srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 2
79.176.26.37 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 79.176. 26. 37 B ock 2
164. 126. 164. 52 |Pol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
84.228. 101. 254 |1 srael 147.237. 72. 166 |aka. i df . i | pstr buted ith}a;far;‘/’rlijdZ‘:eg?;\tﬁ:CSE; on Bock |2
46.120.34.66 |Israel 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 2
2.54.58. 224 I srael 147.237.72. 166 [aka. i df . i | Too Many 403: Response Code per Session B ock
176.13.17.28  Israel 147.237.0.17 imdfn,yi-|kOSher kravt. lnlilnfgilosl:r:irra}nlf:ae\;i I?qngd: In?a: r;ilicr: eat ecapt chai nage. aspx None !
66.249.69.26 |[Israel 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 1
141. 212, 122, 96 | " 1 147.237.77. 233 |atal i df .i Wnaut hori zed LRL Access to /x Bock |1
79. 182. 139. 232 [ srael 147.237.72.166 |aka. i df . i | 3,;: ;}i:‘ftdi‘.jiﬁﬁt“ttgg} maﬁi gf:i‘als‘/s on Bock |1
5.102. 254. 205 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
186. 89. 229. 92 |[Venezuela [147.237.0.19 |nadimatal .idf.il Lhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
62. 210. 88. 201 |Fance 147.237.0. 17 imdfnyi_lkOSher -kravi. Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php Bl ock 1
149. 88. 143. 163 || srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/ sachar/ Bl ock 1
84.228.10.112 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
46.120.34.66 |Israel 147.237.72. 166 |aka. i df . i | Dstr) buted iﬁ’}tﬁ;ﬁﬂpﬁi‘:g‘&ﬁg?;ﬁ; on Bock |1
79. 179. 169. 247 |I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
37.26.149.221 |[Israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ i nages/ shared/ bul l et 1. gif  |B ock 1
Unaut hori zed URL Access to
212.76.98.78 |[lIsrael 147.237.72. 166 |aka. i df . i | wwwv aka. i df . i |/ mai n/ gi yus/ &a=u&ed=0cagqf j aaahukewi anppr 1_ni ahwf 6 |B ock 1
xgkhdhf cm &usg=af gj cnhcvyyg7wlcqg- yhd5 ammroyodt wa
5.29.141.170 |Israel 147.237.77.216|dover . i df . i | D stributed Whaut hori zed URL Access on waw i df.il/https: /v idf.il/ B ock 1
176.13.17.28 [israel 147.237.0.17 imdfnyi—lkosher- kravi. Miltiple I11egal Paraneter Encoding from 176.13.17.28 None 1
66.249.69.32 | srael 147. 237.77. 216 |dover . i df . i | oo ;;eglglsh:fggfzj  eat ccapt chai nage. asp Bock |1
79. 183. 160. 209 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
77.127.14.249 |l srael 147.237.77. 216 |dover.i df .il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
188. 165. 15. 235 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/rights/ hebrew htn Bl ock 1
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er pop in ww aka. i df.il/main/ hone/ None 1
164. 126. 164. 52 |Pol and 147.237.72. 166 |aka. i df . i | %{“ﬁﬂfﬁ?ﬂﬂf& - Protocol vidation None |1
46.120.34.66 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on www aka. i df.il/ufi/reaction/ Bl ock 1
Unaut hori zed URL Access to
37.60.45.169 | srael 147. 237.77. 216 |dover . i df . i | \gi“j‘nii ifh'v ig'ulxlqllfhﬁlgt;z;é:ieé ggl"grg'gf‘fﬁ’;ﬁzjggg;epd;gf:ﬁ&:éi‘gft’zf?ngi:;j’ Bock |1
d3kn4r zhi 9ant1- vt br znazkw
176. 13. 20. 103 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
66.249.69.34 |Israel 147. 237.77. 216 |dover . i df . i | chaut gfor ! IZ/e:ngl]IFilsrﬁC;nisosu sl 200 aori /1 Bock |1
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