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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1891
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 908
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 442
46.19. 85. 51 | srael 147.237.0. 19 nadi matal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 304
194. 90. 128. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 84
69. 248. 86. 176 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 49
85. 64. 0. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 41
2.54.148. 235 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 37
80.178. 231. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
80. 230. 29. 141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46.117.133. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
176. 13. 1. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
37.26. 149. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
81.218.234. 122 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 25
109. 160. 133. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
80. 178. 148. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
82. 145. 218. 62 Eur ope 147.237.77.216 dover.idf.il SYN H ood out of context drop 20
46.19. 86. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
79.182. 133. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
176.13.1. 218 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 18
176. 13. 14. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
95. 86. 99. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
2.54. 35. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
37.142.128. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
91.228.127. 198 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 11
132. 73. 203. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
149. 78. 252. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79. 235. 16. 150 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 10
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
149. 78. 146. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 66. 179. 98 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 10
176. 13. 4. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.181. 96. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
37.26.149. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
82. 145. 218. 155 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 67. 198. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
37.26. 147. 160 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 8
77.127.255. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
31.168. 197. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
85. 65.19. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
149. 78. 246. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 13. 19. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.190. 159. 232 Ger many 147.237.77.216 dover.idf.il SWNHood full table dr op 6
2.54.25.135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26.148. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
46.116. 221. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 85. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 13. 15. 183 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
62.219. 13. 180 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) ock 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il 8262: HITP. S oworis DoS Tool B ock 1
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|Top Attackers In ID|

Attacker Address
41.33.231. 90
195. 34. 150. 18

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Egypt

Austria

dover.idf.il

|Signature

Tehila - Perl LW with fake user agent

dover.idf.il

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
212.199.0.56  |Israel 147. 237, 76. 200 [ei tan aka. i of .1 | | €2M NG ENgine: TP Invalid finvalid segnent retransnission drop 702
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 196 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 617
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 427
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 371
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 194
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 90
87.69.113. 179 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 89
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84
37.26.146.195 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 83
109. 65. 120. 125 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 79
79.180.125.16 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 78
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 55
2.52.24.42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
81.218.29.219 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 53
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
216.11.6.41 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
8.37.227. 248 g”;(’;ym’us 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 43
168. 235.194. 52 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 41
72.69. 44. 227 Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 37
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
176.13.1.218 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
46. 19. 85. 205 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni t or 35
82.145.218.62 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31
176.13.11. 225 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 30
188. 120. 134. 224l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
77.127.255.197 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
66.249.69.26  |Uited Sates  |147.237. 7. 216 |dover ich. i1 | SAMNg Engine: TGP Invalid - finvalid segnent retransmssi on. drop 28
Ret r ansni ssi on Packet dr opped.
67.198. 136.219 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
79.235.16.150 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
95. 86. 99. 91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
66.240.82.88  |Wnited Sares  [147.237.77. 206 |dover iar i1 | Samng Engine: TP Invalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
194.90.128.25 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
66.249.82.94  |ited Sates 147, 237.77. 216 |dover ich. i1 || S NG Enginer TP Invalid - fimvalid segnent retransmssion. |, o 24
Ret r ansm ssi on Packet dr opped.
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
79. 181. 96. 217 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
2.52.175. 214 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
62.183.125. 49 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
176. 13.14. 204  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 20
105. 202. 124. 69 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
5.28.138.171  |Israel 147.237.0.19  |madimatal idr.i{o| SAMNg Engine: TP Invalid invalid segnent retransmssion. |y 20
Ret r ansm ssi on Packet dr opped.
79.180.58.177 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
2.36.95. 249 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
74.56. 165. 49 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site dgnature Action ‘Count
46.19. 85. 51 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 215
46.19. 85. 51 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 155
212.100.0.56  |Israel 147.237.76. 200 |ei tan. aka. i df .i | [709 W O the Sane Fesponse ode (404) T Session from Bl ock 123
37.26.146.218 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 90
5.28.138. 171 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 61
176.13.20. 254 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 44
176.13.5.74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 25
37.26.146.218 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 17
176.13.18.150 |[lsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 14
5.28.138.171 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 12
46.19. 86. 156 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 10
89.138. 251. 4 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock
79.180.52. 12 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
89.138.251.4 |Israel 147. 237.72. 166 |aka. i df . i | m;(sﬂt;d_ iﬁ’}a;t;(;r; azeei /#’:‘n_:‘;fiz_ gﬁp B ock 5
208.115.113. 88 [Lhited Qates  [147.237.76.86 |navy.idf.il ﬁfj;t Ih S 'i izle/dgit}i‘s/ﬁcoiisr; z:s(:)/sho of o umasp Bl ock 5
2.54.183. 83 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.186. 219 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
176.12. 146. 210 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
185. 32. 179. 103 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 210. 158. 71 Net her | ands 147.237.77. 176 [mat pash. i df . i | Mil tiple Unauthorized URL Access from 149. 210. 158. 71 Bl ock 3
46.19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
208.115.113.88 |lhited Sates 147.237.76.86 |[navy.idf.il Mil tipl e Unhauthorized URL Access from 208. 115. 113. 88 Bl ock 3
176.13.18.150 |Israel 147.237.0.19 |nadi matal .idf.il I‘;g “gfylglége sane Response (ode (404) in Session from Bl ock 3
31.154.8.98 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.182.152. 241 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.147.190 |Israel 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Referer B ock 1
192.99.13. 116 |Canada 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwwy i df.il/1133-22909-ar/ dover. aspx) |B ock 1
176.12. 141. 129 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 1
77.125.119. 198 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.125.119.198 |B ock 1
122.224.8.111 |China 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to v i df . il/ckfinder B ock 1
66. 249. 69. 40 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
66. 249. 65. 17 I srael 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/robots. t xt B ock 1
212.76.121. 245 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka idf.il/https:/aka. idf.il/ B ock 1
85.250. 209. 14 I srael 147.237. 72. 166 |aka. i df . i | x;:;i(;‘i’td‘?éiw;“:gg; Zed WL foosss on Bl ock 1
79.178.164.99 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
5. 255. 253. 157 gcsj:;:ﬂ on 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw i df.il/kesher/ B ock 1
66.249.79.91  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?ﬁ;g;r;zef%ﬁ t’;‘;ﬁfzﬂt%pi — B ock 1
167. 114. 172. 229|Canada 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 167. 114. 172. 229 B ock 1
109. 64. 64. 68 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
80. 246. 130. 162 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
203.133.171. 43 OK?r ea Repblic 1147 937,77, 216 |dover. i df i | Distributed Suspicious Response Code B ock 1
77.125.119. 198 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
66. 249. 69. 42 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/view text.asp B ock 1
141.212.122. 64 |lhited Sates 147.237.77. 170 |m@ar achot . i df . i | |[Waut hori zed URL Access to /x B ock 1
66. 249. 65. 80 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
212.199. 0. 56 I srael 147.237.76.200|ei tan. aka. i df.i| |Too Many 404: Response Code per Session B ock 1
87.69.113.179 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ B ock 1
79.178.199. 126 |lIsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter _ in vww aka. idf.il/main/giyus/ general . aspx None 1
66.249.79.105 I srael 147.237.72. 166 |aka. i df . i | Dstributed thathorized LR Access on Bl ock 1

147.237. 72. 166/ mai n/ gi yus/ gener al . aspx
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