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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1721
0.0.0.0 147.237.77.216 dover.idf.il SWNHood full table drop 587
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 388
185. 32. 179. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 44
79.182. 67. 83 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 39
212.117.143. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 33
93.173.191. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
84.110. 54. 200 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 30
84. 228. 87. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
37.26. 147. 221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 26
2.52.32.225 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
95. 97. 129. 60 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 25
80. 246. 136. 102 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
46. 19. 85. 85 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 16
176. 13. 1. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
2.52.131.12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
132. 73. 203. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
62.219. 147. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
213.57. 44. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
80. 246. 139. 205 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 14
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
185. 32. 179. 42 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 11
192.114.87.2 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
213.57.184. 196 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.126.61. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 10
80. 246. 136. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
85. 159. 214. 126 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176. 12. 141. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
109. 66. 38. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.183. 23. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
62.219. 139. 130 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 8
2.54. 46. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
77.127.205. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 64. 249. 42 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
83. 130. 109. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
188.138. 172. 127 Ml dova, Republic of |147.237.77.216 dover.idf.il SYNHood full table drop 6
185. 32. 179. 155 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
83. 149. 99. 157 Net her | ands 147.237.0. 35 akavs. i df.il Invalid TP H ags drop 5
199. 203. 176. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 107 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
93.172.1.157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
83. 149. 99. 157 Net her | ands 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 5
46. 19. 85. 120 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
93.173.15.13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 32.179. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
83. 149. 99. 157 Net her | ands 147.237.0. 16 ny-kosher-kravi.idf.il |Invalid TGP H ags drop 5
46.120. 170. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 64. 178. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.179.111. 189 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 4




11-05-2015-15:04:00 to 11-05-2015-16:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 1603
70.39.184.225 |Satellite Provider 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1080
128. 177.108. 218|Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 332
31.171. 244, 115 |Satzerland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 157
109. 65. 51. 84 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 146
79.182.59.155 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 140
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 70
199. 203. 176.50 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 63
82. 102. 239, 214 ga:lcis;ii:;a” Territory, 147, 237. 7. 216 |dover. i of . i |dr op First packet isn't SN dr op 57
95. 97. 129. 60 Net her | ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 54
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 47
37.24.144.214  |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 44
78. 95. 36. 229 Romani a 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 43
149.78.154.69 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 42
63. 168. 168. 5 Yemen 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 40
105. 197. 232. 178|Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SWN drop 40
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
196. 221. 194. 134 |Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 37
94.76. 44. 252 Bahrai n 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SWN drop 37
77.127.161.80 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 36
2.54.18. 150 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 34
216.177.129. 184|Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 34
185. 27.105. 182 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 33
109. 200. 30. 154 |Uhited K ngdom 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 32
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
77.126.61.124 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 30
93.172. 145. 122 |Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 30
79.182.168. 108 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 29
85.64.178.249 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 29
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 28
192.116. 98. 164 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 26
84.110. 54. 200 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 26
5.22.134. 160 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
51.39.129.190 |Uhited Ki ngdom 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 26
2.54.34.38 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 25
79. 180. 20. 13 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 25
89. 138.241. 246 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 25
38.74.18. 44 Canada 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 24
212. 106. 84. 110 glcisgiig;a” Territory, 147,237, 77. 216 |dover. i df . i |dr op First packet isn't SIN drop 24
38.111. 147. 88 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 24
100. 100. 10. 51 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 24
46.19. 86. 39 I'srael 147.237.72. 166 |aka a1 |21 €M NG Engine: TCP Invalid invalid segnent retransmssi on drop 24
Ret r ansni ssi on Packet dr opped.
86. 104. 161. 74 Romani a 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 24
105. 157. 167. 196|Mor occo 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 23
46. 19. 86. 86 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 23
50.87.144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 23
207. 46. 13. 29 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 22
109. 66. 62. 244 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |[Site Sgnature Action ‘Count
176.12.150.9 |[Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 69
176.13.18. 150 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
2.52.137.70 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 8
5.42.198.91 Iraq 147.237.77.216|dover . i df .i | Dstributed Uhaut hori zed URL Access on waw idf.il/arr/ Bl ock 5
84.108.61.37 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84.108. 61. 37 B ock 5
185. 120. 126. 26 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 5
185. 120. 126. 26 147.237.72. 166 |aka. i df . i | m;zﬂt;q ﬁ'}a;}tah;ir;azgids,'?':n_ﬁfﬁj gﬂp Bl ock 5
84.108.61.37 |lIsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 3
46. 19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 210 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.116. 167. 185 |l srael 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on v aka. i df . il /ufi/reaction/ B ock 3
84.109. 90. 213 [l srael 147.237.72. 166 [aka. i df . i | O stributed Whaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 3
85. 64.202. 236 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
72.9.148.10  |[Wited Sates  [147.237.76.86 [navy.idf.il m“tngs;' e e navy. aspx. aspx Bl ock 2
176.13.17.234 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
149. 78.57. 247 |l srael 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to waw i df.il/navy. B ock 2
46.19.86.156 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79. 180. 124. 106 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
208.115.113. 82 [Lhited Sates [147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/story. aspx B ock 1
2.54.59. 131 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
178. 255. 87. 242 |Uni ted Kingdom|147.237.0.19 |madi matal .idf.il{Unauthorized URL Access to 147.237.0. 19/ robots. t xt Bl ock 1
149. 78.57. 247 |Israel 147.237.76.86 |[navy.idf.il Lhaut hori zed LR Access to wwn navy. i df.il/ufi/reaction/ B ock 1
66. 249, 65.230 | srael 147.237. 7. 216 |dover . i df . i | e L e ot e/ dover . aspx Bock |1
85. 65.84.109 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
213.139.52. 44 [Jordan 147.237.77. 216 |dover . i df . i | Lnknown FITTP Fequest. Nethod p://w i cf 11/ Syl e/ Sharednav. o8 T gy oo 1
5.28.166.126 |l srael 147.237.76.42 |refuah.idf.il \;Pjrwaﬁ; o ;\I’tysle' i\Adfo.' ialt /' fglg;eg??u”;hfrgsixacem' der 1§t xtLastNare i n B ock 1
188. 165. 15. 14 |France 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wawidf.il/english/news/funeral.stn) B ock 1
79. 182. 225. 205 [l srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 1
66. 249.79. 107 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ f oruns. aspx  |B ock 1
66.33.212.126 |Uhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/test/wp-admin/ B ock 1
93.173.15.13  |Israel 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut horized URL Access from 93.173.15. 13 B ock 1
8.29.198.38 Lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www nag.idf.il/feed/ Bl ock 1
208.115.113.82 |Lhited Sates  |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitellinks. aspx B ock 1
78.47.8.52 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-admin/ Bl ock 1
2.54.59.131 | srael 147.237.77.243|nobi [ e.i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
185. 46. 121. 194 |Lhited Sates  [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/wordpress/ wo-admn/ B ock 1
66. 249. 65. 238 I srael 147.237.77. 216 |dover . i df . i | mir[;ftf‘:ﬁ‘jita]miﬂt;gri/;f? mujeft‘fcaisps on Bl ock 1
87.68.55.224 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/ufi/reaction/ B ock 1
217.69. 133. 221 :Z::aaﬂ on 147.237.72. 166 |aka. i df . i | O stributed Lhaut hori zed URL Access on aka.idf.il/mnain/ B ock 1
5.28.180.185 |Israel 147.237.72.166 |aka. i df . i | m ;L;L:td?‘_jiwﬁf:ggliﬁat:i gﬁels/s on Bl ock 1
207.46.13.29 |lhited Sates  |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to www i df.il/1116- he/ A—A A—3€? B ock 1
66.249. 79.109 |Israel 147.237.72. 166 |aka. i df . i | iét rzigt;lﬂe; 1%%?”;‘:;0;} ;e;uﬁe':gf:jsazgx Bl ock 1
66.249.65.80 |[lIsrael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm B ock 1
93.173.15.13  |Israel 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v tikshuv.idf.il/sip_storage/files/ B ock 1
84.108.61.37 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/aj ax/ updat est at us. php B ock 1
37.26.149. 177 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
212.179.21. 194 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.177.194.57 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka. idf.il/main/giyu/ B ock 1
5.28.134.45  |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘”;iﬁr_?ﬁtng n/";;g?ji‘;t;agf‘i”;:f\’:;gf"phsa‘:har$°t' 7sin None 1
162. 243. 210. 82 |Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua.atal .idf.il/ol d/wp-adnin/ B ock 1
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