11-05-2015-14:04:09 to 11-05-2015-15:04:09

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Target s |
10, 0004
8, 000"
. M dover.idf.il
6, 000" M nadi matal .idf.il
. M aka.idf.il
4, 000+" M nat pash.idf.il
Number M lawidf.il
Att(zlcks 2, 000+" M ishurimaka.idf.i
[N atal.idf.il
0- : : : Meitan aka.idf.il
R SRR RS mobi | e. i df . i |
. . . \ R . : . N
& ,5\’3 »* 2 \'§ al ré& ¥ b\\e éé‘ M anan.idf.il
60 6\6\ (@,’\Q \‘}\& .\\r&\ (@
o
& )
Top Tar get

[Top Attackers |

1, 200+

W 167. 114. 156. 16
212.179.21. 194

600 [ 77.127. 240. 136
2.54.132. 78

Number B 37.217. 164. 166

d . M 208. 115. 111. 73
Atacks 3007 [ 2.54. 49. 205
M 2.54. 159. 69

205. 203. 135. 1
M 176. 13. 19. 28

Top Attackers



11-05-2015-14:04:09 to 11-05-2015-15:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DO5- Tool - Swi t chbl adG dest - r eset 1853
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood full table drop 293
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 210
66. 249. 67. 227 Lhited Sates 147.237.77. 176 nat pash. i df . i | |[TGP handshake viol ation, first packet not syn |drop 89
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn |drop 69
80. 246. 136. 3 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 58
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 43
109. 160. 190. 239 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 30
149. 88. 122. 69 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 30
41.39. 21. 145 Egypt 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 28
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 25
132.76.50.5 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 23
89. 139. 29. 98 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 23
109. 66. 166. 95 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 22
85. 250. 203. 117 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 22
37.26. 148. 237 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 20
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood full table drop 15
87. 68. 36. 133 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 15
46. 19. 85. 202 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 15
82. 80. 147. 243 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 13
81.218. 198. 54 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 13
54.198. 122. 232 Lhited Sates 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 12
212.179.21. 194 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 10
79.182. 58. 26 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
46.121.19. 71 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
176.12. 142. 69 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 9
82. 80. 21. 66 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
188. 247. 73. 137 Jor dan 147.237.77.216 dover.idf.il |SYNHood full table drop 8
212.179.57.178 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 7
109. 66. 141. 177 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 7
79.183. 184. 36 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
37.75.210. 148 Pal estinian Territory, Qcupi ed147.237.77.216 dover.idf.il |SYNHood full table drop 6
46.116. 145. 110 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
213. 149. 223. 82 Italy 147.237.77.216 dover.idf.il |SYNHood full table drop 6
84. 108. 50. 230 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
46.121. 15. 93 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
84.108.170. 114 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
46. 19. 85. 121 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 5
79.183. 186. 27 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
2.52.20.189 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 5
212.76.111.54 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 5
46. 19. 85. 145 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
62. 219. 116. 52 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
83. 149. 99. 157 Net her | ands 147.237.0. 35 akaws.idf.il |Invalid TP H ags drop 5
212.199. 121. 202 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
2.54.147. 77 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 5
89. 46. 183. 247 Romani a 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
185. 13. 195. 101 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
82.102.197.181 Pal estinian Territory, Qcupi ed147.237.77.216 dover.idf.il |[SYNHood full table drop 5
217.66.232. 4 Pal estinian Territory, Qcupi ed147.237.77.216 dover.idf.il |SYNHood full table drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
I srael 147.237.77. 74 lawidf.il |CL000004: HITP: options nethod (M crosoft) B ock 2
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 689
77.127.240. 136 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 397
37.217.164. 166 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 283
2.54. 49. 205 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 172
2.54.159. 69 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 166
208. 115. 111. 73 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 164
205.203. 135. 1 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 156
81.218.37.2 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 127
85. 65. 236. 70 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 98
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 88
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 84
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 83
196. 207. 233. 184 Senegal 147.237.77. 216 dover.idf.il drop First packet isn't drop 79
79.183.179. 162 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 67
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 63
5.108. 144. 164 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 63
212.179.57.178 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 61
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 61
41. 45. 134. 151 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 61
82.166. 87. 114 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 60
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 60
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 58
85. 250. 203. 117 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 56
212.76.111.54 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 55
188. 53. 152. 162 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 55
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 51
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 49
5.28.188. 181 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
87.68. 147. 217 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop a7
79.183. 116. 241 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
2.52.174.116 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 45
110. 22. 140. 127 Australia 147.237.77. 216 dover.idf.il drop First packet isn't drop 45
54.224.21.23 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 44
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 43
46.19.85.4 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
52.0.238. 61 Lhited Sates 147.237.77. 176 nat pash. i df . il drop First packet isn't drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
50. 23. 99. 66 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
37. 26. 148. 209 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
46.19.85.71 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
81.218.198. 54 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
5. 255. 253. 157 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 38
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 38
31.154.92. 212 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
80. 246. 136. 3 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
185.99. 32. 2 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
209.88.198.1 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
100. 100. 62. 82 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 36
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Too Many of the Same Response Code (404) in Session from

Action

‘Count

waw nag. i df . i | /509- he/ pat zar . aspx

2.54.132.78 I srael 147.237.0.19 |madi matal .idf.il 2 54132 78 Bl ock 169
176. 13. 19. 28 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 112
2.54.132.78 I srael 147.237.0.19 |nadi matal .idf.il DO stributed Suspicious Response Gode Bl ock 106
176.13.19.206 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 69
79.180. 52. 12 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 33
176.13. 19. 28 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 32
176.13.19.206 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 27
2.54.132.78 I sr ael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (403) in Session from o o\ 16
2.54.132.78
m ny- kosher - kr avi . i _ _
176.12.138. 179 |lsrael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 4
46. 19. 85. 80 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock
37.26.147.221 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock
. . DO stributed Uhaut hori zed URL Access on
5.29. 175. 165 I srael 147.237.72. 166 |aka. i df . i | v aka i of i1/ ti kshav. i df i1 B ock 3
85. 250. 110. 226 [l srael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock
79.182.55. 83 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
. . D stributed Uhaut hori zed URL Access on
85. 250. 110. 226 [l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 2
- . . Unaut hori zed URL Access to
85. 250. 203. 117 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal .i df i1/ shar ed! aj ax/ updat enakat gaunt i ty. aspx B ock 2
www. chamat z. aka. i d .
62.210.88.201 |Fance 147.237.77. 226 fil Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php Bl ock 1
85. 65. 84. 109 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.102.207.189 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.181.120. 102 |lIsrael 147.237.77. 216 |dover . i df .i | NULL Character in Mt hod B ock 1
216.223.27.24 |United Sates 147.237.77.74 |lawidf.il WL is Aove Root Drectory - B0k 1
ww lawidf.il/../inages/ 1. hel navi gation/ navi gati on arrow gif
185.32.179.67 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.67.190 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
. . D stributed Uhaut hori zed URL Access on
109. 66. 4. 121 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ T ecr Ui t| ane. aspx Bl ock 1
37.238.120.65 |[Iraqg 147.237.77.216|dover. i df .i | O stributed Unauthorized URL Access on wanidf.il/arr/ B ock 1
. . Unaut hori zed URL Access to
5.28. 149. 201 | srael 147.237.72. 166 |aka. i df . i | vowv aka. i of i 1/si p, stor agel i1 es/ 7/ B ock 1
84.109.90.213 |[Israel 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.79.225 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
2.54.45.95 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nain/ Bl ock 1
P . Unaut hori zed URL Access to
194. 114. 146. 227|l srael 147.237.0.15 |kosher-kravi.idf.il kosher-kravi i df i1/l p.storagel il es/ 3/ si ze338x0/ 1613, pg Bl ock 1
. . Unaut hori zed URL Access to
62.219.99.130 |Israel 147.237.77.233atal .idf .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.154.91.78 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ i 1V Sachar/ request . aspx None 1
2.54.179. 246 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e SSL Sessi ons: Cpen Mde None 1
] . . URL is Above Root Drectory
216.223.27.26 [Wited Sates 147.237.76.31 |nakchal .idf.il vw nakhal i f i1/ /i mages/ shar ed/ hoe. png B ock 1
185. 107. 48.3 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ Bl ock
66.249. 67. 204  |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock
. . Unaut hori zed URL Access to
132.74.95. 21 I srael 147.237.77. 170 |naar achot . i df . i | maar achot . i df i 1/ pof/ i es/ 3/ 112203, pof Bl ock 1
5.28.180.185  |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed URL Access to B ock 1
wwv anan. i df .il/https:/ww anan.idf.il/
. . D stributed Unhaut hori zed LRL Access on
84.109.90.213 [Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php Bl ock 1
68. 180. 228. 112 |Whited Sates 147.237.77. 216 |dover . i df . i | Parameter Type Vol ation PageNimin B ock 1
wa i df . i | /1397- en/ dover . aspx
196. 207. 233. 184|Senegal 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 65. 224 |l srael 147.237.77.216|dover.i df .| vowv i o i1/ rag/ engl i ShYi nf 007, asp B ock 1
37.8.80.173 (F;ajcis;i';'ja” Territoryl 47, 237. 77. 176 |mat pash. i df . i | Unaut hor i zed URL Access to v cogat . i df . il/894-ar B ock 1
217.31.48. 30 Czech Republic 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237.76.30/rom0 B ock 1
79.182.223.173 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
. . Unaut hori zed URL Access to
2.54.184. 126 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ T ecrui t| ane. aspx Bl ock 1
185.120. 126. 1 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i1 /val tam B ock 1
46.19. 85. 121 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode Bl ock 1
Paraneter Type Mol ation
5.29.102. 93 I srael 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
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