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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
81.218.37.2 | srael 147.237. 72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 2561
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1996
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 475
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 238
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 237
2.54.161. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 85
2.52.144. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 85
212.25. 83. 133 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 48
176. 13. 7. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 43
84.109. 119.7 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
2.52.17.77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
80. 246. 140. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
46.43.74. 17 Pal estinian Territory, Qcupiedql47.237.77.216 dover.idf.il SYNHood full table drop 21
46. 19. 85. 15 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 15
82. 80. 86. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
79.177.123. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
77.127.77. 243 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
2.54.157. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 10
46. 19. 86. 129 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 7
176. 228. 140. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
41.164. 25. 50 South Arica 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176.13. 5. 226 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
83. 149. 99. 157 Net her | ands 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 6
213. 207. 85. 100 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 6
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 6
176.13.0.72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.116. 171. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
213. 151. 61. 247 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
81. 218. 140. 102 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 66. 164. 7 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 5
80. 246. 139. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.151. 160 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.177.113. 92 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
176. 12. 139. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.68. 61. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 4
79.182. 39. 45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.136. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.117. 236. 245 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
83. 149. 99. 157 Net her | ands 147.237.77.121 e navy.idf.il Invalid TGP H ags drop 4
176. 12. 144. 179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
188. 161. 65. 77 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SWNHood full table dr op 4
84.94. 197. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.151. 48. 138 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
209. 88.198. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
81.218. 199. 247 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address Ste |Signature Devi ce Action |Count |
212.179. 46. 16 I srael 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 2159
46.19. 86. 103 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 786
2.52.144. 166 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 671
192.114. 23. 208 I srael 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 295
212.179.21.194 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 250
194. 90. 99. 193 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 248
208. 115. 113. 89 Lhited Sates 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 192
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 186
91.181. 136. 87 Bel gi um 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 161
81.218.37.2 I srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SYN |drop 145
41. 33. 148. 100 Egypt 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 130
46.121. 94. 141 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 110
176. 45. 240. 183 Saudi Arabia 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 96
95.86.111.8 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 93
149. 78. 154. 69 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 86
82.192. 68. 46 Net her | ands 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 80
37.26. 148. 251 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 69
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 68
62.0.41.2 I srael 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 68
5. 255. 253. 157 Russi an Federation 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 60
52. 16. 5. 197 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 59
2.54.176. 34 I srael 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 59
66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 55
197.133. 127. 84 Egypt 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 55
85. 65. 93. 193 I srael 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 53
54.72.0.55 Irel and 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 52
81.218.199. 247 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 52
79.177.123. 217 I srael 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 50
79.181. 141. 244 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 49
37.26. 146. 162 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 48
66. 249. 93. 192 Lhited Sates 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 47
41. 33. 231. 90 Egypt 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 47
209.88.198.1 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 44
54.224.21.23 Lhited Sates 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 44
66. 249. 65. 238 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 43
122.148. 243. 248 |Austraia 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 40
82.102.197. 59 Pal estinian Territory, Cccupied 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 40
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 39
66. 249. 65. 231 | srael 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 39
64.233.172. 155 Lhited Sates 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 38
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 37
66. 249. 93. 200 Lhited Sates 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 36
66. 249. 65. 238 Lhited Sates 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 35
46.19. 85. 209 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 35
121. 54. 58. 129 Phi |i ppi nes 147.237.77.216 |dover.idf.il [drop First packet isn't SYN |drop 35
68. 180. 228. 112 Lhited Sates 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 35
80. 246. 130. 188 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SIN |drop 34
46. 19. 86. 204 I srael 147.237.72.166 |akaidf.il |Bad TCP sequence [invalid A nunber noni t or 34
185. 37. 12. 200 Pal estinian Territory, Cccupied 147.237.77.216 |dover.idf.il [drop Frst packet isn't SYN |drop 32
2.52.144. 166 | srael 147.237.77. 216 dover.idf.il |[Bad TCP sequence I'nval i d ACK nunber nmoni t or 32
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
192.116. 232. 69 |Israel 147.237.76.200|ei tan. aka. i df . i | [Mil ti pl e Unaut hori zed URL Access from 192. 116. 232. 69 B ock 38
194.90. 140.29 |Israel 147.237.76.86 |[navy.idf.il Mil tiple Wnauthorized URL Access from 194. 90. 140. 29 B ock 18
2.54.136. 183 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
185. 120. 126. 27 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 5
185. 120. 126. 27 147.237.72. 166 |aka. i df . i | m;:(gﬂt;d. ilf}a;taic;r;agzi/?:n_:‘;fiz gsp Bl ock 5
80. 178. 205. 237 |l srael 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 80. 178. 205. 237 B ock 4
46.19. 85. 80 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.102.254. 224 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
62. 0. 100. 86 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nai n/ sachar/ defaul t. asp Bl ock 2
87.68.33.217 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/aj ax/pages/fan status.php  |Bl ock 2
2. 54. 150. 83 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.12. 174 |l srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code Bl ock 2
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il m”tngs;' B e 0/ navy. aspx. aspx B ock 2
2.52.24.35 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 61 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
87. 68. 33. 217 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
66.249. 79. 107 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
176.13.18. 73 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
142.54.174.67 |Uited Sates [147.237.77.19 [l awforumi df. il |Unauthorized URL Access to wmu cl oud. ph/ B ock 1
81.218.241.26 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 1
192.116. 232. 69 |l srael 147.237.76. 200 |ei tan. aka. i df . i | ﬁl?‘:’;‘n:i;”;tje{/xﬁfgjgrier;et.CSS None 1
66.249.79.236 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
176.13.12.174 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 1
66.249. 65. 251 |l srael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 251 B ock 1
37.26.149.199 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.117. 143. 250! srael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
192.116. 232. 69 |l srael 147.237.76. 200 |ei tan. aka. i df . i | wl?r;.ﬁ;in;t.?[/:f?a?i(?/lgzigt;c':ipts/op/jqueryfunctions.js None 1
66.249.79.109 I srael 147. 237.72. 166 |aka. i df . i | ﬂ{;‘“tzg;’rgefe(ﬁ‘l gfsctejfa;; (i1 es/ 4/ 71614, pef Bl ock 1
185.120.126. 1 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 132  [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/navy/ navy/ | inks. aspx B ock 1
149. 78.212. 198 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
82.80.17. 163 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ Bl ock 1
192.116. 232. 69 |l srael 147.237.76. 200 |ei tan. aka. i df . i | m;’;?‘:gn?;ﬁ”;tﬂ /st\,\k;/??slr?a?g/ tier)'(t_css None 1
192.116. 232. 69 |l srael 147.237.76. 200 |ei tan. aka. i df . i | ﬁl‘.’?‘;&;ﬁtﬂ /?&?i?&éiﬁ?c;gx § None 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
66.249. 65. 251  [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df . il /navy/ navy/ general . aspx B ock 1
212.117. 143. 250]l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df . i|/aj ax/ updat est at us. php B ock
87.69.81.241  |Israel 147.237.72.166 |aka. i df . i | Distributed hauthorized URL Access on Bl ock 1

vwwn aka. i df i |/ https:/ww aka. idf.il/
. . . |[Unknown Par anet er wb48617274 in
192.116.232.69 |l srael 147.237.76. 200 [ei tan. aka. i df . i1 vy ei tan. aka. i df.i|/shared/clientscripts/ui/i18n/jquery-ui-il8n.js None !

Unaut hori zed URL Access to

80. 178. 205. 237 |l srael 147.237.76.86 [navy.idf.il navy. i df i |/sip storagel files/ 3 si ze338x0/ 1613, | pg B ock 1
66.249.79.218 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
174.129.228.67 |Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
66. 249. 65. 223 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
. . D stributed Unaut hori zed URL Access on
82. 80. 97. 80 I srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
2.54. 160. 115 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.116. 232. 69 |Israel 147. 237.76. 200 [ei t an. aka. i df . j | [7Known Paraneter wb48617274 in None 1

Wy ei tan. aka. i df. i1/ shared/ aj ax/ creat ecapt chai nage. aspx
. - . Unhaut hori zed URL Access to
176.13.15.81  [Israel 147.237.76.30 |hi nush.idf.il v chi mush. at al i df . | / 994- 8668- he/ hi mudh. aspx Bl ock 1

Uhaut hori zed URL Access to

66. 249. 67. 67 I srael 147.237.77.74 |lawidf.il S B ock 1
waw | aw i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp

46.19. 85. 126 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1

217.31. 48. 30 ggﬁi . 147.237.77.233|atal .idf . i | Unaut hori zed URL Access to 147.237.77.233/rom0 B ock 1
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