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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1906
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 856
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 657
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 501
37.26. 148. 198 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 285
212.76.111. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
93.172.131. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
85. 250. 255. 3 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 35
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 31
80. 246. 139. 22 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 30
46.121. 93. 95 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
46. 19. 86. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
212.29.193. 221 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 25
84.108. 235. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46.19. 85. 254 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 24
46.19. 86. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
37.26.148. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
77.127.201. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
213.74.133. 14 Tur key 147.237.77.216 dover.idf.il SWNHood full table drop 20
46. 19. 85. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
141. 2. 34. 147 Ger nany 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 19
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 15
192. 114. 23. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176. 13. 1. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46.120. 22. 21 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 10
192.114.91. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176. 12. 149. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
199. 203. 63. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 121. 202. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
212. 25. 83. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
82. 80. 196. 44 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 6
79.176.186. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.142. 202. 232 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
83. 149. 99. 157 Net her | ands 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 6
2.54.141. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
132.74. 214. 87 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
2.54.48.213 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79. 180. 161. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 65. 5. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 86. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
83. 149. 99. 157 Net her | ands 147.237.0. 16 ny-kosher-kravi.idf.il |Invalid TGP H ags drop 5
95. 35. 163. 124 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
196. 207. 233. 184 Senegal 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.95. 131. 59 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.19. 86. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.108. 182. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 147. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.94.19. 97 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 4
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|Top Attackers In FW |

A tacker

ount ry Target Address ‘Site ‘Signature
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 1281
91.227.71.250 [Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 625
41. 33.148. 100 |Egypt 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 585
154.59.142.26 |lLhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 492
37.26.148.198 |[Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 312
54.187.55.213 |Uhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 162
212.219. 99. 33 zir:gegom 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 161
212.76.111. 185 (I srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 158
66.249.93.192 |Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 128
185. 65. 254. 148 [Iraq 147.237.77. 216 |dover.idf.i|dr op First packet isn't SWN drop 120
66.249.93.200 |Uhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 104
54.244.22.103 |Uited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 96
66.249.93.196 |Uhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 95
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 71
108.59. 253. 71 |[lhited States [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 70
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SWN drop 65
2.54.176.9 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 60
54.72.73.168 Irel and 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 60
194. 56. 215. 66 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 56
205.203.135.1 |Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 54
153. 96. 196. 2 Ger many 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 54
81.218. 251. 250 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 52
52. 16. 5. 197 Lited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 50
208.69.40.101 |Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 49
195. 25. 183. 53 |Fance 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 49
31.44.130. 168 |[Israel 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 49
213.74.133. 14 |Turkey 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 46
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 45
176.13.23. 151 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 43
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 43
68.180.228. 112 |Lhited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 42
95. 86. 112. 216 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 42
87.68. 75. 100 I srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 40
213.8.124.45 |Israel 147.237.77. 233 |atal .iof .i1[Bad TCP sequence e ransmt wth different wndow |,y or 39
2.54.47. 233 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 38
100. 100. 16. 97 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 38
62.90. 100. 151 [l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 36
80. 179. 7. 242 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 36
109. 226. 32. 34 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 35
80.230. 38. 121 |[Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 35
50. 87.144. 145 |Uhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 33
46. 19. 86. 109 I srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 32
77.126.88.192 |[Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 32
62. 0. 70. 140 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 31
46. 116. 56. 85 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 30
176. 12. 149. 237 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 29
82.80.173.170 [Israel 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 28
109. 65. 160. 236 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 28
66.249.65.238 |United Sates [147. 237, 77. 216 |dover i o[ €2M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 28
Ret ransni ssi on dr opped.
66. 249. 65. 224 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 27
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.184 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 42
149. 78.57. 247  |lIsrael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 13
. . D stributed Unaut hori zed URL Access on
149.78.57. 247 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 13
79.178.58. 74 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Code Bl ock 13
46.19. 86. 136 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock
89.138. 6. 221 I srael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock
. . O stributed Uhaut hori zed URL Access on
89.138. 6. 221 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 7
2.54.161. 159 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 7
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 7
80. 246.136.86 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 6
176.12. 138. 148 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Mil tipl e Waut hori zed URL Access from 208. 115. 113. 88 B ock 4
79.182.195.71 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 4
109. 65. 131. 225 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 65. 131. 225 B ock 3
93.172. 145. 182 | srael 147.237.72. 166 |aka. i df . i | Distributed haut horized URL Access on B ock 3
ww aka. i df . i1/aj ax/ pages/fan_ st at us. php
79.176.197.123 [israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 3
79.176.197. 123 | srael 147.237.72. 166 |aka. i df . i | Distributed haut hori zed URL Access on B ock 3
wan aka. i df . i | /aj ax/ pages/ f an_st at us. php
176.13.2.73 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock
109. 66. 30. 202 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df.i|/mai n/ gi yus/ general . aspx  |Bl ock
93.172. 145. 182 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates (147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
46.19.86.108  |Israel 147.237.77.243|nobi  e. i df i1 |Franeter Type Molation QurrentPassword in B ock 2
nobi | e.i df.il/sachar/changepasswor d
176.228.82.41 |lIsrael 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 2
. . D stributed Unaut hori zed URL Access on
176.228.82.41 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 2
37.26.146.136 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19.86.4 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
79. 170. 40. 163 z";ggom 147.237.0.19 |madi matal . i df . i |thauthori zed LRL Access to madi matal .idf.il/bl og/wp-adnin/ B ock 1
149. 88.55.199 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 1
87.68. 33. 217 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 1
37.122.210. 43 z‘;;gom 147.237.0.19 |madimatal .idf.i|Wauthorized URL Access to madi matal .idf.il/wp/wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
212. 29.223. 233 |Israel 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p. st or agel fi | es/ 8/ 1668. doc B ock 1
176. 13. 23. 96 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.182.195.71 [israel 147. 237. 72. 166 |aka. i df . i | '|legal Byte hde Caracter in UR. /nain kapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
. ; Unaut hori zed Met hod CPTI ONS for
132.74.169. 84 | sr ael 147.237.72. 166 |aka. i df . i1 ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
217.194.199. 117l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: Protocol violation (SS._GONN QLI ENT_HALLO None 1
31.193. 237.133 [Denmark 147.237.0.19 |nadi matal .idf.i|Unauthorized URL Access to madimatal.idf.il/ol d/wp-adnmn/ B ock 1
188. 165. 15. 78  |France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
109. 65. 131. 225 |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwy aka. i df . i |/ nai n/ sachar/ B ock 1
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
. . D stributed Unaut hori zed URL Access on
87. 68. 33. 217 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 1
. . DO stributed Uhaut hori zed URL Access on
37.142.68.141 |[Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ B ock 1
212.179.28.34 |[Israel 147.237.77. 170 |maar achot . i df . i | [Whaut hori zed URL Access to naarachot.idf.il/ pdf B ock 1
77.127.162.34  |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
93.173. 254. 100 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter x in vwwy aka.idf.il/main/sachar/ payslips. aspx None 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
84.228.65. 144 I srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx None !
37.26.146.131 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
188. 165. 15. 212 |France 147.237.77.74 |lawidf.il Wnaut hori zed LRL Access to B ock 1
waw. mag. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
176. 12. 140. 184 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
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