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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 2209
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 693
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 144
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il |TCQP handshake violation, first packet not syn drop 129
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 42
84.108. 74. 76 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
2.54.62.177 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 25
37. 26. 149. 207 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 20
212.179.21.194 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 18
2.54.168. 121 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 15
2.52.53.79 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 13
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 12
2.54.36.148 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 10
87. 68. 83. 23 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 9
82.80.135. 174 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 9
80. 246. 137. 156 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 7
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 7
176. 13. 6. 145 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
2.52.131.12 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
80. 179. 10. 173 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 5
176. 13. 18. 238 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
2.54.165. 173 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
31.210. 189. 221 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
85. 250. 83. 79 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
80.179. 6. 127 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
84.108. 72. 137 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
46. 19. 86. 52 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
185. 32.179. 179 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
80. 246. 136. 35 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
109. 160. 158. 184 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46. 19. 85. 47 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
87.69. 184. 239 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
2.52.51.186 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
109. 66. 133. 67 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
80. 246. 136. 200 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46.19. 86. 51 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
185. 32. 179. 142 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
80. 246. 136. 19 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
77.125.109. 209 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
109. 67. 124. 99 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
80. 246. 136. 232 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
176. 13. 18. 54 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
109. 65. 107. 162 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
148.177.129. 210 Eur ope 147.237.77.216 dover.idf.il|[SINHood full table drop 3
79.178. 25. 213 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
212.179. 64. 162 | srael 147.237. 72. 166 aka.idf.il |Block Udp All _Nets drop 3
5. 144. 49. 160 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
2.54.56. 227 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
132. 74. 56. 238 I srael 147. 237. 72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
31.168. 136. 9 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:]c;kre; Signature

82.166.221.34 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 255 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
37.26.148.129 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
176. 106. 227. 175(147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
119. 73. 228. 136 |147.237.76. 42 |9 ngapore refush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.177.128.89  |147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP wth fake user agent 1
5.29. 202. 22 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
176. 193. 160 234|147 237 8 46 |RUSSIan e chinuch i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Federati on Potential Scan or Brute Force
119. 73.228. 136 |147.237.76. 42 |S ngapore refuah.idf.il |ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2106
185.58.201.28 [Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 389
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 148
185. 4. 252. 172 Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 114
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 80
196. 207. 233. 184 |<enegal 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 72
37.26.146.132 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 71
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
195. 160. 240. 11 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdzitvr:gaslnlt wehdfferent | onitor  [63
2.54.62.147 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
2.52.53.79 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 57
31.168.100.81 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
148. 177. 129. 210|Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 53
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
77.158. 88. 42 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 47
213.204.127.27 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 45
66.249. 65. 231  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
58.178.197.178 |Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 44
50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 43
213. 6. 64. 134 glcisgiig;a” Territory.\1 47 237.77. 216 |dover. i df il drop First packet isn't SIN drop 42
108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
79.182.114.113 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 41
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
68.180.228. 112 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
46. 19. 85. 133 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber monitor |34
192. 114. 23. 208 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
37.26.148.184 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
2.52.131.12 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
2.54.134.185 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
66.249. 65. 238 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
37.26. 146. 223  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
77.125. 88. 230 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
46. 19. 86. 170 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
31.168. 29. 225 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
87.69. 184.239 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
84.94.164.250 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 27
82.102.136.65 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
66.249.81.215 |Russian Federation  |147.237.77. 216 |dover.idf.il Streaning Engi ne: TCP Inval id |invalid segnent retransnissi on drop 24
Ret r ansm ssi on Packet dr opped.
79.176.213.80 |Israel 147, 237, 72. 167 |i shur i maka i o 1| | S NG Engine: TCP Inval id finvalid segnent retransmssion. |, op 24
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
192.118.11. 120 |(Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
62. 105. 140. 248 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
46.19. 86. 135 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count
176.13.18.54 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 141
176.13.18.54 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 81
2.54.162. 70 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
87.68.33.217 [Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed LR. Access on Bock |8
v aka. i df . i1/ aj ax/ pages/ f an_st at us. php
87.68.33.217 |lIsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock
194. 90. 25. 122 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed
01022C072FFDB6ES5D208FE2C7F70C8B9ES5D208000933003100340039
37.26.146.248 |Israel 147.237.76.39 |nobi | e. nei tav. i df.i{003100360035003700380000012F00FF, Cbser ved None 4
0102E09E02FCB6ESD208FEE01644C7B9ES5D2080009330031003400390
03100360035003700380000012F00FF
176. 12. 140. 225 |I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
109. 65. 144. 170 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock
. . D stributed Lhaut hori zed URL Access on
109. 65. 144. 170 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ aj ax/ pages/ f an st at us. php B ock 3
176.13.3.119 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.19. 86. 33 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock
2.52. 44, 250 | srael 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock
. . . Unaut hori zed URL Access to
72.9.148.10  |lhited States [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bock |2
79.176. 133. 170 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in URL B ock 2
66. 249. 65. 83 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | |Unhauthorized URL Access to wwu chi nuch. aka. idf.il/404. htm B ock 2
46.19.85.112 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df . il/hi nush/ site/ he/ hi nush. asp Bl ock 2
37.26.149. 201 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 64. 112. 61 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217. 69. 133. 68 RF;ZZ:;’}W 147.237.72. 166 |aka. i df . i | Unknown Parameter 55594cf 0 in aka. i df . il/gi yus/ None |1
50.63.197.201 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/ wp-admin/ B ock 1
5.77.53. 149 Lk?lr::gom 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal .idf.il/test/wp-admn/ B ock 1
132.76.50.5 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
. . Unhaut hori zed URL Access to
66.249.79. 109 |Israel 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
46.19.85.8 I srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
109. 64. 136. 124 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Ml tiple Untraceabl e SSL Sessi ons from2.52. 174. 237 (Protocol viol ation
2.52.174.237 |Israel 147.237.72. 156 |anan. i df . i | (SSL GONN CLI ENT HELLO)) None 1
5.102. 254. 221 |l srael 147.237.77.216|dover . i df . il Dstributed Suspicious Response Code B ock 1
Unknown Par anet er
89. 248. 128. 156 [Netherl ands  |147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . D stributed Uhauthorized URL Access on
66.249.79. 218 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. P SS. Lhtraceabl e Gonnection - Protocol violation
2.52.174.237 |Israel 147.237.72. 156 |aman. i df . i | (SSL OONN CLI ENT HELLO) None 1
. . Unaut hori zed URL Access to
80.179. 223. 31 |Israel 147.237.77. 176 [mat pash. i df . i | ww cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 1
66. 249. 67.190 |[lsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147. 237.77. 74/ 441- hel pat zar . aspx B ock 1
5.135. 144. 131 |France 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
176.12.150.5 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
93.172.50. 77 |lIsrael 147.237.72. 166 |aka. i df . i | Too Many Qookies in a Request - 113 cooki es B ock 1
. . Unhaut hori zed URL Access to
66.249. 79. 225 |Israel 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
195. 160. 240. 11 |I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css Bl ock
46.19.85.164 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
A . |Waut hori zed URL Access to
81.218.33.77 |Israel 147.237.0.15  |kosher-kravi.idf. il [* "\ i i i1/ b storagelfi| es/ 3/ 1773, pg Bock |1
66.249.79.10 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
94.230.93.232 |lIsrael 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 1
2.52.36.89 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
66.249. 93. 233 |Israel 147.237.77. 176 |mat pash. i df . i | Distributed URL is Above Root Directory B ock 1
Czech m ny- kosher - kr avi ,
217.31.48. 30 . 147.237.0. 17 . . Unaut hori zed URL Access to 147.237.0.17/rom0 B ock 1
Republ i ¢ Ldflil
2.54.166.135 |lIsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 38.50 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.79.10 |lIsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/nain/rabanut/general.aspx |None 1
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