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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2539
66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1260
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 903
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 887
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 551
85. 159. 214. 126 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 211
66. 249. 79. 43 Lhited Sates 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 186
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 107
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 53
95. 86. 104. 72 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 35
82. 80. 234. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
132.64.171. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
5.29. 143. 123 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
46. 19. 85. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
93.172.134.79 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
46.19. 85. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
176. 13. 20. 112 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
176. 12. 139. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176.13.11.2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.183. 21. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 13
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df .i | TCP handshake viol ation, first packet not syn |drop 12
77.127.109. 138 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
31.168. 101. 163 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
202.70. 74. 77 Nepal 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
66. 249. 79. 45 Lhited Sates 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 6
79.177.99. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
82. 145, 217.193 Eur ope 147.237. 76. 86 navy.idf.il B ock Ip Véb In drop 5
62.219. 254. 22 | srael 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 5
2.54.50. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.183. 64. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176.110. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
62. 105. 140. 248 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 4
31. 186. 228. 60 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYNHood full table drop 4
80. 246. 136. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.121. 193. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.190. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26.147. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
37. 26. 149. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
93. 159. 239. 12 Russi an Federation 147.237.77.170 naarachot . i df . il Frk_Under Attack Con_Tcp drop 2
2.52.41.17 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
71.198.94.170 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
183. 60. 48. 25 Chi na 147.237.76. 197 e hinush.idf.il Bl ock Udp All Nets Con Linit drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All Nets drop 1
212.199. 195. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 4. 102 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
95.172. 79. 244 Uni ted Ki ngdom 147.237.76. 31 nakchal .idf.il Bl ock_UWp Al _Nets drop 1
185. 84. 238. 25 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
115.72.103. 148  [147.237.0.19 M et nam nadi matal .idf.il |ET SCAN Potential SSH Scan 2
94. 102. 49. 122 147.237.0. 19 Net her | ands nadi matal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
89.248.174.106  |147.237.8.24 Net her | ands elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 37 147.237.0. 19 Net her | ands madi matal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
112.175.228.13  [147.237.76.176 |Korea, Republic of  [test.ncore.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 1
94.102. 49. 79 147.237.76. 31 Net her | ands nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.248.172.154  |147.237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 85. 65 147.237.72.166 |Israel akaidf.il portscan: TGP D stributed Portscan 1
5.22.134. 253 147.237.77.216 |lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17608
80.178.9.171 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 442
2.54.180. 235 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 229
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 153
31.168.101. 163 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 133
94. 228. 34. 248 LK?ir::gom 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 132
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 102
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 82
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 80
37.26.148. 130 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 79
2.52.52.32 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 75
37.26. 149. 160 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 65
2.54.176. 34 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 53
176. 13. 6. 152 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 49
202.70.74.77 Nepal 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 43
198. 251. 52. 101 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
80. 179. 40. 62 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
79.183.21.175 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
95. 86. 104. 72 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 39
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
85.130. 141. 152 |l srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or 37
2.54.144.106  |Israel 147.237.0.19  |radimatal icr i[> €2 NG Engine: TCP Invalid invalid segnent retransmissi on drop 36
Ret r ansn ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
37.26. 147. 197 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
66.249.93.200 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 33
85.250.118.17 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 33
50.87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 32
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 32
85.130. 141. 152 |l srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber aert 31
41. 238.186. 6 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
77.127.109. 138 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
124.171. 196. 120|Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
207. 46. 13. 177 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 27
80.178.157.40 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
81.218. 251. 252 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
62.219.110.138 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
46. 19. 86. 213 I srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or 23
81.218.170.239 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
37.60. 41. 164 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
66.249.65.231 |Wnited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid invalid segnent retransmssi on. drop 22
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 E?ir:;gom 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 22
66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
199.203.215.1 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
46. 121. 220. 117 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
77.125.84.221 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
2.54.133.213 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 205
2.54.133.213 I srael 147.237.0.19 |nadi matal . idf.il[Suspicious Response Code B ock 111
79.178.11.157 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 69
2.54.133.213 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 53
2.54. 144. 106 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
80. 246. 137. 140 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |Bl ock 6
2.54.162. 70 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176. 12. 142. 239 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46. 19. 85. 179 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
185.32.179.60 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 3
72.52.128.19 Lhited Sates [147.237.72.166|aka.idf.il Ml tiple Unaut horized URL Access from 72.52.128. 19 B ock 3
87.69.166. 175 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/aj ax/pages/fan status.php |B ock 2
72.9.148.10  |Uited Sates [147.237.76.86 [navy.idf.il m“tnzs;' e o ) navy. aspx. aspx Bl ock 2
109. 186. 160. 116|l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
79.178.178.166 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock

176. 13. 18. 54 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

149.88. 118.227 |l srzel 147.237.72. 166 |aka. i df . i1 mu;;:ri Id???l /,\':Taataihn(;(i]i (;ljg eCu’,\ltBh;rzri cat i onser vi ce. asnx/ get aut huser Bl ock 2
31.154.8.98 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
54.244.22.103 |wnited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Distributed Suspicious Response Code_Cust om Tenporary B ock 2
66. 249. 79. 10 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
37.26.148.219 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69.166.175 |[Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 2
66.249. 79. 16 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
157.55.39. 103 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code Qustom Tenpor ary B ock 1
66.249.79.232 I srael 147.237. 72. 166 |aka. i df . i | e (et hor ;efuglgexf;s_saz’;x Bl ock 1
216.223.27.30 |lhited Sates [147.237.76.31 [nakchal .idf.il m'nzkﬁ;?v‘f d?f‘i’tl /Fj_r/‘eicrtr;égs/ shar ed hore. prg B ock 1
185. 3. 144. 234 |Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to vww anan. i df .il/https:/wuw anan.idf.il/ B ock 1
66.249.65.80 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i m;}rﬁhiﬂ ;EZUT 2?”' szioﬁtﬁfcess on Bl ock 1
79.178.11.157 [israel 147.237.0.19 |madimatal .idf.il|Too Many 404: Response Code per Session B ock 1
208.115.113.89 [lnited Sates |147.237.72.166aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 79. 16 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/val tam Bl ock 1
46.121.116. 116 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
82.145.211. 188 |Europe 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/main/giyus/ww navy.idf.il [B ock 1
66.249. 65.231  |Israel 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 1
66.249.79.105 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ hone/ def aul t . aspx  [B ock 1
212.179.21.194 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned Bl ock 1
46.121.193. 138 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
87.69.166.175 |[Israel 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 1
194. 90. 134. 226 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df . i|/894-en/i df gdover. aspx B ock 1
66. 249. 67. 46 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1376- he/ at al . aspx B ock 1
79.181.59.194 I srael 147.237.72. 166 [aka. i df . i | mulﬂg Ii Z?c.ji Tj/q;/;‘:_cs‘isosr atgc;/fi | es/ 3/ 63903, pdf <o: p></ 0: p></ span></ p> |2 ° 1
66.249.79.107 [ srael 147.237.72. 166 |aka. i df . i | ?4? rzigt;lftf; fggu;‘r;?:/zhiieﬁef:ﬁfsazzx Bl ock 1
212.199. 251. 227l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 11 Chi na 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ nain. asp Bl ock
87.69.166.175 |lsrael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to www aran. i df . i/ aj ax/ pages/ fan_status. php |B ock
2.54.133.213  |israel 147.237.0.19 |nadimatal .idf.il gog 45’?;)'3_0;1;“ Sane Response Qode (403) in Session from Bl ock 1
74.82.47.2 Lhited Sates |147.237.72. 156 |aman. i df.i | Unaut hori zed URL Access to 147.237.72. 156/ Bl ock 1
194. 114. 146. 2271 sr ael 147.237.72.166 |aka. i df . i | %ﬁ&;ﬁﬂfﬁ?ﬁﬁﬁf& Frotocal violation None 1
151.80.31.116 |italy 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
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