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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2900
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1580
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 468
66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 399
66. 249. 79. 41 Lhited Sates 147.237.77. 170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 305
220.181.108. 123 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |[drop 233
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash.idf.il |TAP handshake viol ation, first packet not syn |drop 220
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 172
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 142
66. 249. 65. 223 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 115
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 104
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 82
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 53
66. 249. 79. 45 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 39
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 37
40.77. 167. 40 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 34
67.232.122. 45 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 15
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 5
2.54.136.234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 67. 219 Lhited Sates 147.237.77. 176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn |drop 4
222.186. 56. 42 Chi na 147.237.76. 197 e hinush.idf.il |[JLM Under Attack Con Tcp drop 2
64.233.172. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
89. 248. 172. 98 Net her | ands 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets dr op 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.53. 6.50 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
128. 74. 55. 194 Russi an Federation 147.237.76. 31 nakchal .idf.il Bl ock Up Al Nets drop 1
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
67.188. 146. 110 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
66. 249. 65. 224 I srael 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor ock 1
88. 150. 221. 26 Uhi ted Ki ngdom 147.237.77.216 |dover.idf.il |0008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 79. 10 147.237.72.166 |Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
94. 102. 50. 56 147. 237. 76. 196 |Net her | ands e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.49.122 [147.237.76.44 |Netherlands |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 147.237.0.16 |Ger many ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
89. 248. 174. 106 |147.237.77. 226 |Net her| ands wwn chamat z. aka. i df i1 |[ET SCAN NVAP -sS wi ndow 1024 1
186.230.35. 77 |147.237.0.33 |Brazil idf.il ET SCAN Potential SSH Scan 1
89. 248.174. 106 |147.237.8.14 |Netherlands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
186.230.35.77 [147.237.0.17 |Brazil mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
89. 248. 172. 154 |147.237.76.38 |Netherl ands e.eneitav.idf.il . 1
Potential Scan or Brute Force
177.96.93.234 [147.237.0.19 |Brazil nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 147 |Canada chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 2048 1
104. 128. 144. 131|147. 237. 8. 24 [Canada elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
94. 102. 50. 56 147.237.76.202 |Netherl ands  |e.hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. . L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
222.52.168.217 |147.237.0.34 |China tikshuv.idf.il . 1
Potential Scan or Brute Force
94. 102. 50. 56 147. 237.0.200 |Net her| ands ndu. i df il ET SCAN NVAP -sS wi ndow 1024 1
188.138.9.51 147.237.8.27 |Ger many e.madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248. 174. 106 |147.237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
186.230.35.77 |147.237.0.34 |Brazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.248.174. 106 |147.237.8.14 |Netherlands e.orchot.idf.il ET SCAN Potential SSH Scan 1
186.230.35. 77 |147.237.0.19 |Brazil nadi matal .idf.il ET SCAN Potential SSH Scan 1
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
89.248.172. 173 |147. 237. 76. 38 |Net herl ands eeneitav.idf.il . 1
Potential Scan or Brute Force
186.230.35.77 [147.237.0.16 |Brazil ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120. 43. 99. 232 147.237.76. 38 |China eeneitav.idf.il . 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 147 |Canada chi nuch. aka. i df . il ET SCAN NVAP -f -sS 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
101. 29. 128. 242 (147.237.8.27 |China e.nadimatal .idf.il . 1
Potential Scan or Brute Force
222.186.21.196 |147.237.0.33 |China idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 200
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 78
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 64
38.111.147.88 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 62
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 58
84.229. 32. 187 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 58
205.203.135.1 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 51
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 49
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
67.232.122.45 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 46
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 38
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 37
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 33
79.176. 107. 37 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
149. 88. 25. 3 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
85. 250. 146. 133 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 25
71.53.6.50 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 22
207.46. 13.93 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 21
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 20
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 20
194.90.129.54 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
79.180.135.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
66.249. 65. 231 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
157.55.39.202 |lWhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
37.237.232.60 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 13
104. 131. 199. 242|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
85. 65. 247.120 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
207.46.13.177 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
66.102.7.233  |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
109. 66. 62.219  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
104. 131. 197. 228|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 11
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 11
31.154.91. 86 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46. 19. 86. 154 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
108.59.253. 71 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
66. 249. 65. 238 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
207. 46. 13. 29 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
40.77.167. 39 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 9
46. 19. 85. 226 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
54.244.22.103 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 8
176.12. 151. 233 |Israel 147. 237, 72. 167 |i shurimaka i of || €AY Engine: TP Invalid finval i d segnent retransmssi on drop 8

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx

count ry Target Address |Site S gnature Acti on ‘Count
188. 165. 196. 25 |France 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 188. 165. 196. 25 B ock 11
176.13.9.171 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
37.26.148.174 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
m ny- kosher - kr avi . i _ _
176.13.22. 73 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.13.22. 73 None 5
2.54.189. 144 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
176.13.21.109 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
] . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates|147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
m ny- kosher - kr avi . i i 030! i
176.13. 22. 73 | srael 147. 237. 0. 17 TTY Par anet er Type \/1 ql at ion ctl 0 nt er!tl?lacel-bl.dc.er 1$t xt AreaRenarks in H ock 2
af.il mny-kosher-kravi.idf.il/tenpl ates/traini ng/trai ni ng. aspx
37.237.232.60 |[lraq 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
Unaut hori zed URL Access to
188. 165. 196. 25 |France 147.237.76.86 |navy.idf.il wan navy. i df . i | /tenpl at es/ honepage/ shar ed/ user cont r ol s/ header upper |B ock 1
/
157.55.39. 202 |lhited Sates [147.237. 77. 216|dover.i df .i | O stributed Suspicious Response Code B ock 1
. . O stributed Uhaut hori zed URL Access on
66. 249. 79. 109 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher - kr avi . i j i
176.13.22.73 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
af.il mny- kosher - kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
79.180.135.1 |Israel 147.237.77. 176 |nat pash. i df . i | Faraneter Type \iolation Searchiext in Bock |1
wan cogat . i df . i | /938- he/ cogat . aspx
42.119. 242. 202 |M et nam 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 124 [Uhited Sates [147. 237. 77. 216 |dover. i df . il v i of i /i p storagel i1 es/ 1/ si e220x0/ 17471 | pg B ock 1
157.55.39. 236 |Lhited Sates [147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to aka.idf.il/fag. aspx B ock 1
68.180.228. 112 |Lhited Sates [147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin vww i df . i|/1158- he/ dover. aspx |B ock 1
2.52.20.242  |israel 147.237.77.74 |lawidf.il thaut hori zed LRL Access to Bl ock 1
waw | aw i df . i |/ consol ef cor e/ doc_ngr/ doc_ngr. asp
85. 250. 25. 161 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 65. 223 |l srael 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
207.46.13.29 |lwnited Sates|147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ B ock
. . - . Unaut hori zed URL Access to
173.252. 88. 187 |Uhited Sates |147.237.0.34 |ti kshuv.idf.il 147.237.0. 34/ si p. st or agel f | es/ 4/ si 2e220x0/ 1744. | pg B ock 1
68. 180. 228. 175 |Lhited Sates |147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
88.198. 25. 213 |Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 88.198.25.213  [B ock 1
66.249.79.13 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
208. 115. 111. 73 |Lhited Sates |147. 237. 72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/valtam B ock 1
] - - Paraneter Type M ol ati on PageNumin
68.180. 230. 29 |lhited Sates|147.237.77. 176 [mat pash. i df . i | vaww cogat . i df . i 1/ 1927- he/ cogat . asp Bl ock 1
88.198. 25. 213 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/giyus/ main/ Bl ock 1
66.249.79.107 |Israel 147.237.72. 166 |aka. i df . i | Whaut hori zed URL Access to B ock 1
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