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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 61522
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 14460
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12677
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 9508
24.189. 215. 5 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8081
129. 184. 84. 40 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4177
200. 83. 42. 233 Cile 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3177
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3103
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3049
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3009
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2740
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2410
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1399
66. 249. 88. 91 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1123
66. 249. 79. 232 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 869
207. 46. 13. 180 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 714
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 636
66. 249. 79. 10 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 593
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 516
95. 185. 227. 120 Saudi Arabia 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 73
46.19. 86. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 9

66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 5

66. 249. 79. 43 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 5

62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka. idf.il|Bl ock Udp All _Nets drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
2.54.176.79 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3

66. 249. 88. 101 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
176. 12. 143. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
222.186. 56. 42 Chi na 147.237.76. 198 e.yohalan.idf.il |JLM Under Attack_Con_Tcp drop 2
119. 130. 70. 55 Chi na 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
204. 12. 251. 37 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

99. 238. 32. 134 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

68. 63. 30. 46 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
222.14.32.127 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
183. 160. 242. 247 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
82.135.112. 218 Ger many 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 249. 88. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
207. 46.13. 177 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
104. 179. 206. 140 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
40.77. 167. 39 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.186.90 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock Np Al _Net dr op 1
185. 10. 127. 158 Hungary 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 249. 79. 45 Lhited Sates 147.237.77. 170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

5.9.138. 211 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 67. 235 147.237.77. 176 Wited Sates nat pash. i df .i1 ET SCAN NVAP -sA (2) 2
66.249. 79. 13 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
94. 102. 50. 56 147.237.77.19 Net her | ands lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 107. 16. 206 147.237.76. 38 Russi an Federati on eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 50. 56 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1




|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 294
111.221.7.91 Bangl adesh 147.237.77. 216 dover.idf.il dr op First packet isn't drop 150
129. 184. 84. 40 France 147.237.77.216 dover.idf.il drop First packet isn't drop 120
54.187.55. 213 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 107
95. 185. 227. 120 Saudi Arabia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 93
24.189.215.5 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 72
54.72.0.55 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 69
212.199.182. 150 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 57
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 56
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 54
31.154.94.32 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 54
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 53
119. 130. 70. 55 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 45
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 37
212.179. 90. 106 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 30
207. 46. 13. 180 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 27
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 26
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 20
204.12. 251. 37 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
99. 238. 32. 134 Canada 147.237.77.216 dover.idf.il drop First packet isn't drop 19
54.244.22.103 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 18
68. 63. 30. 46 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 17
207. 46. 13. 177 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 17
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 16
200. 83. 42. 233 Gile 147.237.77. 216 dover.idf.il drop First packet isn't drop 15
104. 179. 206. 140 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 15
187.191.7. 224 Mexi co 147.237.77.216 dover.idf.il drop First packet isn't drop 13
66. 249. 88. 91 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
176. 12. 143. 218 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
37.26. 148. 248 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 12
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il drop First packet isn't drop 12
222.14.32. 127 Japan 147.237.77.216 dover.idf.il drop First packet isn't drop 12
66. 249. 88. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
46. 19. 86. 235 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77.216 dover.idf.il drop First packet isn't drop 10
75.20.174. 20 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
66. 249. 65. 224 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 9
40. 77. 167. 40 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 9
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
157. 55. 39. 202 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
109. 186. 129. 58 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
54.244.22.103 Lhited Sates 147.237.77. 176 nat pash. i df .i | drop First packet isn't drop 8
46. 19. 86. 54 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
209.133.111. 211 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
109. 67. 136. 52 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
40. 77. 167. 39 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 7
208. 115. 111. 73 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
79.176. 106. 223 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
192.118.11. 120 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 82
77.125.108.19 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
192.118.11.120 [Israel 147.237.0.19 |nadi matal .idf.il Ig;'\ﬁ';y 101 tlgg Sane Response Code (404) in Session from B ock 14
129.184.84.40 |France 147.237.77.216|dover. i df . i | Paraneter Type Mol ati on PageNumin wa i df.il/1283-en/ dover.aspx |B ock 6
204.12.251.37 |Lnited Sates  |147.237.72.166|aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/defaul t. aspx B ock 3
66. 249. 79. 10 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 1
66.249.79.232 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
66. 249. 65. 86 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 1
188. 165. 15. 235 |France 147.237.72. 166 |aka. i df . i | aL::‘”it :folriil ﬁgr?{j‘mﬁﬁf;& at o5/ vt bohazcaa, or g i B ock 1
87.68.55.5 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized Method for Known URL from 87.68.55.5 B ock
66.249. 79. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/mai n/rabanut/ 62312 B ock
129.184.84.40 |France 147. 237.77. 216 |dover . i df . i | mult ;O.ri'lzﬁinﬁt/;fz;; ;g/ user cont ol hesder upper/ Bl ock 1
68.180.228.112 [wnited Sates  |147.237.77.216|dover.idf.i | O stributed Suspicious Response Code B ock
66.249.67.196 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock
87.68.55.5 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/| ogi n. aspx |B ock 1
66.249.79.105 | srael 147.237.72.166 |aka. i df . i | i;t rzigl;‘_’t;;‘_j 1%%"’/‘”;;0;; ;efu;zexfgls_sazgx Bl ock 1
141.212.122. 112|thited Sates  |147.237.72.167 i shuri maka. i df . i|Mal forned URL proxytest. zmap. i o: 80 Bl ock 1
74.208.105.30 |tnited Sates  [147.237.77.216|dover.idf .il Enail collector robots 14 B ock 1
Uhaut hori zed URL Access to
66.249. 67.227 |lsrael 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nf or mati on/ i dkoni nt pages/ 09022011nasai yot. |B ock 1
aspx
95. 79. 92. 30 g;z:;nl on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ gi yus/ f or uni asp/ B ock 1
66.249.79.109 [ srael 147.237.72.166 |aka. i df . i | ﬂ?“tzgc;r 'f;%?naﬁﬁsasr; . i gener al . aspx Bl ock 1
37.142.226.98 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned Bl ock 1
157.55. 39. 53 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
74.208.105.30 [lnited Sates  |147.237.77.216|dover.idf.i | eMai | Hoar di ng B ock 1
66.249.74.104 |Israel 147.237.77. 170 |mmar achot . i df . i | |Unauthorized LRL Access to 147.237.77. 170/ robot s. t xt B ock 1
107.150.55.52 |Uited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waww cl oud. ph/ B ock 1
66.249.79.218 |Israel 147.237.72. 166 [aka. i df . i | D stributed Uhauthorized URL Access on 147.237.72.166/robots.txt  |B ock 1
66.249.65.80 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i mghf’ﬁiﬁ ;:2“} Z?r'l szioﬁt';“ess on B ock 1
157.55.39. 117 [thited Sates  |147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
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