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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 78725
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 15290
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 13504
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 5633
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 5180
207. 46. 13. 93 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4631
66. 249. 79. 13 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 4155
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3960
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 3342
66. 249. 65. 231 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3066
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2980
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2643
66. 249. 79. 10 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 2567
208. 115. 113. 89 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2523
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 2474
66. 249. 79. 14 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 2356
17.142. 152. 86 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2347
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2063
64. 46. 23. 242 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1889
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1167
70.44.57. 172 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1096
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 224
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 14
66. 249. 79. 16 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 9

66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 6
24.79.112. 251 Canada 147.237.77.216 dover.idf.il SYNHood full table drop 4

66. 249. 67. 240 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn|drop 4

66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn|drop 3
41.33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3
17.142.152. 110 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3

66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
185. 101. 107. 189 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
17.142.152. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
207. 46.13. 177 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
206. 196. 184. 80 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2

66. 249. 79. 78 Lhited Sates 147.237.77.170 naarachot . i df .| TCP handshake viol ation, first packet not syn|drop 1
71.6.186.90 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Np Al _Net dr op 1
206. 125. 47. 16 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
114. 23. 235. 133 New Zeal and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

66. 249. 79. 80 Lhited Sates 147.237.77.170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn|drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

80. 235. 142. 77 United Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
158. 130. 6. 191 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_UWp Al _Nets drop 1

66. 249. 90. 117 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

66. 249. 79. 20 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1
168. 235. 198. 223 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
84.2.152. 84 Hungary 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1

66. 249. 79. 76 Lhited Sates 147.237.77.170 naarachot . i df .| TCP handshake viol ation, first packet not syn|drop 1
207. 46. 13. 14 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
17.142.152. 72 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149.78.154.69 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 221
37.26.149.192 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 99
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 55
205.203.135.1 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 51
212.199. 182. 150]I srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 49
54.72.73.168 Irel and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 48
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 44
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 44
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 34
185. 101. 107. 189 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 27
212.179.90.106 |lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 24
80. 235. 142. 77 LK?ir::gom 147.237.77. 216 |dover.i of .i|dr op First packet isn't SN drop 24
17.142.152.110 |[Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 23
17.142.152.81 |hited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 23
64. 46. 23. 242 Canada 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 22
207. 46. 13. 177 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 21
37.26.149.192 |lIsrael 147.237.77. 216 |dover.idf.i|Bad TCP sequence noni t or 21
66.249.65.238 |Uited Sares [147. 237, 77. 216 |dover i of i || SN Engine: TP Invalid Invalid segnent retransmssion. Packet |, 20
Ret r ansni ssi on dr opped.
72.9.148.10 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 20
71. 63. 49. 87 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 19
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 19
109.30.25.104 |Uited Sates |147. 237,77, 23a|hel ag i o i | ' SAM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, ., 18
Ret r ansnmi ssi on dr opped.
37.26.149.192 |Israel 147.237.77. 216 |dover.idf.i|Bad TCP sequence Invalid ACK nunber aert 18
50. 87. 144. 145 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SWN drop 17
37.26.149.192 |[lIsrael 147.237.77. 216 |dover.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 15
108.59.253.71 [thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 15
168. 235. 198. 223|Uhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 13
46. 19. 86. 151 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 12
176.12.141.66 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 12
70.193.252.59 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SWN drop 11
68.180.228. 112 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 11
40. 77. 167. 59 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 11
220.238.32. 14 Australia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 11
111.151.98.77 |China 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 10
17.142.152.72 |Whited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 10
66.240. 65,231 |Uited Sates |147. 237, 77. 216 |dover. i of. [ CAM NG BNgine: TCP Inval i d Invalid segnent retransmssion. Packet |, 10
Ret r ansni ssi on dr opped.
24.157.105. 172 |Canada 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 10
66. 249. 65. 238 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 10
2.52.10.58 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 9
109. 64. 168. 149 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 9
208.115.111.73 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 8
207. 46. 13. 93 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 8
207.46. 13. 14 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 7
17.142.152.86 |Uhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 7
207.46.13.180 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 7
114. 23.235. 133 [New Zeal and  [147. 237. 77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 7
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
207.46.13.74 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 7
17.142.152.89 |[hited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 7
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
79.178.30.150 |lsrael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 6
. . Unaut hori zed URL Access to
79.178.30.150 |[lIsrael 147.237.72. 166 [aka. i df . i | wiww aka. i of i 1/ aj ax/ pages/ fan st at us. php B ock 6
46.118. 155. 216 |krai ne 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 46. 118. 155, 216 B ock 3
; ] . Unaut hori zed URL Access to
199. 16. 156. 126 |lhited Sates [147.237.77.216|dover.idf.il Wi df i1/ storagel il es/ 1/si ze220x0/ 17471, | pg Bl ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
96.237.199.16 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
. . D stributed Uhauthori zed URL Access on
66.249.79.225 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
66. 249. 65. 80 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwwy chi nuch. aka. i df .il/404. htm B ock 1
66. 249. 79. 16 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /bookl ets. aspx B ock
31.154. 146. 162 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . Uhaut hori zed URL Access to
66.249.79.232 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ edi r yonan/ enl ar ge. asp Bl ock 1
. . . D stributed Uhaut hori zed URL Access on
66. 249. 65. 86 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | it chi nuch. aka, i df . i1/404. htm Bl ock 1
Russi an . . Uhaut hori zed Met hod CGET for
217.69. 133. 226 er ati on 147.237.72. 166 |aka. i df . i | aka. i f i1/ kanhar/ cont act/ def aul t . asp Bl ock 1
_ m ny- kosher - kravi . i ,
74.82.47.2 Lhited Sates 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
66.249.79. 105 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
141.212.122. 112|nited Sates  [147.237.77. 170 |maar achot . i df . i | Mil tiple Malformed URL from 141,212, 122. 112 B ock 1
68.180.228. 112 |lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. idf.il/a€z Bl ock 1
66. 249. 65. 93 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed ULhauthorized URL Access on
66.249.79.107 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
46.118. 155. 216 [Ukraine 147.237.77. 176 |mat pash. i df . i | PHP At tenpt B ock 1
. . . . Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 16t xt Gontent i n
185.32.179. 242 |lIsrael 147.237.76.39 |nobi | e.neitav.idf.il | -5 - o ) 1494 hel e t av. aspx Bl ock 1
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
66. 249. 65. 99 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.79.109 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1
; ] . Unaut hori zed URL Access to
199. 16. 156. 124 |lnited Sates  [147.237.77.216|dover.idf .il Wi df i1/ p.storagel il es/ 7/ si ze220x0/ 17467, | pg Bl ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 [Wited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8919- he/ r ef uah. aspx Bl ock 1
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
23. 81. 90. 154 Lhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx |Bl ock 1
85.93.218.204 |Luxembourg  |147.237.77. 216 |dover.idf il WL i's Above Foot Drectory Bl ock 1

v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmin.js
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