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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 45431
66. 249. 79. 45 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 20183
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 19815
41.252. 100. 163 Li byan Arab Janahiriya [147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14872
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 11454
66. 249. 79. 16 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 11000
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6144
62. 24. 252. 133 Uni ted Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5315
66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5146
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4360
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3728
60. 242. 188. 235 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3436
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2122
65. 19. 138. 33 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2101
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2012
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1805
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1420
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1361
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1192
96. 225. 40. 208 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 976
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 695
66. 249. 65. 231 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 631
157. 55. 80. 246 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 586
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 437
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 407
220.181. 108. 142 Chi na 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn |drop 236
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 60

66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df .i | TCP handshake viol ation, first packet not syn |drop 47

46. 19. 86. 120 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
2.54.37.19 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - reset 18

93. 40. 66. 23 Italy 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
2.54.37.19 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
82.192. 68. 46 Net her | ands 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

62. 219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il|B ock Wdp Al Nets drop 3

115. 230. 124. 164 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

66. 249. 79. 105 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2
222.186. 56. 42 Chi na 147.237.76. 198 e.yohalan.idf.il |JLM Under Attack Con Tcp drop 2
67.77.232. 14 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
66.102. 7. 233 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

66. 249. 79. 80 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 2

31. 168. 83. 183 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
66.102. 7. 226 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1

176. 13. 14. 223 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
54.244. 22. 103 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 1
41.252. 100. 163 Li byan Arab Janahiriya [147.237.77.176 nat pash. i df . il TCP handshake viol ation, first packet not syn |drop 1
207.46.13. 111 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
41.252.100. 163 |Libyan Arab Janshiriya |[147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HITP/ WbDAV B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.24  |e.lifestyl e.idf.[13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Ste |Signature Devi ce Action |Count |
41.252.100. 163 |Li byan Arab Janahiriya |147. 237. 77. 216 |dover.idf.il [dr op First packet isn't SYN drop 249
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 244
54.244.22.103 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 105
46.116. 48. 73 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 98
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 66
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 64
93. 40. 66. 23 Italy 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 63
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 60
54.187.55. 213 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 56
157. 55. 80. 246 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 53
96. 225. 40. 208 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 53
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 52
109. 67. 170. 37 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 48
212.199. 182. 150 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 45
186. 62. 86. 247 Argentina 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 45
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 39
37.26. 146. 249 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 35
68.180.228.112 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 31
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 30
46. 19. 85. 246 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 28
77.126.69. 81 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 26
46. 19. 86. 120 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 24
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 24
81.218.234.122 |lsrael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 24
37. 26. 147. 206 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 24
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 23
207.46.13.74 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 20
31.168.136.250 |lsrael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 20
74. 68. 62. 25 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 18
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 16
207. 46. 13. 177 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 16
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 14
94. 114. 164. 32 Ger many 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 14
176. 105. 174. 211 [Wkrai ne 147.237.77. 121 |e.navy.idf.i|Geo-| ocati on enforcenent |Geo-location inbound enforcenent [drop 14
60.242.188.235 |Australia 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 14
31. 44. 140. 230 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 12
100. 100. 47. 210 147.237.72.166 |aka.idf.il |dr op First packet isn't SN drop 12
207. 46. 13. 111 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 12
176.13. 23. 13 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 11
40.77.167. 39 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 10
66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 10
87.69. 81. 98 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 10
40.77. 167. 56 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 10
66. 249. 65. 231 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 10
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 9
85.128. 142. 44 Pol and 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 9
5.22.135. 93 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 9
80. 246. 130. 229 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 9
142.177.70. 43 Canada 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 9
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Count
109. 65. 164. 147 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 5
. . D stributed Unaut hori zed URL Access on
109. 65. 164. 147 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ pages/ fan st at us. php Bl ock 5
5.22.135. 70 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 4
. . D stributed Unaut hori zed URL Access on
5.22.135. 70 I srael 147.237.72. 166 [aka. i df . i | v aka. i o i 1/ aj ax/ pages/ fan st at us. php B ock 4
2.54.138. 193 I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unaut horized URL Access from 46. 118. 155. 216 B ock 3
46. 19. 86. 84 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46. 19. 86. 104 I srael 147.237.77.243|nobi | e.i df . i | Unhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 2
46.219. 255. 217 |Wkrai ne 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
46. 219. 255. 217 |Wkrai ne 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut hori zed URL Access from 46. 219. 255, 217 B ock 2
Uhaut hori zed URL Access to
66. 249. 67. 67 I srael 147.237.77.74 [lawidf.il wwv | aw i df . i 1/tenpl ates/ tenpl at econt rol s/ news/ si p_storage/files |B ock 1
/ 7/ 1437. pdf /
81.218.140. 112 |[Israel 147.237.77. 216 |dover.i df .i | Enail collector robots 14 B ock 1
. . Uhaut hori zed URL Access to
66.249.79.105 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ | shur i i exanpoert/ B ock 1
159.203.137.8 |Uhited Sates 147.237.76.30 |hi nush.idf.il Lhaut hori zed Met hod HEAD for waw chi nush. atal .idf.il/ None 1
41. 252. 100. 163 lJ" byainr iﬁ;:b 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waww i df . il/nosuchpagel23 B ock 1
68. 180. 229. 173 |lLhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/reserve B ock 1
. . Unaut hori zed URL Access to
66.249.67.142 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3471 | pg B ock 1
46.118.155. 216 |Ukrai ne 147.237.77. 170 |nmar achot . i df . i | Dstributed PH> A tenpt B ock 1
81.218.140. 112 [Israel 147.237.77.216|dover.i df .i | eMi | Hoarding Bl ock 1
. . D stributed Unaut hori zed URL Access on
66.249.79.107 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
46.219. 255. 217 |Wkrai ne 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed UR. Access to kosher-kravi.idf.il/wp-1ogin. php B ock 1
41. 252. 109. 191 5' byai”rip;;b 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from4l. 252, 109. 191 B ock 1
176. 221. 34. 226 |Portugal 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wanidf.il/english/" B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/ 2061- he/ cogat . aspx Bl ock 1
66.249.79.10  |israel 147.237.72. 166 |aka. i df . i | tnknown Paraneter catid in None 1
) T ) T " ’ wan aka. i df . i |/ mai n/ rabanut/ gener al . aspx
. . D stributed Unaut hori zed URL Access on
66.249.79.109 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 223 |Israel 147.237.77. 216 [dover. i df . i | 147. 237. 77. 216/ 1362- 13990- he/ dover . aspx Bl ock 1
41.252. 109. 191 5' by""i”rf;;b 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to www i df . i1/ ar/ 2147483647 B ock 1
208.115.111.73 [lhited Sates 147.237.77. 216 |dover.idf .i | Distributed Suspici ous Response Code B ock 1
66.249. 79. 16 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.219. 255. 217 |kraine 147.237.0.15 |kosher-kravi.idf.il |Mitiple Admn B ocking from 46.219. 255, 217 B ock 1
m ny- kosher - kravi . i i i
31.154.179.86 |Israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . Uhaut hori zed URL Access to
66.249.79. 218 | srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 1
66.249. 65.230 |[Israel 147.237.77. 216 |dover.idf .i | Unhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
217. 69. 133. 222 RJSIS:;”im 147.237.72. 166 |aka. i df . i | Unknown Parameter docid in aka. idf.il/kanar/kiali/defaut.asp |None 1
. . . Unhaut hori zed Met hod PCST for
77.126.69.81  |israel 147.237.76. 147 |chi nuch. aka. i df . i1,y chi nuch. aka i o .i1/900- hel chi nuch. aspx None !
. . Uhaut hori zed URL Access to
66.249.79.16  |Israel 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ 1152- hel chi nuch. aspx Bl ock 1
141.212.122. 112|Uited Sates 147.237.0.34 |tikshuv.idf.il Mal formed URL proxyt est . znap. i 0: 80 B ock 1
m ny- kosher - kravi . i _ ,
31. 154. 179. 86 | srael 147.237.0. 17 df il Miltiple Illegal Parangeter Encodi ng from 31. 154. 179. 86 None 1
. . Unaut hori zed URL Access to
66.249.79.225 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp B ock 1
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