11-05-2015-00:04:07 to 11-05-2015-01:04:07

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

3. 6004

Nunber

(6] 900+"
At acks

Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

Miawidf.il

B naar achot . i df . i |

M i shurimaka.idf.i

M rat pash. i df . i |

[ nobi le.idf.il

Matal.idf.il
refuah.idf.il

M anan.idf.il

1, 600+

Nunber

At acks

Top Attackers

M 167. 114. 156. 16

149. 78. 154. 69
W 77.125.15.2

92. 231.217.192
Il 108. 59. 253. 71
M 41. 252. 87. 139
I 66. 249. 93. 196
W 72.9.148. 10

66. 249. 93. 200
M 46. 19. 86. 83




11-05-2015-00:04:07 to 11-05-2015-01:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 68993
66. 249. 79. 45 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 18283
92.231.217.192 CGer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11074
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 9918
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 9661
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 9512
90. 220. 4. 109 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 9115
66. 249. 79. 43 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 8816
66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8757
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 7091
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6362
207. 46.13. 111 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5594
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 5104
66. 249. 93. 207 Lhited Sates 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 4584
66. 249. 79. 41 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 3523
37.26. 148. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3484
78.133.219. 163 Pol and 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 3325
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash.idf.il |TGP handshake viol ation, first packet not syn |drop 3239
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3191
208. 115. 111. 73 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3190
41.252.87. 139 Li byan Arab Janahiriya |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3082
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2935
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df .| TCP handshake viol ation, first packet not syn |[drop 2591
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2554
54.224.21. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2452
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2427
207.46.13. 74 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2190
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2131
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1444
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1213
220.181.108. 176 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |[drop 259
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 67
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 65
79.178. 6. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 43
46.19. 86. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
37.26.146. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
37.26. 147. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
87.69. 21. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
149. 88. 215. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 66. 160. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.121. 90. 113 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
217.132. 56. 196 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

91. 64. 174. 222 Ger many 147.237.77. 216 dover.idf.il SYNHood full table drop 5
149. 88. 213. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
176. 13. 12. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
174. 53. 34. 47 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock Up Al Nets drop 3
188. 120. 148. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3

66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3
176. 13. 12. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
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|Top Attackers In IPS|

‘ Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Oount |

95, 215. 110. 250 Russi an Federation (147.237.77.233 |atal.idf.il [20086: HITP: Miebl ackcat Security Scanner B ock 5
95. 215. 110. 250 Russian Federation |[147.237.72.166 |aka.idf.il [20086: HTTP: Mi ebl ackcat Security Scanner Bl ock 4
95. 215. 110. 250 Russian Federation |[147.237.77.233 |atal.idf.il |20085 HITP. Miebl ackcat Security Scanner Initia Request B ock 1
195. 154. 191. 165 |France 147.237.77.216 |dover.idf.il]|9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
95. 215. 110. 250 Russi an Federation |[147.237.72.166 |aka.idf.il |20085 HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In ID|
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address ‘Ste ‘Signature
149.78.154.69 |lsrael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 142
77.125.15.2 | srael 147.237.77. 216 |dover. i df .il|dr op Frst packet isn't SYN drop 96
92.231.217.192 |Ger many 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 72
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 46
46. 19. 86. 83 | srael 147.237.77. 216 |dover. i df .il|dr op Frst packet isn't SYN drop 41
213. 151. 60. 219 |l srael 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 38
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 34
46. 19. 86. 196 | srael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 34
174. 53. 34. 47 Lhited Sates 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 34
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 32
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 32
54.72.0.55 Irel and 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 29
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 28
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .il|dr op First packet isn't SWN drop 27
41.252.87. 139 S;E:ha:nr x;b 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 24
66.249. 65.238 |Uited Sates 147, 237. 7. 216 |dover it 1| . €2 NG Engine: TP Invalid —invalid segnent retransnission drop 22
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 20
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 20
66.249.93.196 |lhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 18
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 16
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 16
109. 67. 48. 244 |Israel 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 16
41.129. 101. 155 |Egypt 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 15
46. 19. 86. 132 | srael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 15
37.26.149.192 |lsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 14
37.26.147.209 |lsrael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 12
62.24.252.133 |United Kingdom |147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 11
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 11
41.252.87.139 'J‘;rt:;fh""i”rx;b 147. 237.77. 216 |dover i f .11|Bad TCP sequence mdﬁr::;”lt wth different moni tor |10
50. 141. 110. 192 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
66.249. 65.231 |Whited Sates 147, 237.77. 216 |dover i ar.11| S " €AM N9 Engine: TP 1 nval i d Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dr opped.
66. 249. 65. 224 |l srael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 10
46. 19. 86. 82 | srael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 10
66.249.65.224 |Wnited Sates 147, 237. 7. 216 |dover it 11| €2 NG Engine: TCP Invalid Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dr opped.
46.19. 85. 193 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
207.46.13.177 |lhited Sates 147.237.77. 216 |dover. i df . i l|dr op First packet isn't SYN drop 10
90. 220. 4. 109 Uni ted Kingdom |147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
174.108. 14. 153 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
207.46.13.74 Lhited Sates 147.237.77. 216 |dover. i df . i l|dr op First packet isn't SYN drop 9
46. 19. 85. 106 I srael 147.237.76.42 [refuah.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 9
207.46.13.111 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
66. 249. 93. 200 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op drop 9
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 9
198.40.29. 8 Lhited Sates 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 9
79.178. 6. 193 | srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 8
109. 67.136.52 |l srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 8
93.172. 34. 96 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover. i df.i1|dr op First packet isn't SYN drop 8
81.218.33.77 | srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 8
192.117. 33.125 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
72.9.148.10 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code Bl ock

79. 176. 64. 29 I srael 147.237.72.167|i shurimaka. i df .i | Dstributed PHP Attenpt B ock

176.13.12. 42 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock

] . . Unhaut hori zed URL Access to

72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
208.115.113.88 |lhited Sates 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 208. 115. 113. 88 Bl ock
79.181.160.61 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/sip_storage/files/8/ B ock
176.13.12.42 [ srael 147.237.77. 243 |nobi | e. i df . i | Distributed Lhadthorized LR Access on B ock 2

nobi | e.idf.il/sachar/index

' . . Unhaut hori zed LRL Access to
208.115.111.73 [Uited Sates 147.237.77.74 (lawidf.il v g, i df i1/ 510- he/ pat zar . asph B ock 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n
wawn aka. i df . i |/ mai n/ sachar/request . aspx

66.249.67.201 |Israel 147.237.76.30 |hi nush. i df . | chaut for| zed LR T enstat s/l ks i ks, asp Bock |1
174.108.14.153 |Wited Sates (147 237.77. 216 |dover . i df . | Dstribued LAt hor! ;ngtﬁ aﬁ:}fess on Bl ock 1
79.179.35.21  [israel 147.237.77.233|atal .i df .i e s 10 asix Bock |1

URL is Above Root Directory

93.172.177.61 |Israel 147.237.72. 166 |aka. i df . i | None 1

66.249.93. 196 | sr ael 147.237.77. 216 dover . i df . i1 ww idf.il/../../inages/infocenteritenbrowser.png B ock !
141.212.122. 112|United Sates 147.237.72. 166 [aka. i df . i | Ml formed URL proxytest. zmap. i o: 80 B ock 1
66.249. 67.202 | srael 147.237.77.74 |lawidf il thauthori zed LRL Access to . B ock 1
waw nag. i df.i | /i mages/ 1. he/i nf ocenteri t ent
. . . D stributed Uhaut hori zed URL Access on
67.139.169.10 |Anerican Sampa |147.237.77.216 [dover.idf.il vaw i i 1/ 894- en/ i dff gdover . aspx Bl ock 1
2.54.1.58 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 1
208.115.113. 88 [Lhited Sates 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 1
navy. i df.il/edi myoman/ yonan. asp
141.212.122. 112|Uhited Sates 147.237.77.19 [lawforumidf.il Ml formed URL proxytest. zmap. i o: 80 B ock 1
66. 249. 79. 13 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenporary B ock 1
. . Uhknown Paraneter pniaid in
84.94.73. 136 I srael 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ mai v sachar / vi evpni of . aspx None 1
68. 180. 229. 239 |Wited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
. . . Paraneter Type Mol ati on Qurrent Password in
37.26.149.191 [Israel 147.237.77.243|nobi | e.i df . i | nobi | e. i df i |/ sachar/ changepassvor d B ock 1
. . DO stributed Whaut hori zed URL Access on
149.88.41.12  |[Israel 147.237.77.233(atal .idf.il 147, 237. 77. 233/ 1501- he/ at al . aspx B ock 1
79.176.110.192 |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
. . Uhknown Par anet er 4d9c6f40 in
66. 249. 79. 16 | srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx None 1
. wwwv. chamat z. aka. i df ) o
203. 133. 168. 225|Korea, Republic of |147.237.77.226 Lhaut hori zed URL Access to waw chanat z. aka. i df . i |/404. aspx |B ock 1

i
. . Unhaut hori zed URL Access to
89. 138. 220. 140 |[Israel 147.237.72. 166 [aka. i df . i | wan aka i off i1/ i sachar / undefi ned B ock 1

Parameter Type M ol ati on PageNumin

68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash. i df . i | vaww cogat . i df . i 1/ 2065- he/ cogat . asp Bl ock 1
Li byan Arab . . .
41.252.87.139 | iriya 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
m ny- kosher-kravi.id
159. 203. 140. 247|lhited Sates 147.237.0. 17 ny Lhaut hori zed URL Access to www mny- kosher-kravi.idf.il/ B ock 1

foil
. . Unhaut hori zed URL Access to
79.176.110. 192 [Israel 147.237.72. 166 [aka. i df . i | voww aka. i o i 1/ ax/ pages/ fan stat us. php B ock 1

; . Uhaut hori zed URL Access to
66.249.79.232 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
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