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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 119103
128. 164. 65. 178 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 28758
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 23292
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 17186
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 15973
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 13121
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash.idf.il |TAP handshake viol ation, first packet not syn |drop 12104
192. 236. 7. 252 Lhited Sates 147.237.77. 176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn |drop 11909
192.198. 151. 45 Eur ope 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 11435
37.26. 148. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10981
178. 238. 182. 254 Jor dan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10767
66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9815
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 9338
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 9277
66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8673
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 8257
38.64.174. 94 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8215
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 7985
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 6810
54.244. 22. 103 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 5560
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4977
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 4678
104. 131. 199. 242 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 4330
41.129. 101. 155 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 4299
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 4193
136. 243. 5. 203 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4187
37.237.160. 88 Irag 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3969
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3759
144. 24. 20. 230 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3380
97.74.24.187 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3003
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2649
50. 116. 30. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2584
168. 61. 42. 209 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2436
94. 32. 217. 246 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2388
66. 249. 93. 192 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2370
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 656
84.94.180.171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.181. 60. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
93.172. 137. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DC5- Var 1 dest - r eset 20
2.54.57. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
79.181. 2. 149 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 18
84.110. 84. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
83.130. 101. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
77.126.54. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

149. 78.131. 219 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

66. 249. 67. 194 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |[drop 5

80. 246. 136. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5

66. 249. 93. 233 Lhited Sates 147.237.77. 176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn |drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
84. 245, 33. 104 Net her | ands 147.237.77. 74 lawidf.il |[3808 HITP. SQ Injection Variable Declaration Bvasion B ock 10

95. 86. 74. 153 I srael 147.237.72.166 |aka.idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock

61.160.213. 11 Chi na 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ \bDAV B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
87.68. 155. 129 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 563
38.64.174.94 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't drop 380
128. 164. 65. 178 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 267
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 148
192. 236. 7. 252 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op First packet isn't drop 142
77.127.240. 136 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 140
79.178. 185. 149 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 106
37.142.204. 217 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 106
178. 238. 182. 254 Jordan 147.237.77.216 dover.idf.il drop First packet isn't drop 79
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 67
41.129. 101. 155 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 61
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 56
139.127.253.7 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 52
77.127.201.9 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 50
54.72.0.55 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 50
82.192. 68. 46 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 50
77.125. 245. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 48
212.179. 90. 106 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 48
176. 13. 21. 107 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
46. 19. 85. 224 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 47
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 45
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 44
104. 33. 160. 64 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 40
85. 65. 60. 115 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 39
188. 120. 148. 149 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
79.182.129. 57 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 32
89. 138. 231. 81 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 30
2.52.45. 86 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
84.94.180. 171 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 28
100. 100. 85. 136 147.237.72. 166 aka.idf.il drop First packet isn't drop 28
100. 100. 85. 136 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
79.183. 183. 86 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 27
66. 249. 65. 238 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 25
93.172. 137. 246 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 22
136. 243. 5. 203 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 20
66. 249. 65. 231 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
100. 100. 120. 16 147.237.77.216 dover.idf.il drop First packet isn't drop 19
192. 236. 7. 252 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
31.154.91. 160 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
24.90. 171. 228 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 19
66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
109. 67. 136. 52 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 17
37. 26. 148. 220 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 17
82.81.193.82 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
66.229. 117. 163 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 16
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il drop First packet isn't drop 15
2.52.18.148 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 15
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 15
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.46.36. 170 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
50. 63.138.151 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut hori zed URL Access from50. 63.138. 151 B ock 5
94.32.217.246 |italy 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 4
176.13.7.178 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
54.244.22.103 |thited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
84. 95. 133, 22 I srael 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 84. 95, 133. 22 B ock 3
159. 203. 137. 192|lhited Sates 147.237.76.30 |hinush.idf.il Uhaut hori zed Met hod HEAD for waw chi nush. atal .idf.il/ None 1
54.244.22.103 |thited Sates 147.237.0.19 |nadi matal .idf.il|Untraceabl e SSL Sessions: Qpen Mvde None 1
2.49.66.27 ;il]rtaetdesﬁrab 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
79.178.185. 149 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.109 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp Bl ock 1
66. 249. 65.238 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawv i df .il/894-12321-en Bl ock 1
96.91.243.195 |[Lhited Sates 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to www i df . il/894-en/ i df gdover . aspx B ock 1
37.239.0. 14 Irag 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on v idf.il/arr/ B ock
68.180.230.29 |United Sates  [147.237.77.176|matpash.idf.il  |ramter Type Miolation Pagehumin Bl ock 1
wwy cogat . i df . i | /2027- he/ cogat . aspx
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vy aka. i df.il/val tam B ock 1
31.154. 92. 96 | srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/nai ns/ sachar B ock 1
83.130.101. 14 |[lIsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/https:/wwidf.il/ Bl ock 1
66.249.79.218 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp |Bl ock 1
66. 249. 67. 46 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1515- he/ at al . aspx B ock 1
104. 236. 221. 91 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ Bl ock 1
45, 55, 228. 253 147.237.76.200|ei tan. aka. i df.i| |Unhauthorized Method HEAD for ww eitan. aka.idf.il/ None 1
68. 180. 230. 244 [lnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
. . Unknown Paraneter itemd in
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df .1/ karh ar/ gal | ery/ shovpi ot ure. asp None 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock
176.13.13. 1 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock
. . D stributed Uhauthori zed URL Access on
66.249.79.225 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ yohal an/ mai n/ i n. asp Bl ock 1
Uhaut hori zed URL Access to
66.249. 67.227 [Israel 147.237.77. 176 [mat pash. i df . i | waw cogat . i df . i |/ useful i nformation/ i dkoni i pages/ 20092010naskor ot |Bl ock 1
. aspx
141.212.122. 112|United Sates 147.237.76.200|ei tan. aka. i df .i| [Mal formed URL proxytest.znap.io: 80 B ock 1
46.117.59. 74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
77.126. 43.78 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.79.105 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r ecr i t| ane. aspx Bl ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover. i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 1
195. 90. 103. 48  |Fol and 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None
37.237.160.88 |Irag 147.237.77.216|dover . i df .i | D stributed Unaut hori zed LRL Access on ww idf.il/arr/ Bl ock
. . D stributed Lhauthori zed URL Access on
66.249.79.232 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 67. 254 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p_st or age/ fi | es/ 3/ 3213, pef Bl ock 1
144.24.20.230 |United K ngdom |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.49. 66. 27 ited A8 1147.237.76.86 |navy. i df i | Distributed PHP At enpt B ock 1
. . D stributed Uhauthori zed URL Access on
77.126.235. 106 |[lIsrael 147.237.72. 166 |aka. i df . i | W aka. i o i1/ htt ps: /v aka, i df i1/ Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66.249. 79. 107 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
37.238.70. 47 Irag 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on wanidf.il/arr/ B ock 1
95. 86. 74. 153 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/mai n/ sachar/ default. asp Bl ock 1
68.180. 228.112 |[lhited Sates 147.237.77. 216 |dover . i df .i | D stributed Suspicious Response Code B ock 1
66.249.60.38  |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed LR Access to Bl ock 1

nobi | e.i df.il/categorytenpl ates/listchil ddocunent s/ 1772
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