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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 81566
66. 249. 79. 43 Lhited Sates 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn|drop 16505
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 12106
66. 249. 67. 227 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 10604
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 10467
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 10272
68. 4. 93. 63 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9789
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 9125
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 8462
66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 8007
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6308
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6119
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 5829
66. 249. 93. 192 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 5004
37.26.148.219 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 4781
207. 46.13. 177 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4684
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 4573
66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4120
197. 44. 89. 103 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3895
24.120. 126. 226 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3853
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 3706
37.73.238.5 Lkr ai ne 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3603
75. 99. 53. 82 Lhited Sates 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn|drop 3506
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3495
197. 27. 183. 157 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3295
109. 21. 58. 147 France 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3245
38.90. 135. 101 Lhited Sates 147.237.77.170 naar achot . i df .il TCP handshake vi ol ation, first packet not syn|drop 3003
137.135.176. 175 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3001
197. 36. 224. 154 Egypt 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn|drop 2724
181.124.115. 179 Par aguay 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2652
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2486
66. 220. 156. 99 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2478
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2437
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 2370
65. 55. 212, 91 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1915
66. 249. 79. 20 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1738
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 1113
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 313
37.142.125. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 88
144. 24. 20. 230 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYNHood full table drop 53
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 40
79.176.13. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
2.52.137.118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
37.26. 148. 219 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 34
79.180. 176. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.176.211. 241 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
109. 67. 122. 241 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
185. 32. 179. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25

85. 130. 174. 85 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
109. 65. 210. 47 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
85. 136. 227. 77 Sain 147.237.77.74 |[lawidf.il 3808 HIMP. SQ Injection Variabl e Declarati on Evasi on B ock 20
95.215.227.115  |United Kingdom [147.237.0.34 [tikshuv.idf.il|3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
84.245. 33. 104 Net her | ands 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 1
184.173.233.226 |Lhited Sates 147.237.77.74 |lawidf.il 3809: HITP. SQ Injection Evasion SQ Comment Ter minat or Bl ock 1
95.215.227.115 |United Kingdom [147.237.0.34 |tikshuv.idf.il|5670: HTTP. SQ Injection (SALECT) B ock 1
184.173.233.226 |Uhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess

|Attacker Qountry |S’te |Signature |Count ‘
104. 192. 0. 20 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 192. 0. 20 147.237.77. 74 Wited Sates lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

109. 166. 128. 39 |Ronani a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 887
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 76
54.187.55.213 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 61
68. 4. 93. 63 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 61
98.101. 132. 253 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 60
5.36.193. 241 Oman 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 55
181. 124. 115. 179|Par aguay 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
37.142.68. 74 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 43
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 38
2.54.31. 236 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
37.26.147.202 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
2.52.137.118 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
197.44.89. 103  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
37.142.125. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
109. 67.203. 49 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
79.181.27.220 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
107.77. 85. 36 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 28
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
144. 24. 20. 230 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
37.26.149.193 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
68.180.228. 112 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SN drop 26
46. 19. 85. 187 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 25
66.249.65.238 |United Sates [147. 237. 77, 216 |dover.iar.i1 | €AM NG Engine: TGP Invalid invalid segnent retransnission drop 22

Ret r ansni ssi on Packet dr opped.

38.90.135.101 |thited States [147.237.77. 170 |naarachot.idf.il|{dr op First packet isn't SN drop 22
94.159.171. 144 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
54.224.21. 23 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 20
37.26.148.219 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
95.211.70.193 [Netherlands  [147.237.72.156|anen.icf.il  |Bad TCP sequence Vﬂdﬁrsa:jit wth different monitor |19
109. 65. 210. 47  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
5.22.128. 245 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
207.46.13. 74 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 18
37.26.147.163 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
132.72.214.22 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
137.135.176.71 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 17
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
109. 65. 202. 133 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
93.173.244.80 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 14
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
66.249.65.231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
46. 19. 85. 119 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
176. 13. 12. 87 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
79.176. 28. 183 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.160 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 78
37.26.147.160 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 54
46.19. 85. 122 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 43
77.127.92.107 |lsrael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed UR. Access to nobile.idf.il/nekudot/index B ock
77.127.92.107 |Israel 147.237.77.243|nobi l e. i df . i | Mil tipl e Unhaut hori zed URL Access from 77.127.92. 107 B ock
. . . Unaut hori zed URL Access to
5.29.46.139 I srael 147.237.77. 243|nobi | e. i df . i | nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 5
79.182.3.88 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed HTTP Met hod B ock 4
. . Unaut hori zed URL Access to
79.182.3.88 I srael 147.237.72. 156 |anan. i df . i | - idf.i1/sip storagelfiles/ 4l B ock 3
79.182.179.66 |lsrael 147.237.72.166 |aka. i df . i | Dstributed PHP At enpt Bl ock
77.127.92.107 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . D stributed Uhaut hori zed LR Access on
79.182.179.66 |Israel 147.237.72. 166 |aka. i df . i | wiw aka. i of . i 1/ aj ax/ pages/ f an st at us. php B ock 3
40.77.167. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df.il Uhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
. . Ml ti pl e Uhaut hori zed Method for Known URL from
84.228.202. 169 |lsrael 147.237.72. 166 |aka. i df . i | 84. 228, 202. 169 B ock 2
62.90.147.211 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 2
62.219.137.5 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
109. 64. 208. 66 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
5.29.217.61 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
62.219.137.5  |israel 147.237.72. 166 |aka. i df . i | Distributed thaut horized UL Access on B ock 2
wwy aka. i df . i1/ aj ax/ pages/ fan_st at us. php
. . D stributed Unaut hori zed URL Access on
5.29.217.61 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i 1/ aj ax/ pages/ f an st at us. php B ock 2
. . Uhaut hori zed URL Access to
46. 19. 86. 3 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
217.95.219. 220 [Ger many 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
37.26.146.251 |[Israel 147.237.77.216|dover.idf . il SSL Untraceabl e Connection - Qpen Mde None
176. 12. 140. 140 |Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock
. . Unaut hori zed URL Access to
66.249.79.105 [Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st or agel {1 es/ 8/ 70288. pf B ock 1
Lhited . . Uhaut hori zed URL Access to
89.238.188.119 | . ngdom 147.237.76.42 |refuah.idf.il refua.atal i df i |/wor dpr ess/ wp- adhi B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 46 I srael 147.237.77.233|atal .idf.il 147 237 77 233/ r obot s. £ xt B ock 1
62.219.137.5 I srael 147.237.72. 156 |anan. i df . i | PHP Att enpt Bl ock 1
79.182.3.88 I srael 147.237.72. 156 |anan. i df . i | Mil ti pl e Unaut hori zed LRL Access from 79.182. 3. 88 B ock 1
77.56. 26. 69 St zerl and 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from77.56. 26. 69 B ock 1
37.238.70. 47 Iraq 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
210. 172. 144. 236|Japan 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
66.249.67.204 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
2.54.178. 193 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
; . i Paraneter Type Mol ati on SearchText in
96.91.243.195 |lhited Sates |147.237.77.216|dover.idf.il v i df i 171065- en/ dover . aspx Bl ock 1
. . D stributed Uhaut hori zed LRL Access on
84.108.41.246 |Israel 147.237.72. 156 |arman. i df . i | - i1/ bt ps: /waw DT, B ock 1
; i . Unhaut hori zed Met hod HEAD for
65.78.117. 21 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df i |/ mai n/ hoe/ def aul t . aspx B ock 1
50.63.138.151 [lnited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
m ny- kosher - kr avi . i df _ _
176.13. 17. 28 | srael 147.237.0. 17 il Mitiple Illegal Paraneter Encoding from176.13.17.28 None 1
. . Unaut hori zed URL Access to
66.249.79.107 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.67.133 [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ i p._st or agel fi | es/ 4] 2914, pef B ock 1
91. 106. 48. 18 Irag 147.237.77.216|dover. i df . il O stributed Unaut hori zed URL Access on v idf.il/arr/ B ock 1
62.219.137.5  |israel 147. 237.72. 156 |aman. i df . i | thaut hori zed UR. Access 1o B ock 1
v anan. i df . i | / aj ax/ pages/ f an_st at us. php
77.127.34.35 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
213.151.42.12 [israel 147.237.77.216|dover.idf . il Ml tipl e Unauthori zed URL Access from 213. 151, 42. 12 B ock
66.249. 67. 254 |lsrael 147.237.76. 42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 67. 254 Bl ock 1
m ny- kosher - kravi . i df
104.131.173.20 |Whited Sates |147.237.0.17 i lrry Unhaut hori zed URL Access to waww m ny- kosher-kravi.idf.il/ B ock 1
66. 249. 65. 93 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 1
78.46.150. 116  |Ger many 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to refua atal .idf.il/test/wp-adnin/ Bl ock 1
188. 120. 159. 1501 sr ael 147.237.0.16  |ny-kosher-kravi . i df | [(hauthorized UL Access to Bl ock 1

v ny- kosher - kravi . i df.il/tenpl at es/| ogi n/ | ogi n. aspx
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